[Tpuka3 DeaepanbHOl CITyKObI IO TEXHUYECKOMY M KCTIOPTHOMY KOHTPOJTIO
ot 11 deBpans 2013 . N 17
"O06 yrBepxkeHnn TpeGoBanuil 0 3amuTe HHPOPMALIUHU, HE COCTABIISAIONIEH rOCyIapCTBEHHYIO TaliHy,
cojieprKalieiics B TOCYJapCTBEHHBIX HHPOPMALIMOHHBIX cHCcTeMax"

C M3MEHEHUSIMH 1 JAOIMOJHCHWSIMM OT:

15 despamns 2017 1.
T'APAHT:

CM. pa3bsiCHEHHUsI OTACIbHBIX MOJOKEHHWH HACTOAIIET0 MpUKa3a MPUBEICHHbIE B MH()OPMAIIMOHHOM
coobmennu ®CTIOK Poccun ot 15 mrons 2013 r. N 240/22/2637
B cootBercTBUM ¢ uacThio 5 crarbu 16 @enepanbHoro 3akona ot 27 utong 2006 r. N 149-03 "O6
uHpopManuy, HHHOPMAIIMOHHBIX TEXHOJOTHAX U 0 3amuTe nHpopmanun" (CoOpaHue 3aKOHOJATEIbCTBA
Poccuiickoit @enepauuu, 2006, N 31, cr. 3448; 2010, N 31, ct.4196; 2011, N 15, cr. 2038; N 30,
ct. 4600; 2012, N 31, cr.4328) u I[lonoxenuem o @enepanbHON CIyKO0e MO TEXHUYECKOMY U
HKCHOPTHOMY KOHTPOJIIO, YTBepKAeHHBIM YkazoMm IIpesupenrta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akoHonatenbcTBa Poccuiickoit @eneparuu, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, ct. 5431; 2012, N 7, c1. 818), mpuka3biBaro:
1. VYrBepaute mnpmiaraemeie TpeOoBanus o 3amure HHOOPMAIMM, HE COCTABIISIOUICH
rOCyJJapCTBEHHYIO TaliHy, CoJiepKalleiicsi B TOCYJapCTBEHHBIX HHPOPMALIMOHHBIX CUCTEMAX.
2. YCTaHOBHTD, UTO yKa3aHHbBIE B IMyHKTe | HacTosIero npukaza TpeOoBaHUS MPUMEHSIOTCS JUIS
3aIUThl MH()OPMAIIMK B TOCYIaPCTBEHHBIX HH(POPMAIIMOHHBIX cucTeMax ¢ 1 centsops 2013 r.

Hupexrop denepaibHOU B. Cenun
CITy>KOBI IO TEXHUYECKOMY
U SKCTIOPTHOMY KOHTPOITIO

3apeructpupoBano B Muntocre PO 31 mas 2013 r.
Peructpanmonnsiii N 28608

T'APAHT:

Hacrosimue TpeOoBaHUS  NPUMEHSIOTCS U 3alIUThl  MH(OpPMAanmuu B  TOCYAAapPCTBEHHBIX
nH(pOPMAIMOHHBIX cucTeMax ¢ 1 centsops 2013 r.

TpebGoBaHusA
0 3amuTe uH(popMaIum, He COCTaBIAION el TOCYTapCTBEHHYIO TaliHy, coziepkaieiicsa B
TOCYAapCTBEHHEIX UH)OPMAIIHOHHEIX CHCTEMax
(yTB. npukazom dexepanbHON CIyKOBI 10 TEXHUIECKOMY M SKCIOPTHOMY KOHTPOIIO
ot 11 pepans 2013 r. N 17)

C M3MEHEHUSIMHA 1 JAOIMOJHCHWSIMM OT:
15 despamns 2017 1.
TAPAHT:
CMm. Metoauueckuit 1okymMeHT "Mepbl 3amuThl HH(QOPMAIIMH B TOCYAAPCTBEHHBIX MH()OPMAIIMOHHBIX
cucremax", yreepxxaeHHbit @CTIK Poccun 11 despans 2014 r.

I. OOmue monoxeHus

1. Hacrosimue TpeGoBanust pazpaboTaHbl B COOTBETCTBHU ¢ DeepaibHBIM 3aKOHOM OT 27 HIONA
2006 r. N 149-®3 "O6 wundopmaimu, UHOOPMAIMOHHBIX TEXHOJOTUAX M O 3amuTe HHPopmanuu"
(Cobpanme 3axkononarenscTBa Poccuiickoit @eneparuu, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196; 2011,
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N 15, cr. 2038; N 30, ct. 4600; 2012, N 31, cr.4328), a Takke C y4€TOM HAlMOHAJIbHBIX CTAHJIAPTOB
Poccuiickoii @enepannu B 001acTH 3alUTHl HTHPOPMAIIUK U B 00JaCTH CO3JIaHHUSI aBTOMATU3UPOBAHHBIX
cucTeM (Jajiee - HalMOHAJIbHBIE CTAHIAPTHI).

2. B JoKkyMeHTe YCTaHaBIHMBAIOTCA TpPEeOOBaHMS K OOECHEeUeHHIO 3amuThl HH(popMaruu
OTPaHUYEHHOTO JIOCTYIa, HE COJEpIKalllell CBEACHUS, COCTABIIAIOUINE IOCYAapCTBEHHYIO TaiiHy (nanee -
uHpopMaNKs), OT YTEYKH MO TEXHUYECKMM KaHajaM, HECAaHKIMOHHPOBAHHOTO JOCTYyIa, CIEIHaIbHBIX
BO3/ICUCTBUI Ha Takylo MH(OpMAIHMIO (HOCHTEIH MH()OPMAIMK) B LEIIX €€ N0OBIBaHUS, YHUUTOXKEHUS,
MCKa)XEHUS WK OJIOKMPOBAHMS IOCTYyTa K Hell (najee - 3amuTa nHGopMaium) mpu oopaboTke yKa3aHHOM
nH(pOPMAILIUY B TOCYAAPCTBEHHBIX MH(POPMAITMOHHBIX CUCTEMAX.

Hacrosimue TpeOoBaHUS MOTYT HPUMEHSTHCS MU 3alIUTHl  OOLIEAOCTYHMHON HH(pOpMaLUH,
cojiepKalieiics B TOCYAapCTBEHHBIX MH(OPMAIIMOHHBIX CHCTEMaX, Ul JOCTIKEHHS IeNieH, yKa3aHHbIX B
nyHkrax 1 u 3 wactu | crareu 16 @eaepanpHoro 3akoHa ot 27 utoist 2006 r. N 149-03 "O06 undopmarum,
MH(POPMAIIMOHHBIX TEXHOJOTHX U O 3a1uTe nHpopmanuu".

B nokymeHTe He paccMaTpuBalOTCS TpeOOBaHUS O 3alIuTe HWHPOPMALUH, CBS3aHHBIE C
OPUMEHEHHEM  KpUNTOrpadMYecKuX  METOMOB  3allUThl  MHPOpMAaUMM U HIH(POBAIBHBIX
(xpunTorpau4ecKrx) CpeaCTB 3aLIUTH HHOOPMAIIH.

Wndopmarus 06 N3MEHEHHSX:
Ilprrkazom @CTIK Poccum ot 15 ¢pespag 2017 . N27 B nyHKT 3 BHECEHbBI H3MEHECHHUA

CM. T eKCT MYHKT a B OPEJbIIVIICH peaakIHi

3. Hacrosmue TpeOoBanus sBISIOTCA 00s3aTeNbHBIMU Tpu  00paboTke HHGOpMAIMK B
rOCYJapCTBEHHBIX HMH(POPMAIMOHHBIX CHUCTeMaX, (QYHKUMOHUPYIOIIMX Ha Tepputopun Poccuiickoii
@enepanuy, a TakkKe B MYHULIMOAIBHBIX HH()OPMAIMOHHBIX CHUCTEMaX, €CIIM HWHOE HE YCTAaHOBJICHO
3akoHoJaTenscTBoM Poccniickoit denepanyin 0 MECTHOM CaMOYIIPABJICHUU.

Hacrosimue TpeGoBaHus HE pacpoCTPaHSAIOTCS Ha TOCYIapCTBEHHbIE MHPOPMALMOHHBIE CUCTEMBI
Anvunuctpauun Ilpesugenta Poccuiickoit denepanuun, Cosera bezonacnoctu Poccuiickoit @enepanuu,
@enepansHoro CoOpanusi  Poccuiickoit  ®enepanmu, IlpaButensctBa Poccuiickoit  ®enepanuu,
Konctutyunonnoro Cyna Poccuiickont ®enepanuu, BepxoBHoro Cyna Poccuiickoit @epepaiyu u
®enepanbHOil ciyx0b1 6e3omacHocTH Poccuiickoit denepanuu.

4. Hacrosmue TpeGoBaHust mpenHasHaueHbl sl obOnazatenedl MHPOpPMAIMHM, 3aKa34uHKOB,
3aKIIIOYMBIINX TOCYAapPCTBEHHBIH KOHTPAKT Ha CO3JaHUE TOCYIApCTBEHHON WH(GOPMAIMOHHON CHUCTEMBI
(anee - 3aKa34MKU) M OMEPATOPOB IOCYAAPCTBEHHBIX MH(DOPMAIIOHHBIX CUCTEM (J1ajiee - OTepaTopsl).

Jlumo, oOpabatbiBatomiee HHPOPMALUIO, SABISIOMIYIOCS TOCYAApPCTBEHHBIM HH(OPMAIIMOHHBIM
pecypcoM, TO TOpyuYeHHIo oOnamarens wHQOpMmammu (3aka3uMka) WM omeparopa W (WJH)
NPEJOCTABIIAIONICE MM BBIUUCIUTENbHBIE pecypchl (MOIIHOCTH) Juis OOpaboTKM HH(pOpMAIMU Ha
OCHOBAHMHM 3aKJIIOUYEHHOTO JIOTOBOpa (Zanee - YIOJHOMOUYEHHOE JHUI0), OOecCleyrBaeT 3alluTy
uH(pOpMallUid B COOTBETCTBUM C 3akoHojarenbcTBOM Poccuiickoit ®enepanuu 06 wuHpopmanuu,
MH(POPMAIIMOHHBIX TEXHOJOTHAX U O 3amuTe uHpopmanuu. B moroBope nomkHa OBITH MperyCMOTpPEHA
0053aHHOCTh ~ YMOJHOMOYEHHOIO  JIMIa  O0ecreuyuMBaTh  3alIMTy  HH(QOpPMAILMH,  SBISIOIIEHCS
rOCyJapCTBEHHBIM MH(OPMAITMOHHBIM PECYPCOM, B COOTBETCTBUHU C HACTOSAIIMMHU TpebGoBaHUSIMHU.

5. Ilpu o6paboTke B rocynapcTBeHHOW WH(POPMALMOHHON cucTeMe HMH(pOpPMAIMHU, COAEpIKaIIeH
NEepCOHAJbHBIC TaHHbIe, HacToAlIMe TpeOoBaHHA NPUMEHSIOTCS HapsAAy C TpeOOBaHUSIMM K 3alluTe
NEPCOHATBHBIX JAHHBIX NpU HMX 00paboTke B MH(POPMALMOHHBIX CHCTEMAax MEPCOHAJBHBIX JaHHBIX,
yTBepkKAeHHBIX TocTaHoBienuem IlpaButensctBa Poccuiickoit @eneparuu ot 1 Hoa6ps 2012 1. N 1119
(Cobpanme 3axkonomarenscTBa Poccuiickoit @enepanmm, 2012, N 45, ct. 6257).

6. Ilo pemenuto obmagarens MHGpOpMaUUHU (3aKa3yMKa) WK omneparopa Hacrosume TpeboBaHUS
MOTYT IPUMEHSATHCA JUIS 3alUThl HH(POPMAIIUHU, COAEPIKAIIEHCS B HETOCYIapCTBEHHBIX MH(OPMAIIHOHHBIX
cucreMax.

7. 3amuTa HHGOPMAIIUH, COAEPIKalIelcs B TOCYAapcTBEHHOW MH(OpMaIMOHHON cucteMe (aasee -
uHpOpMallMOHHAs CUCTeMa), oOecrmeyrBaeTcs IyTeM BBINOJHEHUS oOnajgarereM HH(oOpMauu
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(3aKa3unkoM) W (WJIH) omepaTopoM TpeOOBaHUWI K OpraHu3alvy 3allUuThl HHGOPMAIH, CONEpKaIIEHCs B
MHPOPMAIIMOHHON cHucTeMe, W TpeOOBaHUI K MepaM 3alluThl HH(OpMAIMH, COAEpKaIlehcs B
MH(POPMAIIMOHHOH CUCTEME.

II. TpeGoBaHus K OpraHHU3alUMU 3aIIUTH HH)OPMaALIUHU, coaep Kamencsa B HH(POpMaIIHOHHOM
cucreme

8. B uHpopMaImoHHON crcTeMe O0BEKTaMH 3allUThI SBISIOTCS WHGOpPMAIUs, COACpKAIIAsACI B
MH(POPMAIIMOHHON CHUCTeME, TEXHUUECKUE CPEACTBA (B TOM YMCJE CPEACTBA BBHIYHUCIMTEIBHOW TEXHUKH,
MAaIlIMHHBIE HOCUTENN HH(POPMALMH, CPEICTBA U CUCTEMBbI CBSI3M M MEpeaydl JaHHBIX, TEXHUYECKUE
cpenctBa 00pabOTKM  OykBeHHO-IIMGPOBOHM, Tpaduyeckol, BHACO- H pedeBod uHDOpManun),
o0I1IecuCTeMHOE, TPUKIIaIHOE, CIIEHUAIbHOE TPOTpaMMHOE obecrieueHre, MHPOPMALMOHHBIE TEXHOIOTHH,
a TaKXKe CPe/ICTBA 3aIUTHl HHPOPMAIUH.

9. Jlns oOecmeyeHus 3amuThl MHGOpPMALMHM, COAepKamieiics B HMH()OPMAIMOHHON cHCTEME,
ONEepaTOpOM Ha3HAYAETCs CTPYKTYpPHOE TMOApa3JelieHue WIM JOJDKHOCTHOE JHUIO  (paboTHHK),
OTBETCTBEHHBIE 32 3aIUTY UH()OPMAIIHH.

10. Jns nmpoBeneHust paboT 1o 3amuTe HHGOPMAIMM B XOJE CO3JAaHUS M OIKCIUTyaTalluu
MH(POPMAIIMOHHON cUCTeMBbl 00sanaTesnieM MH(popManuu (3aKa3uukOM) M ONEPaTOPOM B COOTBETCTBHHU C
3akoHOJaTenbcTBOM Poccuiickoit ®exepauuu T1pu  HEOOXOAMMOCTH MPUBJICKAIOTCS OpPraHU3aIUH,
UMEIOIIKE JUICH3UIO Ha JeATENbHOCTh 1O TEXHWYECKOH 3amuTe KOH(PUICHIHMATbHOH MHpOpMaluu B
cootBeTcTBUU ¢ Desepanbubiv 3akoHOM OT 4 Masg 2011 r. N 99-®3 "O nuueH3upoBaHUU OTACIILHBIX
BunoB aearenbHocTu" (CoOpanue 3akoHomarenbcTBa Poccwmiickoit ®eneparuu, 2011, N 19, cr. 2716;
N 30, ct. 4590; N 43, ct. 5971; N 48, c1. 6728; 2012, N 26, c1. 3446; N 31, ct. 4322; 2013, N 9, c1. 874).

11. JIns obecnieueHust 3aIiuThl MHPOpPMAILUH, colepxalieiics B HMH()OpPMAIMOHHON CHCTEME,
NPUMEHSIOTCSL  CPElCTBA 3allUThl MH(OpMAIMK, TMPOLISAIINE OLEHKY COOTBETCTBUA B (opme
00s3aTeNnbHONM  cepTU(UKAIIMM HA COOTBETCTBHE TPEOOBAHUSAM IO O€30MAacCHOCTH HWH(pOpMAIMU B
COOTBETCTBUH €O cTarheil 5 PenepanbHOro 3akona ot 27 nexadbps 2002 r. N 184-03 "O TexHMUECKOM
perymupoBanun" (CoOpanue 3akoHomatenbcTtBa Poccuiickoit ®@enepammu, 2002, N 52, cr. 5140; 2007,
N 19, ct. 2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, ct. 3626; N 48, ct. 5711; 2010, N 1,
ct. 6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, ct. 4322; 2012, N 50, ct. 6959).

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pesparg 2017 . N27 B nyHKT 12 BHECEHBI H3MEHCHHS

CM. T eKCT MYHKT a B OPEJbIIVIICH peaakIHi

12. 3amura uHbOpMaNMHU, coaepKalielcs B MH(POPMALMOHHOM CHUCTEME, SIBJISETCS COCTaBHOM
YacThI0 PabOT MO CO3JAHUIO M AKCIUTyaTallMd WH(GOPMALMOHHON CHCTEMBI M O0ECIIeUMBaeTCsl Ha BCEX
CTagusX (dTamax) ee CO3/JaHus, B XOJ€ SKCIUTyaTalldd W BBIBOJA M3 SKCIUIyaTallMd MyTEeM NPHUHATHUS
OpPTraHU3alMOHHBIX M TEXHMYECKHMX MEp 3allUThl MH(POPMALMH, HANpPaBICHHBIX Ha OJOKHMpPOBAHUE
(HedTpanu3amuio) yrpo3 6e30macHOCTH HH(popMalu B WH(GOPMAIIMOHHON CHUCTEME, B paMKaX CHCTEMbI
(moxcucTeMbl) 3aUThl HH(pOpMauu HHHOPMAIIMOHHOM CUCTEMBI (Jlajiee - CHcTeMa 3alluThl HH(POpMalun
MH(POPMAIIMOHHON CUCTEMBI).

OpraHu3anvoHHbIe U TEXHUYECKHE MEPHI 3alIUThl HHPOPMALIUH, PEATN3yeMbIE B paMKaX CUCTEMBI
3anIUThl MH(pOpMAIMU UHPOPMALMOHHON CHUCTEMBI, B 3aBUCUMOCTH OT MH(OPMALUH, COJEpXKalIeics B
MHPOPMALIMOHHON cHucTeMe, Iene co3gaHus HH(GOPMAIMOHHONW CHUCTEMBI M 3a/ad, PEIIaeMbIX 3TOU
MH(POPMAIIMOHHOIN CUCTEMOM, TOJDKHBI OBITh HAIIPAaBJICHBI HA UCKITIOUCHHE:

HEMPaBOMEPHBIX JIOCTYIA, KOMUPOBAHMSA, MPEIOCTABICHUS WIM PaclpoCTpaHeHHs HH(pOpMaIruu
(obecnieuenue KOH(MUACHIMATEHOCTH HH(pOpMaIim);

HEMPAaBOMEPHBIX YHUUTOXKEHHS UM MOJUPUIHPOBAaHU HHPOpMaLuK (obecrieueHne 1eI0CTHOCTH
uHpOpMaLun);

HEMpaBOMEPHOro O6J0KUpoBaHus HHPopMaIu (o0ecriedeHne J0CTyITHOCTH HH(POpMAIIUN).
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13. Jlns obecnieueHust 3aIiuThl MHPOpPMAIUH, colepxkalieiics B HMH()OpPMAIMOHHON CHCTEME,
MIPOBOJIATCS CIIETYIOIINE MEPOTIPHUSITHUS:

¢dopmupoBanue TpeOOBaHMI K 3amuTe WHGPOPMALUHU, COJEp)Kalleicss B HHPOPMALMOHHOM
CHCTEME;

pa3paboTKa CHCTEMBI 3alIUThI HH(OpMAIMK HHPOPMALMOHHON CUCTEMBI;

BHEJPEHHE CUCTEMBI 3alIUThl MH(OpMaIuu HHPOPMALIMOHHON CUCTEMBI;

arrecTanus HMH()OPMAIMOHHONW CHUCTEMbl O TpeOOBaHUSAM 3allUTHl HHpoOpManuu (Haiee -
arTecTanus HHPOPMALIMOHHOM CUCTEMBI) U BBO/I €€ B ICHCTBHE;

o0ecriedeHne 3alUThl WH(GOpPMAIMKM B XOAE SKCIUTyaTallMd aTTECTOBAHHOM HH(POPMALMOHHOM
CHCTEMBI;

obecriedyeHne 3amMThl  MH(GOpPMAUMM MpH  BBIBOAEC W3  OKCIUTyaTallkd  aTTECTOBAHHOM
MH(POPMALIMOHHON CUCTEMbI HJIH TTOCIIE IPUHSATUS PEIIeHUs: 00 OKOHUYaHUM 00paboTKK MH(pOpMAaLIKK.

®dopmupoBaHue TpeOOBaHHUM K 3amUTe HHPOpMaIUH, coaepKamencs B ”HPOpMaIlHOHHOHK cCUCTeMe

14. ®opmupoBanue TpeOoBaHMH K 3amuTe WHGOPMALUHU, COJEpXKalleicss B MHPOPMALMOHHOM
CUCTEeMe, OCYIIECTBIIsIeTCsl o0nanaTesieM nH(GOpMaIIUK (3aKa3uuKOM ).

d®opmupoBanue TpeOOBaHUM K 3amuTe HHPOpMAIUH, cojepkamieiics B HHPOPMALMOHHOM
cucreme, ocymectiugercs ¢ yderom ['OCT P 51583 "3amurta wmnpopmanuu. Ilopspox co3ganus
aBTOMATH3UPOBAHHBIX CHCTEM B 3aIMIICHHOM ucnojHeHuu. OOmwue mnonoxenusa" (mamee - 'OCT P
51583) u I'OCT P 51624 "3ammra uHpopmarmu. ABTOMATU3UPOBAHHBIE CHUCTEMBbl B 3aIUIICHHOM
ucnoiaenuu. O6mue Tpedoanus” (nanee - 'OCT P 51624) u B ToM 4mcie BKIIOYAET:

MPUHATHUE PEIIEHUS O HEOOXOIMMOCTH 3aIUTHl HHPOPMALIMH, COAEpIKaIIencss B MHPOPMALMOHHOM
CHCTEME;

KJIaccu(uKanuo WHGOPMAIIMOHHONW CHUCTEMbI MO TpeOOBaHMAM 3aluThl MH(pOpManuu (nanee -
KJaccupukanus HHPOPMAITMOHHOM CUCTEMBI);

orpeJiesieHue yrpo3 Oe3omacHOCTH HH(GOpMAIMK, peanu3alysi KOTOPBIX MOXKET IPHUBECTH K
HapyleHuto Oe3omacHocTH MHGOpMAMU B MH(OPMAIMOHHOW cCHUCTEMe, M Pa3pabOTKy Ha UX OCHOBE
MOJIENIN yTpo3 6e30MaCHOCTH HH(POPMALINH;

orpesiesieHNe TpeOOBaHUHN K CHCTEME 3alUThl HH(popMaIi HHPOPMAIIMOHHON CUCTEMBI.

14.1. Tlpu mpuHATHH pEUICHHS O HEOOXOJMMOCTH 3aIlUThl HWHQPOPMAIUH, COACpXKaIlelcs B
MH(POPMAIIMOHHOHN CUCTEME, OCYIECTBISETC:

aHaJM3 1eJiel co3laHus MHPOPMALMOHHOM CUCTEMBI M 3aj1ay, pelIaeMbIX 3TOH MHPOPMALMOHHOM
CHCTEMOM;

orpenesieHue nH(opMaIiH, o yIexKaniei 00padoTke B MHPOPMALIMOHHOM CUCTEME;

aHaJM3 HOPMATUBHBIX TIPABOBBIX AaKTOB, METOAMYECKUX JIOKYMEHTOB U HAlMOHAJIBHBIX
CTaHJapTOB, KOTOPHIM JIOJDKHA COOTBETCTBOBATH MH()OPMAIIOHHAS CUCTEMA;

NPUHATHE  PEUICHUST O HEOOXOJUMOCTH  CO3JaHMs  CHUCTeMbl  3allMThl  MH(OpMaruu
MHPOPMAIIMOHHOM CHUCTeMbI, a TaKkXKe ONpeleleHue IeNedl M 3afay  3aluThl  MHpopMamuu B
MHPOPMAIIMOHHOM  CHCTEME, OCHOBHBIX 3TallOB  CO3/IaHUS  CUCTEMbl  3allUThl  MH(OpMaIH
MHPOPMAIIMOHHON cUCTeMbl M (PYHKIMI 1O 0oOecnedeHuIo 3amuThl MH(OpPMAIMH, COAEpIKaIlelcs B
nH(POPMAIMOHHOI cucTeme, obsanarens nHpopMalnu (3aKa3zyrka), ornepaTopa U yrnoJHOMOYEHHBIX JIMII.

Wndopmarus 06 H3MEHEHHSX:

Iprrxazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N27 B nyHKT 14.2 BHECEHBI H3MEHCHHS

CM. T eKCT MYHKT a B OPEJbIIVIICH pelakIHi
14.2. Knaccudukanus uHHOPMAIIMOHHON CHCTEMBI MPOBOJUTCS B 3aBUCUMOCTH OT 3HAYUMOCTH
oOpabareiBaeMOil B HeW wuHpoOpManum M Maciitaba WHPOPMAIMOHHON cuctemsl ((enepaibHbIii,
pEernoHaIbHBIN, 00BEKTOBBIH).
YcraHaBiIMBalOTCA TPU Kiacca 3aIIMIICHHOCTH HH()OPMAIMOHHOM CHUCTEMBI, OIpEeIIsoNIie
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YPOBHH 3aIIMIICHHOCTU cojepxaieiicss B Hell mHpopmaruu. CaMmblii HU3KUN Kiacc - TPETHH, CaMblii
BBICOKUH - mepBbIid. Kiacce 3ammuineHHocTd HHGOPMAIIMOHHONW CUCTEMBI ONPEeNsieTCs B COOTBETCTBUH C
npunoxenreM N 1 k HacTosmuM TpeOoBaHUAM.

Knacc 3amumenHocTd omnpenensiercs Uis HMHGOPMAIMOHHOM CHCTEMBI B LEJIOM M, MpH
HEOOXOIMMOCTH, JJIsi €€ OTHENbHBIX CErMEHTOB (cocTaBHbIX uacted). TpeOoBaHume K Kiaccy
3alIUIIEHHOCTH BKJIIOYAETCSl B TEXHUYECKOE 3aJjaHHe Ha CO3JaHue MH()OPMAIMOHHOW CHUCTEMbI U (HJIN)
TEXHUYECKOe 3a/laHie (YacTHOE TEXHHUYECKOE 3aJJaHHe) Ha CO3/JaHUE CUCTEMbI 3alUThl MH(OpMaIuu
MH(POPMAIMOHHOI cucTeMBl, pazpadarbiBaeMblie ¢ yueroMm ['OCT 34.602 "MudopmarimoHHas TEXHOJIOTHSL.
Kommiiekc cTaHmapTOB Ha aBTOMAaTM3MPOBAHHBIE CHCTEMBL. TEXHHYECKOE 3a/JlaHHe Ha CO3JaHue
aBromaruzupoBanHoi cucreMsl” (nanee - [OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Knacc 3amumeHHOCTH HMH(OPMAIIMOHHOM CHUCTEMBI MOJUICKHUT IEPECMOTPY NpPU H3MEHEHUH
Macitaba THPOPMALMOHHOW CUCTEMBI WIIM 3HAYMMOCTH 00pabaThiBaeMoil B Hell HH(OpMAITHH.

PesynbraTsl Kitaccupukanuyu HHGOPMAITMOHHON CUCTEMBI O()OPMIISIFOTCS aKTOM KJIacCU(UKAIIH.

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 B nyHKT 14.3 BHECEHBI H3MEHCHHS

CM. T eKCT MYHKT a B OPEJbIIVIICH peaakIHi

14.3. Yrpo3sl 6e30macHOCTH MH(OPMAIK ONPEACTSIOTCS 0 pe3yabTaTaM OLIEHKH BO3MOKHOCTEH
(moTeHuMana) BHEIIHMX W BHYTPEHHUX HApyLIUTEJeW, aHamM3a BO3MOXKHBIX  YS3BUMOCTEH
MH(POPMAIIMOHHON CHUCTEMBI, BO3MOXKHBIX CIIOCOOOB peanu3aly yrpo3 0e3omacHocTH HWHGOpMALUU U
MOCTIC/ICTBUI OT HapyIIECHUs CBOWCTB Oe30MmacHOCTH MHpopManuu (KOH(PHUAESHIINATBFHOCTH, IIeIOCTHOCTH,
JOCTYTTHOCTH).

B kayecTBe WCXOIHBIX JaHHBIX [UId OIpeneNeHus yrpo3 0Oe3omacHOCTH HH(opMaruu
UCTOJb3yeTcsl OaHK MaHHBIX yrpo3 Oe3omacHocTH uHpopmarmu (bdu.fstec.ru), BemeHue KOTOPOTro
ocymectBisiercs DPCTOK Poccum B coorBerctBuM ¢ nojanyHkrom 21 mnynkra 8 IlomokeHus o
@enepanbHOl  cayk0e IO TEXHHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIO, YTBEPKIECHHOTO YKa30M
[Ipesunenta Poccuiickoit @enepammu oT 16 aBrycra 2004 r. N 1085 (Cobpanue 3aKOHOAATEIHCTBA
Poccuiickoit ®@enepaunn, 2004, N 34, ct.3541; 2006, N 49, cr.5192; 2008, N 43, ct.4921; N 47,
ct. 5431; 2012, N 7, cr. 818; 2013, N 26, ct. 3314; N 53, cr. 7137; 2014, N 36, ct. 4833; N 44, cr. 6041;
2015, N 4, ct. 641; 2016, N 1, ct. 211) (manee - 6ank qaHHbIX yrpo3 6e3onacHoctu nHpopmanmu OCTIK
Poccun), a Taxke MHBbIC MCTOYHMKH, COAEPIKAIIME CBEACHHUS 00 YSI3BUMOCTSAX M yrpo3ax 0e30MacHOCTH
uHpOpMalUH.

[Tpu OTIpeIeIICHUN yrpo3 6e3omacHoOCTH uHpopMalun YUUTBIBAIOTCS
CTPYKTYPHO-(DYHKIIMOHAJIbHBIE XapaKTEPUCTUKN MH(OPMAIIMOHHON CUCTEMBI, BKIIOYAIOLINE CTPYKTYpY U
cocTaB MH(OPMAIIMOHHON CHUCTEMBI, (PU3UYECKUE, JIOTHUECKHe, (PYHKIMOHAJIBHBIE U TEXHOJIOTMYECKUE
B3aMMOCBSI3U MEXJly CETMEHTaMU MH(POPMALIMOHHOW CUCTEMBI, C UHBIMU WH(OPMAIIMOHHBIMH CHCTEMaMH
U UHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMU ~ CETSMH, pEKUMBI 00paboTku wuH(pOpMAIMU B
MHPOPMAIIMOHHOM CHCTeMe M B €€ OTHEIbHBIX CerMEHTaX, a TaKKe UWHBbIE XapaKTePUCTUKH
MH(POPMALIMOHHON CHCTEMBI, MpHUMEHSeMble HH(POPMAIMOHHBIE TEXHOJOTMH U OCOOCHHOCTH ee
(YHKIIMOHMPOBAHUSI.

[lo pesynbraTam omnpeaeneHus yrpo3 Oe3omacHOcTH HWHGOpPMAIMKA TPH  HEOOXOJUMOCTH
pa3pabaThIBalOTCd PEKOMEHJAIIMH 10 KOPPEKTUPOBKE CTPYKTYpHO-(QYHKIHMOHAIBHBIX XapaKTEPHCTUK
MH(POPMAIIMOHHON CHCTEMBI, HalpaBlIeHHbIE Ha OJOKMpOBaHWE (HEHTpalM3alfio) OTAEIbHBIX Yrpo3
6e3onacHOCTH MH(POPMALIUH.

Mogens yrpo3 0Oe3omacHOCTH WHGOpPMALKMU JOJDKHA COAEP)KaTh ONHMCaHUEe WH(POPMAIMOHHON
CHCTEMBl U €€ CTPYKTYPHO-(QYHKIIMOHAIbHBIX XapaKTEPHCTUK, a TAKXKE OMUCAHUE Yrpo3 0e30MacHOCTH
uH(pOpMaINH, BKIIOYAIOIIEe OMMCAaHNE BOZMOKHOCTEH HapyImuTenei (MoIesib HapyIIUTENs), BO3SMOXKHBIX
ysI3BUMOCTEH MH(OPMAITMOHHONW CHCTEMBI, CIIOCOOOB pealu3aluy yrpo3 0e30macHOCTH WH(pOpMaluu U
MOCTIC/ICTBUI OT HAapyIIEHUS! CBOMCTB 0€30MacHOCTH UH()OPMALIHH.

Jlnst onpeneneHust yrpo3 6e30macHOCTH WHGOPMALUU U pa3pabOTKH MOAETH yTrpo3 0e30MacHOCTH
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uHpOpPMAIMA TPUMEHSIOTCS METOJMYECKHE JIOKYMEHTHI, pa3paboTaHHble M yTBepikaeHHble DPCTIOK
Poccun B coorBerctBUM ¢ mojanyHkTom 4 nyHkta 8 Ilomokenus o @DenepanbHOM ciyxOe 1O
TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEpKAeHHOTO Yka3zom IIpesunenra Poccuniickoit denepanuu
or 16 amrycra 2004 r. N 1085 (Cobpanme 3akoHomatenbcTBa Poccuiickoit @eneparuu, 2004, N 34,
cT. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818).

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 B nyHkT 14.4 BHECEHBI H3MEHECHHS

CM. T eKCT MYHKT a B IPEJbIIVIICH peaakIHi

14.4. TpeGoBaHus K CUCTEME 3aIIUTHI HHOOPMAIIMA MHPOPMALMOHHON CHCTEMBI ONPEICISIOTCS B
3aBHUCUMOCTM OT KJacca 3allUIIeHHOCTH WH(POPMAIMOHHONW CHCTEMBI M yrpo3 0e30MacHOCTH
uH(pOpMaINHY, BKIIOUEHHBIX B MOJIENIb YIPo3 6€301acHOCTH HH(POPMALIUH.

TpeboBanust k cucreMe 3aIIUTHl MHPOPMALUK WHGOPMAIMOHHON CHUCTEMBI BKIIOYAIOTCA B
TEXHUYECKOE 33a/IaHue Ha CO3/1aHue WH(OPMAIIMOHHON CHCTEMBbI M (MJIM) TEXHUYECKOe 3aJaHue (YacTHOe
TEXHUYECKOE 3a/laHMe) Ha CO3JaHHUE CHUCTEMBbl 3aIIUThl HHGPOpPMAUUU HH(YOPMAIMOHHOW CHCTEMBI,
pazpabarbiBaembie ¢ yyerom ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, u nomkHBI B TOM YHCIE
COZIepXKaTh:

EeJTb U 3371241 00ecTieueHHs 3aluThl HHQopMaIuy B MHPOPMAIIMOHHOM CUCTEME;

KJIacC 3alIUIEHHOCTH HH(POPMAIIMOHHON CUCTEMBI;

NepeyeHb HOPMATHBHBIX IPABOBBIX AaKTOB, METOJMYECKUX JOKYMEHTOB U HAallMOHAJIbHBIX
CTaHJapTOB, KOTOPHIM JIOJDKHA COOTBETCTBOBATH MH()OPMAIIMOHHAS CUCTEMA;

nepevyeHb 00bEKTOB 3aIUTHI HH(POPMALIMOHHOMN CUCTEMBI;

TpeOOBaHUSI K MepaM M CpEACTBAM 3alllUThl MH(GOpPMAIMH, MPUMEHSEMBIM B HH(MOPMAIIMOHHON
CHCTEME;

craguu (3Tarnsl paboT) CO3JaHUs CUCTEMBI 3aIUTHl HH(POPMAIIMOHHON CUCTEMBI;

TpeOOBaHMUS K MOCTABISIEMbIM TEXHUYECKUM CPECTBAM, IIPOTPAMMHOMY 00ECIICUEHUI0, CPEICTBAM
3alIuThl MH(OpMaImH;

(GYHKIMK 3aKa3yuKa M omepaTopa Mo OOECIeYeHHIO 3auIuThl MH(OopMarmu B MHPOPMALMOHHOM
CHCTEME;

TpeOOBaHMS K  3allUTe CPEACTB M  CHCTeM, 00ecneunBaiomuX  (yHKIMOHHUPOBAHUE
nH(POPMALMOHHOH crucTeMbl (obecrieunBaromiel HHpacTpykType);

TpeOoBaHUs K 3amuTe HWHGOpMAIMKA TNpH HWHPOPMALMOHHOM B3aUMOJCHCTBUM C HWHBIMHU
MH(POPMALIMOHHBIMH CHCTEMaMH M HMH()OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHBIMHA CETSMH, B TOM YHUCIIE C
MH(POPMALIMOHHBIMH CHUCTEMaMH YIIOJIHOMOYEHHOIO JIUIA, a TaKXKe MpU NMPUMEHEHHH BBIYUCIUTEIBHBIX
pecypcoB (MOITHOCTEH ), TPEAOCTABISAEMBIX YIIOJTHOMOYEHHBIM JIULIOM Il 00paOOTKU HH(POPMALIIH.

IIpu ompenenenun TpeOOBaHMK K CHCTEME 3alUThl MH(OpMaryu WHGOPMAIMOHHON CHUCTEMBI
YUUTBIBAIOTCS TOJIOKEHUS TOJMTHK oOecreueHuss WHQPOPMALMOHHOM 0€30MacHOCTH — o0Jsajaress
uHpopManuu (3aKa3uuKka), a TaAKKe NOJUTUK obecrieueHus: HH(POPMAIIMOHHON 0€30IaCHOCTH ONepaTopa u
YIOJIHOMOYEHHOTO JIUIIA B YaCTH, HE MPOTUBOpEYAIllel MOTUTUKAaM oOnajarenst nHGopMaIuy (3aKa3ynka).

Paspaborka cucreMsl 3amUTH HHPOpManuu HHPOPMAITUOHHOM CHCTEMEI

15. Pa3paboTka cucTembl 3amUThl WH(pOpMAIMKU HH(GOPMALMOHHON CHUCTEMbI OpraHU3yeTcs
obsagareneM HHPOPMALIUH (3aKa3UUKOM).

Pa3zpaGotka cucrembl 3amuThl HWHGOpMALUU WHGOPMALMOHHONH CHUCTEMBI OCYIIECTBISETCS B
COOTBETCTBUH C TEXHMYECKHM 33JJaHUEM Ha CO3JIaHHE MH()OPMAITMOHHOW CHCTEMBI U (M) TEXHUYECKUM
3aJaHueM (4acTHBIM TEXHHYECKMM 3aJaHMEeM) Ha CO3/JaHHE CHUCTEMbl 3alMThl HH(OpMaIu
uHpopmannoHHoil cucrtembl ¢ yderom [OCT 34.601 "Hudopmaunmonnas texnonorusi. Komruiekc

CTaHJApTOB HA aBTOMATH3UPOBAHHBIE CUCTEMbl. ABTOMAaTH3MpOBaHHbIE cucTeMbl. Craauu co3gaHus"
(manee - TOCT 34.601), T'OCT P 51583 u I'OCT P 51624 u B TOM uHnciie BKIIOYAECT:
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MPOEKTUPOBAHUE CUCTEMBI 3aIIUTHI HHPOPMALIUU HH)OPMAITMOHHON CHCTEMBI;

pa3paboOTKy  OSKCIUIyaTallMOHHOM  JOKYMEHTAalMM Ha  CUCTeMYy  3allUThl  MHPOpPMALUU
MH(POPMAIIMOHHOIN CUCTEMBI;

MaKeTHPOBAHHUE U TECTHPOBAHUE CUCTEMBI 3aIUTHI HHPOPMALUU HH()OPMAITMOHHON CHCTEMBI (TIpH
HEOOXOAMMOCTH).

Cucrema 3amuTbhl uHGOpMaUUUM WHGOPMALMOHHOM CHCTEMBI HE JOJDKHA MPEMsITCTBOBATH
TOCTIKEHUIO 1IeJIel co31anusi MH(PpOpMaIMOHHON CUCTEMBI U €€ (P)YHKIIMOHUPOBAHUIO.

IIpu pa3zpaboTke cucTeMBbl 3alUTHl MH(GOPMAIMKU HH()OPMAIMOHHOW CHUCTEMBI YUUTHIBACTCS €e
UH(POPMAaIMOHHOE B3aUMOJIeiiCTBHE C WUHBIMHU MH(POPMALMOHHBIMH crCTeMaMH "
MH(POPMAIIMOHHO-TEJIEKOMMYHHUKALIMOHHBIMU CETSAMH, B TOM 4YHCJIEe ¢ MH()OPMAIMOHHBIMU CHCTEMaMH
YIOJHOMOYEHHOTO JIMIA, a TaKkKe TNPUMEHEHHE BBIYMCIUTEIBHBIX PECypcoB  (MOLIHOCTEH),
MPEJOCTABIIEMBIX YITOJTHOMOUYEHHBIM JIUIIOM JIJIs1 00paboTKK MH(POPMAIIHH.

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N27 B nyHKT 15.1 BHECEHBI H3MEHCHHS

CM. T eKCT MYHKT a B OPEJbIIYIICH peaakIHi

15.1. Ilpu mpoEeKTUPOBAHUH CUCTEMBI 3aIIUTH MH(OpMAIMKU HHPOPMALIMOHHON CUCTEMBI:

OTIPENIEIISIOTCS TUIIBI CyOBEKTOB AOCTYyNA (TI0JIb30BATEIH, MTPOLECCHl M MHbIE CYOBEKTHI JOCTYIIA) U
OOBEKTOB JIOCTYMA, SBIAIOUIUXCA OOBEKTaMH 3alIUTHI (YCTpOMCTBA, OOBEKTHI (PANIOBOIl CHCTEMBI,
3alycKaeMble W HCIOJHSAEMbIE MOMAYJIH, OOBEKThl CHUCTEMbI yNpaBJieHUS OazaMu JAaHHBIX, OOBEKTHI,
co3JlaBaeMble MPUKIATHBIM IIPOTPAMMHBIM 00€CIIeYeHNEM, HHBIE OOBEKTHI JIOCTYTIA);

OTIPEIEIIIIOTCS METOBI YIIPABIICHUS JOCTYIIOM (AMCKPELMOHHBIN, MaHIATHBIN, POJIEBOM MM HHbIC
METO/Ibl), THIIBI JOCTymna (YTEHHE, 3alKCh, BBHIMOJIHEHHWE WJIM HWHBIE THUIBI JOCTYNA) W MpaBUIIa
pasrpaHHuCHHs] JIOCTyNa CYOBEKTOB JIOCTyNa K OOBEKTaM J0oCTyna (Ha OCHOBE CIHMCKOB, METOK
0€30macHOCTH, POJIeH U MHBIX MPAaBHII), OUIeXKAIIIE peaTu3alii B MHPOPMALIMOHHOMN CUCTEME;

BBIOMPAIOTCA MeEphl 3aIIUTHl MH(OpMAaIMK, TMOAJESKAIINE peaM3alid B CHCTEME 3allUThI
uHpopManuy HHPOPMALMOHHON CUCTEMBI;

OTIPENIENIAIOTCS BUIBI M THUIBl CPEIACTB 3AIIUTHl MH(POpPMAIMK, OOECIIEUHBAIOIINE PEATH3AIMIO
TEXHUYECKUX MEp 3aIUThl HHPOPMALIUY;

OTIpEeJIeNIICTCSl CTPYKTYpa CUCTEMBI 3aIlUThl HH(OpMAIMK UH(POPMALMOHHOW CHCTEMBI, BKIIIOYAs
COCTaB (KOJIMYECTBO) U MECTa Pa3MEIICHUs €€ DJIIEMEHTOB;

OCYILECTBIISIETCSI BBIOOP CPEACTB 3alIUThl MH(OpMAIMK, CEPpTUPHUIMPOBAHHBIX HA COOTBETCTBHE
TpeOoBaHUSAM 1O 0€30MacHOCTH HH(POpPMAIMK, C YYETOM HUX CTOMUMOCTH, COBMECTHMOCTH C
MH(POPMAIIMOHHBIMH TEXHOJIOTUAMHU U TEXHUYECKUMU CPEACTBaMHU, (DYHKIMHA O€30MMaCHOCTH 3TUX CPENICTB
1 0COOCHHOCTEH MX pealHn3alii, a TaKXkKe Kiacca 3allMIeHHOCTH HHPOPMALMOHHON CUCTEMBI;

OTIpENIeNIAIOTCS TPEeOOBaHUS K IMapaMeTpaM HACTPOMKH MPOrpaMMHOTO OOECTeUYeHHs, BKIIOYast
porpaMMHOE 0OecrieueHHe CPeACTB 3allUThl HHPOPMAIH, 00ECTIEYNBAIOIINE PEATU3AIMIO MEP 3aIUTHI
nHpOpMAIINH, a TAKKE YCTPaHEHHE BO3MOXKHBIX YSA3BUMOCTEH MH(POPMAIIMOHHONW CHUCTEMBI, IIPHUBOISIINX
K BO3HUKHOBEHHIO yIpo3 6€30MacHOCTH HH(POPMALIUY;

OTIPEJIENISIIOTCS MEphl 3aIUThl MHPOPMAMK TPU WHPOPMALMOHHOM B3aUMOJCHCTBUU C MHBIMH
MH(POPMAIIMOHHBIMHE CHCTEMaMH M HMH()OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHBIMHA CETSMHU, B TOM YHUCIIE C
MH(POPMALIMOHHBIMH CHUCTEMaMH YIIOJIHOMOYEHHOIO JIUIA, a TaKXKe MPU NMPUMEHEHHH BBIYMCIUTEIBHBIX
pecypcoB (MOIITHOCTEH ), MPEAOCTABISAEMBIX YIIOJTHOMOYEHHBIM JIULIOM Il 00paOOTKU HH(POPMAIIIH.

Pe3ynbraThl TpPOEKTUPOBAHUS CHCTEMBI 3alIUTHl WHGOpPMALUKU HHPOPMALMOHHOW CHUCTEMBI
OTPaXaIOTCSI B MPOEKTHOM JOKyMEHTAMH (ICKU3HOM (TEXHHYECKOM) MpoeKkTe U (W) B pabodeid
JOKyMEHTAIlMM) Ha WH(POPMALMOHHYIO CHCTEMY (CHUCTEMY 3alluThl HMH(POpPMALUU HHPOPMALUOHHOM
cucTeMsbl), paspabatsiBaeMbix ¢ yuderom ['OCT 34.201 "Hudopmanmonnas texHojorus. Komruiekc
CTaHJapTOB Ha aBTOMATU3UPOBAHHBIC CUCTEMbI. BUbl, KOMIUIEKTHOCTh U 0003HAYEHHUE JOKYMEHTOB MpU
co3JaHuu aBToMatu3upoBaHHbIX cucteMm" (nanee - OCT 34.201).

[IpoekTHass AOKyMEHTAalMsi Ha WHGOPMAIMOHHYIO CHUCTeMy U (WJIHM) €€ CHUCTEMY 3allHUThI
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uHpOpPMALMK TOJUIeKAT COTJIACOBAHUIO C ONEPAaTOpOM MH(POPMALMOHHON CHUCTEMBI B Cllydyae, €Clid OH
ONPEIEICH TAKOBBIM B COOTBETCTBUHM C 3aKOHOJATENLCTBOM Pocculiickonn ®Penepauv K MOMEHTY
OKOHYaHUS MPOEKTUPOBAHUS CUCTEMBI 3aIUTHl HH(OpMaIK WHPOPMAIIMOHHON CUCTEMbI U HE SIBISETCS
3aKa34MKOM JTaHHON MH(OPMAITMOHHON CHCTEMBI.

IIpu oTCcyTCTBMM HEOOXOIUMBIX CPEICTB 3aIIMThl HH(POpPMALUH, CEPTUPUIUPOBAHHBIX HA
COOTBETCTBUE TpeOOBaHUSAM IO Oe30macHOCTH WH(pOpMAIMM, OpraHu3yercs paspaborka (opaboTka)
CpEeACTB 3aluThl HHPOPMALUK U UX CepTU(UKAIUSI B COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccuiickoit
denepany WIK MPOU3BOJUTCS KOPPEKTUPOBKA MPOEKTHBIX pEIICHUi Mo MH(POPMALMOHHON cUcTeMe U
(umu) ee cucreMe 3amUTHl MHGOPMAIMHM C y4eTOM (YHKIIMOHAJIBHBIX BO3MOMKHOCTEH HMEIOIIUXCS
CepTHU(PHUUHUPOBAHHBIX CPEJICTB 3ALUTHI HHPOPMAIIIH.

15.2. Pa3paboTka SKCIUTyaTallMOHHOM JOKYMEHTAallMd Ha CHCTEMY 3allUThl HHPOPMAIUU
MH(POPMAIIMOHHON CHCTEMBI OCYIIECTBISIETCS B COOTBETCTBHM C TEXHMYECKHM 33JlaHUEM Ha CO3JaHHe
MH()OPMAIIMOHHOW CHUCTEMBI M (WJIM) TEXHMUYECKUM 3aJlaHueM (YacTHBIM TEXHHUYECKUM 3a/JaHheM) Ha
CO3JIaHHE CUCTEMBI 3alUThl HH(OPMAIMH HH(POPMALIMOHHON CUCTEMBI.

OKCIUTyaTallMOHHAsL JOKYMEHTAIHsI HAa CHCTEMY 3aIllUThl HH(pOpMaUu HHPOPMAITMOHHONW CUCTEMBI
pazpabateiBaercst ¢ yuerom ['OCT 34.601, 'OCT 34.201 u TOCT P 51624 u nmomxkHa B TOM 4YHCIIe
COJIEPKaTh ONHCAHUE!

CTPYKTYPbI CUCTEMBI 3aIIUTHI HHPOPMALUU HHOOPMAITMOHHON CHCTEMBI;

COCTaBa, MECT YCTaHOBKHM, MapaMETPOB U IOPSAIKA HACTPOWKH CPEACTB 3aIIUThl HMH(OpMAIUH,
POrPaMMHOTO 00ECIIeUeHHUS M TEXHUYECKUX CPEJICTB;

MPaBUJI SKCIUTyaTalluy CUCTEMBI 3aIlIUThl HHPOPMAUU HH()OPMAITMOHHON CUCTEMBI.

Wndopmarus 06 N3MEHEHHSX:
Iprkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 B nyHKT 15.3 BHECEHBI H3MEHCHHS

CM. T eKCT IYHKT a B IPEJbIIVIICH peaakIHi

15.3. Ilpu MakeTMpOBaHUU M TECTHPOBAHWU CHCTEMBI 3AIIMTHI WH(POPMAIMKA HHPOPMALMOHHOM
CHCTEMBI B TOM YHCJIE€ OCYILECTBIISIOTCS:

poBepKa pabOTOCIIOCOOHOCTH M COBMECTUMOCTH BBIOPAHHBIX CPEICTB 3aIUTHl MH(POPMALUHU C
MH(POPMAIIMOHHBIMH TEXHOJIOTUSIMHU U TEXHUUYECKUMH CPEJICTBAMH;

MIPOBEPKA BBIMIOJHEHUSI BHIOPAHHBIMH CPEAICTBAMH 3alllUTHl MH(OpMAIMK TPeOOBAHUN K CHCTEME
3anuThl MHGOpMaIy HHPOPMALIMOHHON CHCTEMBI;

KOPPEKTHPOBKA MPOEKTHBIX PEIIEHHH, pa3pabOTaHHBIX MPH CO3JaHUH HH()OPMAIMOHHON CUCTEMBI
U (MJIM) CHCTEMBI 3allIUThl HHPOpMAUK MH(POPMAITMOHHONW CUCTEMBI.

MakeTupoBaHUE CHCTEMBI 3aIIUTHl HHPOPMALUU UH(OOPMAIIMOHHON CHUCTEMBI U €€ TECTUPOBAHHE
MOXXET TPOBOAMTHCA B TOM YHCIE C HCIOJB30BAaHHUEM CPEICTB M METOJOB MOJCTUPOBAHUS
MH(POPMAIIMOHHBIX CUCTEM M TEXHOJIOTHI BUPTYaIN3alliH.

Brenpenue cucreMsl 3amUTE HHPOpMauy HHPOPMAITHOHHON CHCTEMEI

16. BHenpeHue cHUCTEMBI 3alIUTHl HHPOPMALUU HHPOPMAMOHHOW CHUCTEMbI OpraHU3yeTCs
obyagareneM HHPOPMALIUH (3aKa3UUKOM).

Buenpenne cucremsl 3amuThl MH(pOpMarmu MHGOPMAIIMOHHOW CHCTEMBI OCYIIECTBISIETCS B
COOTBETCTBUHU C MPOEKTHOM M HKCIUTyaTAallMOHHOW NOKYMEHTAlMell Ha CHCTeMy 3alluThl WH(pOpMalUu
MH(POPMAIIMOHHON CUCTEMbI i B TOM YHCJIE€ BKIIIOYALT:

YCTaHOBKY U HACTPOMKY CPEJICTB 3aIUTHl HHPOPMAIUN B UH()OPMAIIMOHHON CUCTEME;

pa3paboTKy JOKYMEHTOB, ONPEACISIOMINX MTPaBUiIa U MPOLEAYPbI, pealn3yeMble ONepaTopoM s
obecriedeHus1 3aIlUThl MH(pOpManuu B MH(OPMAIIMOHHOW CHUCTEME B XOJ€ €€ JIKCIUTyaTanuu (nauee -
OpraHU3alMOHHO-PACTIOPSAUTENBHBIE JOKYMEHTHI MO 3alUTe HHPOPMALIUN);

BHEJPEHHE OPraHU3AIMOHHBIX MEp 3alUTHl HH(pOpMaIHH;

IpeBapUTENIbHBIC UCTIBITAHUS CHCTEMBI 3aIIUTHI HHPOPMALUK HHPOPMALMOHHONW CUCTEMBI;
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OTBITHYIO 3KCILTyaTallMI0 CUCTEMBI 3alIUThl HH(popMaIi HHPOPMAILIMOHHON CUCTEMBI;

aHaJN3 ySA3BUMOCTEH MH(POPMALMOHHOW CHCTEMBI UM MPUHATHE MEp 3alIUThl MH(OpMAIUH 10 UX
YCTPaHEHUIO;

MIPUEMOYHBIE UCTIBITAHUS CUCTEMBI 3aIUTHl HHPOPMALMU HH)OPMAITMOHHON CUCTEMBI.

K BHeapeHHMIO cHCTeMBbI 3amIUThl WHGOpPMANUMU HHGOPMAIIMOHHONW CHCTEMBI IPHUBIICKACTCS
oreparop MH(POPMALMOHHOM CHUCTEMBI B Ciydae, €CIM OH ONpEAEICH TaKOBBIM B COOTBETCTBHH C
3akoHOJaTe’nbcTBOM Poccuiickolt denepanii K MOMEHTY BHEIPEHHs] CHUCTEMbI 3alUTHl HH(OpMaIuu
MH(POPMAIIMOHHON CUCTEMBI M HE SIBJIIETCS 3aKa3YUKOM JaHHOW MH(POPMALIMOHHONW CUCTEMBIL.

16.1. YcraHoBka M HacTpoWKa CpEACTB 3aIlUThl MHPOpPMAalMK B HHPOPMALMOHHOW CHCTEME
JOJDKHA TPOBOJUTHCA B COOTBETCTBUM C OJKCIUIYyaTallMOHHOM JOKYMEHTAlMel Ha CHCTEMY 3alllUThl
uHpopMauy HHPOPMALMOHHOM CUCTEMBI U JOKyMEHTAIMEeH Ha CPECTBA 3aLIUTHI HH()OPMAIIHUH.

16.2. Pa3zpabGaTbiBaeMble  OpPraHMU3aLMOHHO-PACHIOPSAUTEIBHBIE  JTOKYMEHTBHI IO  3allluTe
MH(pOPMAIIUU JTOJKHBI ONPEEIAThH MPaBUIIA U MIPOLETYPHI:

yrpaBieHus (aAMUHUCTPUPOBAHUS) CUCTEMOH 3alIUThl MH(pOpMaIy HHPOPMAIIMOHHOMN CHCTEMBI;

BBISIBJICHUS! MHIUIEHTOB (OJHOTO COOBITHS MM TPYIIBI COOBITHIT), KOTOpbIE MOTYT MPHUBECTH K
cOOsIM WM HapylmeHHI0 (YHKIMOHHPOBAHUS HMH(OPMAIIMOHHOW CHUCTEMbl U (MJIM) K BO3HUKHOBEHUIO
yrpo3 Ge3omnacHocTd HH(pOpMaImH (1anee - UHIUACHTHI), U pearnpoBaHus Ha HUX;

yIOpaBJieHUs KOH(HUrypalmeld aTTecTOBAaHHOW HH()OPMAIMOHHOW CHUCTEMBI M CHCTEMBI 3aIIUTHI
uHpopMauy HHPOPMALMOHHON CUCTEMBI;

KOHTPOJISl (MOHUTOPUHTA) 32 00eCreueHNeM YPOBHSI 3aIlUIIEHHOCTH HH(OpMAINH, coaepKaleics
B MH(OPMALIMOHHO cUCTEME;

3aIUThl MH(OPMAIMM TMPHU BBIBOJAE M3 OSKCIUTyaTallud HH()OPMAIMOHHOW CHCTEMBI WM TOCHE
MPUHATHUS pelIeHUs: 00 OKOHYaHUN 00pabOTKU HH(OPMAITIH.

16.3. Ilpu BHEpEHUH OpraHU3alMOHHBIX MEp 3aIIUThl HHPOPMALIUU OCYIIECTBISIOTCS:

peanu3aiys MpaBWil pa3rpaHUYEeHUs JOCTYIA, PETIAMEHTHPYIOIIMX IpaBa JOCTyNa CyOBEKTOB
JOCTyma K OOBEKTaM JOCTYIa, W BBEICHHWE OTPaHMYCHUN Ha JCWCTBUS MOJIb30BATENel, a TakkKe Ha
M3MEHEHHE YCJIOBUHM 3KCIUTyaTallud, COCTaBa M KOH(UTypaluyu TEXHUYECKHX CPEACTB M MPOrPaMMHOTO
obecreucHus;

IIPOBEPKA MOJHOTHI U IETAIIBHOCTH OIMCAHUS B OPraHU3allMOHHO-PACIOPSAIUTENBHBIX TOKYMEHTaxX
1o 3amuTe HH(OpMaIK eHCTBUIA MOB30BaTeNe U aAMUHUCTPATOPOB MH(POPMAIIMOHHON CHCTEMBI I10
peanu3aly OpraHu3aluOHHBIX MEp 3alUThl HH(pOpMaIiH;

0TpaboTKa NeHCTBUN JOKHOCTHBIX JIMIl U MOJpPA3JeNCHH, OTBETCTBEHHBIX 32 PEAIU3ALUI0 MEp
3aIUThl UH)OPMAIIUH.

16.4. IlpenBapuTenbHbIe UCOBITAHUS CUCTEMBI 3aIIUTHI HH(POPMAIIMA MHPOPMALMOHHONW CUCTEMBI
npoBojsitcst ¢ yderom [OCT 34.603 "HMudopmaunoHHAs TEXHOJOTHs. Buabl HCHBITAaHHHA
aBTomaru3upoBaHHbix cuctem" (manee - [OCT 34.603) u BKIIOYAIOT MPOBEPKY PabOTOCTIOCOOHOCTH
CHCTEMBI 3alUTHI HUH(OPMAIMH HHPOPMALIMOHHON CUCTEMBI, a TAK)KE MPUHATHE PEIICHHUS O BO3MOKHOCTH
OIBITHOM SKCIUTyaTallui CUCTEMBI 3aIlUThHl HHPOpMaIUU HHOOPMAIIMOHHON CHCTEMBI.

16.5. OmnbITHasg OSKCIUTyaTalysi CHCTEMBbl 3aIIUThl WHGOpMAMU WHPOPMALMOHHON CHUCTEMBI
npoBoautcst ¢ yderom ['OCT 34.603 m BKIIOYaeT NPOBEPKY (DYHKIIMOHUPOBAHUS CUCTEMbI 3aIUTHI
uHpopManuyd MHPOPMALMOHHOW CHUCTEMBI, B TOM YHCIIC PEaIM30BAaHHBIX MEp 3aIlIUThl MHPOpMALUH, a
TaKe FOTOBHOCTbH IOJIb30BATENCH U aJIMUHUCTPATOPOB K AKCIUTyaTal[Ml CUCTEMBbI 3allUThl HH(OpMAIH
MH(POPMAIIMOHHON CUCTEMBI.

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 B nyHKT 16.6 BHECEHBI H3MEHCHHS
CM. T eKcT IYHKT a B OPEABLIYIIEH peaKIHH
16.6. Anamusz ys3BUMOCTeW WH(GOPMAIMOHHONH CHUCTEMBI TPOBOAUTCS B IENSAX OICHKH

BO3MOKHOCTH TPEOJIOJICHHS HAPYIIUTEIEM CUCTEMBI 3alIUThl HHPOPMALUN HHPOPMAITMOHHONW CUCTEMBI U
MPEJOTBPAILCHHS peaTu3aliy yrpo3 6e30MacHOCTH HHPOPMALIUH.
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AHanu3 ys3BUMOCTEH WHGOPMALMOHHON CHUCTEMBI BKIIOYAET aHAIM3 YSA3BUMOCTEH CpEICTB
3anIUThl MHQOpMAIMH, TEXHUUYECKUX CPEJCTB U MPOTrPaMMHOTr0 obecrieueHust UH(OPMAIIMOHHON CUCTEMBI.

[Ipu ananuze ys3BUMOCTEH WH(POPMAIMOHHON CHCTEMBI MPOBEPSETCS OTCYTCTBHUE H3BECTHBIX
YSI3BUMOCTEH CPEJICTB 3aIIUThHI HHPOPMALIUU, TEXHUYECKUX CPEJICTB M MMPOrPaMMHOI0 00eCIIeYeHus], B TOM
qHcie C y4eToM MH(POpMAaluY, UMEIOIIEHCs y pa3pabOTYMKOB M TOJTYYEHHOW U3 APYTUX OOLIEAOCTYITHBIX
MCTOYHHUKOB, TPABUIBHOCTh YCTAaHOBKM M HACTPOWKH CPEICTB 3aIIMThl HH(OpPMAIMU, TEXHHUUECKHX
CPEACTB U MPOrPaMMHOI0 OOECIHeUeHHsI, a TaKKe KOPPEKTHOCTh pabOThl CPEACTB 3alUTHl WH(POpPMALIUN
IIPU UX B3aUMOJICHCTBHU C TEXHUYECKUMHU CPEJCTBAMU M MTPOrPAMMHBIM 00€CIICUeHUEM.

B ciydae BBIsSIBICHHS ySI3BUMOCTEH MH(MOPMAIIMOHHON CHUCTEMBI, MIPUBOAAIINX K BOSHUKHOBEHHUIO
JONOJHUTEIBHBIX  YIpo3 0e30macHOCTH WHGOpPMAlMK, MPOBOJUTCS YTOYHEHHE MOJENIU  yIpo3
6e30macHOCTH MH(POPMALUU U TNPH HEOOXOIUMOCTH MPUHUMAIOTCS JOMOJHUTENbHBIE MEphbl 3aIlUThI
uHpOpMAallUK, HalpaBI€HHbIE HAa YCTpPaHEHHE BBISBICHHBIX YSA3BUMOCTEH WJIM HCKIIOYAIOIINE
BO3MOYHOCTb MCIOJIb30BaHUS HAPYILIUTEIEM BBISBICHHBIX YSI3BUMOCTEN.

[To pe3ynbpTaram aHanu3a ysS3BUMOCTEH IOJDKHO OBITH MOATBEPXKAEHO, YTO B MH(POPMALMOHHOM
CHCTEME OTCYTCTBYIOT YSI3BUMOCTH, COZAEpIKallrecss B 0aHKe JaHHBIX Yrpo3 06e30macHOCTH MH(pOpMaluu
OCTOK Poccum, a Takke B MHBIX MCTOUYHMKAX, WIM UX UCIOJIb30BAaHUE (IKCIUTyaTallMsl) HAPYLIUTEIEM
HEBO3MOXXHO.

16.7. IlpuemouHbIE HCIBITAHUS CHCTEMBl 3alIUThl HH(pOpManuu HHOOPMAIIMOHHONW CHUCTEMBI
npoBostTest ¢ yuerom ['OCT 34.603 u BKIIOYAIOT MPOBEPKY BBHINOIHEHUS TPEOOBAHUI K CHCTEME 3aIllUThI
uHpopManuu WHPOPMALMOHHOM CHUCTEMBI B COOTBETCTBHM C TEXHMUYECKHM 3aJlaHMEM Ha CO3JaHue
MH()OPMAIIMOHHONW CHUCTEMBI W (WJIM) TEXHMUYECKUM 3aJlaHueM (YacTHBIM TEXHHUYECKUM 3a/JaHueM) Ha
CO3JITaHHE CUCTEMBI 3alUThl HH(OPMAIMH HH(POPMALIMOHHON CUCTEMBI.

ArTecranus HHPOpPMALMOHHON CHCTEMEI M BBOJ €€ B JIeHCTBHUE

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N27 B nyHKT 17 BHECEHBI H3MEHCHHS

CM. T eKCT IYHKT a B OPEJbIIVIICH peaakIHi

17. Arrtecranusi UWHGOPMALMOHHON CHUCTEMBI OpraHusyercs oOnaaaresneM HH(opMauu
(3aKa34MKOM) WJIM OTEpaToOpOM M BKIIIOYAET MPOBEICHHE KOMIUIEKCA OPraHU3AIMOHHBIX U TEXHUYECKUX
MEpONPUATHI (ATTECTAIIMOHHBIX HCHBITAaHWN), B pPE3yJIbTaTe KOTOPBIX IOATBEP’KAAETCS COOTBETCTBHE
CHCTEMBI 3aIUThI HH(YOPMAIIMK UHPOPMALIMOHHONW CUCTEMBI HACTOSIIUM TpeboBaHHSIM.

[IpoBeneHue aTTeCTAlMOHHBIX UCHBITAHUH WH(OPMAIIMOHHONW CHUCTEMBI JTOJDKHOCTHBIMH JIMIIAMH,
OCYLIECTBIISIIOUIMMHA ~ NPOEKTUPOBAaHME H  (WJIM) BHEAPEHHE CHUCTEMbI 3aIlUThl  WH(pOpPMALUU
MH(POPMALIMOHHON CUCTEMBI, HE JI0ITYCKaeTCH.

17.1. B xauecTBe UCXOJHBIX JaHHBIX, HEOOXOAUMBIX Ul aTTECTAIUU MHPOPMALMOHHON CUCTEMBI,
UCTOJNB3YIOTCS MOJeNb YIpo3 0€30MacHOCTH WH(POPMALUMU, aKT KiIacCUpHUKAIMU HHPOPMALMOHHOM
CHCTEMBI, TEXHHUYECKOE 33/JaHUE HA CO3JaHhe MH()OPMAIIMOHHONW CUCTEMBI U (M) TEXHUYECKOE 3aaHue
(uacTHOE TEXHMYECKOE 3aJaHHe) Ha CO3JaHHWE CHCTEMBl 3allUuThl HHQOpPMAuu HHPOPMAUMOHHON
CHCTEMBl, NpPOEKTHAas M OKCIUIyaTallMOHHAs JOKYMEHTAallMs Ha CHUCTeMYy 3allUThl HH(pOpMaLUU
MH(POPMALIMOHHON CHCTEMBI, OPraHU3alMOHHO-PACTIOPSAUTENIbHBIE JOKYMEHTHI M0 3alIUTe MHPOPMAIUH,
pe3yabTaThl aHaNIM3a YA3BUMOCTEH HWH(POPMALMOHHOM CHCTEMBI, MaTepuajbl IPEABAPUTEIBHBIX U
MPUEMOYHBIX HCIBITAHUN CHCTEMBl 3alUTHl MH(pOpMaui MHPOPMALMOHHOW CHUCTEMBbI, a TAKXKe HHBIC
JIOKYMEHTBI, pa3padaTbiBacéMble B COOTBETCTBUH C HACTOSIIIUMH TpeOOBaHUAMMU.

Wndopmarus 06 H3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 B nyHkT 17.2 BHECEHBI H3MEHCHHS

CM. T eKxcT IyHKT a B NpeJblyINEH pejaKiiH
17.2. Arrectauus MHPOPMALMOHHOW CHUCTEMBI MPOBOIUTCS B COOTBETCTBUU C IMPOrpaMMON H
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METOJMKaMH aTTECTAMOHHBIX UCTBITAHUN 10 Hadana oOopaboTku MH(pOpMaIuM, MOMJIEKAIICH 3alUTe B
uHpopMalMOHHON cucteme. s mpoBeneHMs aTTecTallMi MH()OPMAIMOHHONW CHCTEMBI HMPUMEHSIOTCS
HAIIMOHAJIbHBIE CTaHJIAPTHI, a TAKXKEe METOAMYECKHE JOKYMEHTbI, pa3pabOTaHHBIE U YTBEP)KICHHBIC
®CTIK Poccun B coorBercTBUU ¢ mojanyHKToMm 4 myHkra 8 ITomoxxenust o PenepanbHOi ciryxOe 1Mo
TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEpKAeHHOTO Yka3zom IIpesunenrta Poccniickoit denepanuu
ot 16 aBrycra 2004 r. N 1085.

[Io pe3ynbraTam aTTECTAlMOHHBIX MCIBITAHUA O(QOPMIIIOTCS MPOTOKOJIBI ATTECTAIIMOHHBIX
UCTIBITAaHWM, 3aKIIOYEHHE O COOTBETCTBUM HMH(MOPMAIIMOHHONW CHUCTEMbl TpeOOBAaHUSAM O 3aluTe
uHpOpMALlUM W aTTeCTaT COOTBETCTBUS B Cllyyae TIOJIOKUTEIBHBIX pE3YJIbTAaTOB aTTECTAIlHOHHBIX
HCTIBITAaHU .

[Ipy npoBeneHMM AaTTECTALMOHHBIX HCIBITAHUN JOJKHBI TNPUMEHSTHCS CIEIYIOLINE METO/bI
IIPOBEPOK (MCIIBITAHUMN):

HKCTIEPTHO-T0OKYMEHTAIBHBIA METOJ, MPEIyCMAaTPUBAIOUINI TMPOBEPKY COOTBETCTBHUS CHUCTEMBI
3amThl  MH(popManmuu HUHOOPMAIIMOHHONW CHCTEMBI yCTAHOBJICHHBIM TpPEOOBaHMSIM IO  3alUTe
uH(pOpMaINH, Ha OCHOBE OLICHKH HKCILTyaTaIl[HOHHON JOKyMEHTAIlNH,
OpPTraHU3alMOHHO-PACTIOPSIUTENBHBIX JIOKYMEHTOB 1O 3amuTe HH(pOpMamuy, a Takke YCIOBUHU
(GYHKIMOHUPOBAHUS MHPOPMALTMOHHON CHCTEMBI;

aHaIM3 ysI3BUMOCTEH HH(POPMAIMOHHOW CHUCTEMbI, B TOM YHCJE BBI3BAHHBIX HEMPABHILHOM
HACTPOIKOH (KOH(pUTYypHUpOBaHHEM ) MPOTPAMMHOTO 00ECIIEUSHHSI U CPEJICTB 3alUTHl HH(POPMAITUH;

UCTIBITAHUST ~ CHUCTEMbI  3aIlUThl  MH(QOpPMAlUM  IMyTeM  OCYIIECTBJICHHS  IOIBITOK
HECAHKIIMOHUPOBAHHOTO JIOCTYyNa (BO3AEHCTBHs) K HMH(OpPMAIMOHHOW CHUCTeMe B 00XOJ €€ CHCTEMBI
3aIUThl UH)OPMAIIUH.

17.3. omyckaercst aTrTecTanuss HHQOPMALMOHHOW CHCTEMBI Ha OCHOBE pe3yJbTaTOB
aTTeCTAllMOHHBIX  WCIBITAHUM  BBIACJICHHOTO Habopa CerMEHTOB HH(GOPMAIIMOHHOH  CHCTEMBI,
peaTn3youX MOJHYI0 TEXHOJIOTHIO 00paboTKH HH(pOPMAIIHH.

B sTOM ciyuae pacnipocTpaHeHHe aTTecTaTa COOTBETCTBUS Ha JJPyrue CErMEHTHI HH(POPMAIIMOHHOMN
CHCTEMBl OCYIIECTBJISICTCS NPU YCIOBUM HX COOTBETCTBHS CErMEHTaM HH()OPMAIMOHHOW CHCTEMBI,
MPOIIE/IINM aTTECTAlMOHHBIC UCTIBITAHUS.

CerMeHT CYMTaeTCs COOTBETCTBYIOUIMM CETMEHTY HH()OPMALMOHHOW CHUCTEMBI, B OTHOILECHUH
KOTOPOTO OBLIM MPOBEACHBI aTTECTAIIMOHHBIC UCTIBITAHUS, €CIIH JJISl YKA3aHHBIX CETMEHTOB YCTaHOBJICHBI
OJIMHAKOBbIE KJIACCHl 3aIlUIICHHOCTH, YIpo3bl 0€30MacHOCTH MH(OPMAIUK, PEaTH30BaHBl OJMHAKOBBIC
MIPOEKTHBIE PEIICHUs 110 MH(POPMAIIMOHHON CHCTEME U €€ CUCTEME 3alllUThl HHPOPMALIUH.

CooTBeTCTBHE CErMEHTa, Ha KOTOPBIH pPAaCHpOCTpPAHIETCS aTTeCTaT COOTBETCTBUS, CETMEHTY
MH(POPMAIIMOHHON CHUCTEMBI, B OTHOIIEHHH KOTOPOTO ObUIM MPOBEICHBI ATTECTAI[MOHHBIC HCIBITAHMSA,
MOJATBEPXKAACTCS B XOAE IPHEMOYHBIX HCHBITAHUNH HWHPOPMALMOHHOM CHUCTEMBl WIJIM CETMEHTOB
MH(POPMAIIMOHHON CUCTEMBI.

B cermenTax nH(pOpMaIIMOHHON CUCTEMBI, HA KOTOPBIE PacIpOCTPaHsAETCS aTTECTaT COOTBETCTBUS,
OIepaTopoM O00ECIEeUNBACTCS COOMIOAEHUE HKCIUTyaTAallMOHHOW JOKYMEHTAllMM Ha CHUCTEMY 3alllUThI
uHpopManuu HMHGOPMAITMOHHOW CHCTEMBI M OpPraHM3aIMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB IIO
3amuTe HHPOPMAITUH.

OcobeHHOCTH aTTecTali MHPOPMAIIMOHHOW CUCTEMbI Ha OCHOBE PE3yJbTaTOB aTTECTAILIMOHHBIX
UCTIBITAHUN BBIZECTICHHOTO Habopa ee CerMeHTOB, a TaKKe YCIOBHS M MOPSAOK paclpoCTpaHCHHS
aTTecTaTta COOTBETCTBHUS Ha JAPYTHe CETMEHTHI HH)OPMAIIMOHHONW CUCTEMBI ONPEIEISIOTCS B IPOrpaMMe 1
METOJMKaX aTTeCTAllMOHHBIX UCTIBITAHUH, 3aKIIFOYEHUN U aTTeCTaTe COOTBETCTBHUS.

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 B nyakT 17.4 BHECEHBI H3MEHCHHS
CM. T eKxcT IyHKT a B NpeJblyILEH pejaKiiH
17.4. TloBTopHas arrecTauus WHPOPMALUOHHON CHCTEMBI OCYILECTBIISETCS 0 OKOHYAHUHU CPOKa
JNEUCTBUs aTTecTara COOTBETCTBHS, KOTOPBIM HE MOXET IPEBBILATH 5 JIET, WM IOBBIIICHUS Kilacca
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3alIUIIEHHOCTH HMH(POPMALMOHHOM cuctembl. llpm yBenWdeHMH cocTaBa yrpo3 0€30macHOCTH
MHpOpPMALUK WM U3MEHEHMS MPOEKTHBIX PEIICHUH, PEealn30BAaHHBIX MPU CO3AAHUU CHCTEMBI 3aIUTHI
uHpopMauyu UHPOPMALTMOHHONW CUCTEMBI, TIPOBOAATCS JOTIOJHUTEIbHBIE aTTECTAIIMOHHBIE UCIIBITAHUS B
paMKax JEHCTBYIOLIErO arrecTara COOTBETCTBUS.

17.5. BBon B pelictBue WH(GOPMAIMOHHON CHCTEMBI OCYIIECTBISIETCS B COOTBETCTBUU C
3akoHoarenscTBOM Poccuiickoit @eaepaunn o0 mHbopManuu, UHPOPMALMOHHBIX TEXHOJOTHSX U O
3ammure nHGopmanuu u ¢ yaerom ['OCT 34.601 u npu HanuuuM aTTecTaTa COOTBETCTBUSI.

Wndopmarus 06 N3MEHEHHSX:

Iprkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 TpeboBarns JOMOJIHEHB! IYHKT oM 17.6

17.6. WndpopmanoHHbIE CHCTEMBI, (QyHKIHMOHUpYMOIME Ha 0Oa3e oOmeld HHOpacTPyKTyphI
(cpencTB BBIYMCIUTEIHHON TEXHHKH, CEPBEPOB TEIECKOMMYHHKAIIMOHHOTO OOOPYIOBaHHUS) B KayecTBE
MPUKIIAJHBIX CEPBUCOB, MOJIEKAT aTTECTALIMU B COCTaBE YKa3aHHON MH(PACTPYKTYPHI.

B cnyuae, ecnu wHpOpMAIMOHHAs CHUCTEMa CO3JaeTcsi Ha 0a3ze IeHTpa 00paboTKM HJaHHBIX
YIOJHOMOYEHHOT0 JIMIIA, TaKOM WEHTp 0OpaOOTKM MJaHHBIX JOJDKEH OBITh aTTECTOBAaH IO KJaccy
3alIUIIEHHOCTH HE HMKE KJlacca 3aIlMIICHHOCTH, YCTAHOBJIEHHOTO JUIS CO3JaBaeéMOil MHPOPMALMOHHOM
CHCTEMBI.

[Tpu atrectanmu MHGOPMALMOHHON CHUCTEMBI JOJDKHBI MCHOJB3YIOTCA# pe3yNbTaThl aTTECTalluU
o01eit ”HPPaCTPYKTYphI oriepaTopa HHPOPMAITMOHHON CUCTEMBI.

OGecneueHne 3amUTH HHGOPMAIHUH B XO€ K CILTyaTalliH aTTeCTOBAHHOW WH(POpMAIHOHHOMH
CHCTEMEL

18. ObGecrieuenue 3amuThl HHOOPMAIMK B XOJI€ SKCIUTyaTallMl aTTECTOBAHHOM MH(POPMALMOHHOM
CHCTEMBl OCYILECTBIICTCS ONEpaTOPOM B COOTBETCTBUU C OHKCIUTyaTallMOHHOW JOKyMEHTalued Ha
CHCTEMY 3aIlMThl HMH(OpPMAIMM M OPraHU3aAUOHHO-PACTIOPSIAUTENFHBIMUA JIOKYMEHTAMU I10 3allUTe
uH(OPMAILIUY U B TOM YHCJIE BKIIIOYAET:

yrpaBieHue (aIMUHUCTPUPOBAHKE) CUCTEMOH 3aIUThl HHPOPMALUU HHPOPMAITMOHHONW CHCTEMBI;

BBISIBJICHUE MHIIUICHTOB U pearnpoBaHUe HA HUX;

yrpaBjieHue KOH(pUrypanue aTTecCTOBaHHOW MH(POPMAIIMOHHOW CUCTEMBbI M €€ CHCTEMBI 3alUThI
uHpOpMaLnu;

KOHTPOJIb (MOHUTOPHHT) 32 00ECIIEYeHHUEM YPOBHS 3aLIUIIEHHOCTH MHPOPMALIUH, coaepKaleics
B HH(POPMAIMOHHOH CUCTEME.

18.1. B xome ymnpaBiaeHus (aAMUHUCTPUPOBAHMSA) CHUCTEMOH 3almMTHl  MH(pOpMAIUU
MH(POPMALIMOHHON CUCTEMbI OCYIIECTBIISIOTCS:

3aBeJICHHE M yJaJlleHHe YYEeTHBIX 3aluceil TMoib30BaTeNel, yMpaBleHHE MOTHOMOYHUSIMHU
noJjib30BaTeNeil MHGOPMAIMOHHON CHCTEMBl M MOJNACp)KaHUE TMPaBWII PA3TPaHUUYEHUs JOCTyNa B
UH(OPMAIIMOHHOH CUCTEME;

yIpaBJICHUE CPEACTBAMH 3allUThl HH(pOpMAIMU B HH()OPMAIMOHHOW CHCTEME, B TOM 4YHCIE
napameTpaMi HacTPOWKM MPOrpaMMHOI0 obOecreueHus], BKJIOYas MporpaMMHOe obecreueHHe CpescTB
3a0IUTHl  MHQOPMALMHM, YIOpPaBICHWE  YYETHBIMH  3alHCSIMM  IOJIb30BAaTEe, BOCCTAHOBIICHHE
paboTOCIIOCOOHOCTH CPEACTB 3aIUThHl HMHPOPMALIUH, TeHEPALNI0, CMEHY U BOCCTAaHOBJICHUE apoJIeii;

yCTaHOBKa OOHOBJIEHHMH NPOTrpaMMHOr0 OOECHeueHHs], BKJIIOYas IPOrpaMMHOE oOecreyeHne
CPEACTB 3aIIUTHl MH()OPMAIMH, BBIITYCKAEMBIX pa3pabdOTUYMKaMU (IIPOU3BOAUTENSIMU) CPEACTB 3aIlUTHI
MH(OPMALIUU WK 110 KX TOPYUYEHUIO;

[EHTPAJIN30BAaHHOE YMPABJICHUE CUCTEMOM 3alUThl MHPOPMALUU HWH(GOPMAIMOHHONH CHUCTEMBI
(TIpu HEOOXOAMMOCTH );

perucTpanysi ¥ aHaau3 CcoObITUH B WHGOPMALMOHHON CHCTEME, CBS3aHHBIX C 3allUTON
uHpopmanuu (1anee - COObITHS 0€30MaCHOCTH);

uHPOPMHUpPOBaHUE TOJb30BaTeNed 00 yrposax Oe3omacHOCTH HH(OpPMAIMK, O TMpaBUIIAX
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SKCIUTyaTallMl CUCTEMBI 3alUThl HH(pOpMAauu WH(POPMALMOHHOM CHUCTEMBI M OTIEIBHBIX CPEICTB
3alIUTH MH(QOpMAIH, a TAKXKe UX 00yUeHHE;

COIPOBOKJCHNE (DYHKIIMOHUPOBAHUS CUCTEMBbI 3aIUTHI HH(pOpMAIMU HH(OOPMAIIMOHHON CUCTEMBI
B XOJ€ €€ OHKCIUTyaTaliH, BKJIIOYasi KOPPEKTHPOBKY OSKCIUTyaTallMOHHOM JOKyMEHTAallMd Ha Hee H
OpraHU3alMOHHO-PACTIOPSINTENBHBIX TOKYMEHTOB TI0 3aIlIUTe HH(pOopMaIum;

18.2. B xo/1¢ BBIABICHHS MHIMJICHTOB M pEarupoBaHus HAa HUX OCYIIECTBIISIOTCS:

OIpeJIeJIeHUE JIUI, OTBETCTBEHHBIX 32 BBIABICHHE MHIIMJICHTOB M pearupoBaHKe Ha HUX;

oOHapy>KeHHe M WACHTHU(HKAIMS MHUIUACHTOB, B TOM YHCJIE OTKAa30B B OOCIY>KMBaHHH, cOOEB
(mepe3arpy3ok) B pabOTe TEXHMYECKUX CPEJICTB, MPOTPAMMHOIO OOECTICUEHHUST M CPEJICTB 3aIIHThHI
uHpOpMalUK, HApyIIEHUH MpaBWJI pa3rpaHUUYCHUs JOCTyIa, HENpPaBOMEPHBIX JeHcTBHH MO cOopy
uHpOpMalUY, BHEIPEHUH BPEIOHOCHBIX KOMIBIOTEPHBIX IpOrpamMM (BHUPYCOB) M HMHBIX COOBITHIA,
MPUBOISIIUX K BOSHUKHOBEHHUIO MHIIUJICHTOB;

CBOEBPEMEHHOE HMH()OpPMUPOBAHHE JUI, OTBETCTBEHHBIX 32 BBISABICHHE MHLUACHTOB H
pearupoBaHHe HAa HUX, O BOBHUKHOBEHHWM MHIIMJICHTOB B MH(OPMALMOHHOM CHCTEME IMOJIb30BATEISIMH U
aJIMUHUCTPATOPAMU;

aHaJM3 MHUUACHTOB, B TOM WYHUCIIC ONPEACICHWE MCTOYHMKOB M TPUYMH BO3HUKHOBEHHS
MHIIMJICHTOB, a TAK)Ke OIIEHKA UX MOCIEICTBHIA;

IUTAHUPOBAHUE U MPUHSATHE MEp M0 YCTPAHEHUIO MHIIMJCHTOB, B TOM YHUCIIE TI0 BOCCTAHOBJICHUIO
MH(POPMAIIMOHHON CHUCTEMBI M €€ CEerMEHTOB B Cllydyae OTKa3a B OOCIy)XMBaHUU WJIH IOcie cOOEB,
YCTPaHEHUIO TOCIIEACTBUN HapyIIEHUS MPaBUJ Pa3TPaHUYCHUS JIOCTYIA, HEMPABOMEPHBIX IACUCTBUH MO
cOopy MH(pOpPMALIUHU, BHEIPEHUS BPEIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U MHBIX COOBITHIHA,
MPUBOISIIUX K BOSHUKHOBEHHUIO MHIIUJICHTOB;

IUTAHUPOBAHUE U MPUHATHE MEP 10 MPEAOTBPAILICHUIO TOBTOPHOI'O BO3HUKHOBEHUS HHIIUACHTOB.

18.3. B xone ympaBieHus KOH(Urypanuend aTTeCTOBAHHOW HMH(OPMAIMOHHOW CHUCTEMBI U ee
CHCTEMBI 3alUThl UHOOPMAIIMH OCYILECTBIISIOTCS:

noJyiepskaHue KOHPUrypauu WHGOPMAIMOHHON CHUCTEMBbI U €€ CHCTEMBbl 3aIIUThl MH(pOpMaIuu
(CTPYKTYpBI CHCTEMBI 3alUThl MHPOPMAIUN HH()OPMAIIMOHHOW CHUCTEMBI, COCTaBa, MECT YCTAaHOBKHU H
napaMeTpoB HACTPOMKH CPEJCTB 3alIUThl WH(POPMALKMHU, MPOrPAMMHOIO O0ECHEUYEHUS M TEXHHUUECKHX
CPEACTB) B COOTBETCTBUHM C OKCIUTyaTallMOHHOW JOKYMEHTAallMeld Ha CHUCTeMYy 3alluThl WH(pOpMaluu
(mopnepxanue 0a30BOM  KOHGUTYyparuu WHQPOPMAIMOHHONW CHUCTEMBI U €€ CHCTEMbl 3alllUThI
uHpoOpMaLun);

OTpeNieNIeHNe JIUI, KOTOPHIM pa3pelieHbl JAEHCTBHS 10 BHECEHUIO H3MEHEHHH B 0a30BYIO
KOH(UTypaIuo HHGOPMAIIOHHONW CHCTEMBI ¥ €€ CUCTEMBI 3aIlUThl HH(OPMALINH;

yIpaBJiIeHUE U3MEHEHUAMHU 0a30BOM KOH(UTrypauuu MHPOPMALMOHHOW CHUCTEMBI M €€ CHUCTEMBI
3alIUTH HH(QOpPMAIMK, B TOM YHCIIE ONpeaesieHHe TUIIOB BOBMOKHBIX H3MEHEHUH 06a30B0Oi KOH(UTypaIiu
MH(POPMAIIMOHHON CHCTEMBI M €€ CHCTEMBbl 3allUThl HH(QOPMALWH, CAHKIMOHUPOBAHWE BHECEHUS
M3MEHEHHH B 6a30BYI0 KOH(PUTypalyio HHPOPMAIIMOHHONW CUCTEMBI M €€ CUCTEMBI 3alUThl HHPOpMaIUH,
JOKyMEHTUPOBAaHUE JICWCTBUI 1O BHECEHHIO M3MEHEHHMU B 0a30BYI0 KOHPHrypamuio MHGOPMAlMOHHOM
CHCTEMBl W €€ CHCTEMBbl 3aIlUThl HH(POPMALMHU, COXpPAHEHHE JIaHHBIX 00 HW3MEHEHWsX O0a30BOH
KOH(UTypaIu HHGOPMAITMOHHONW CUCTEMBI M €€ CUCTEMBbI 3alUThl HH(POPMAIIUU, KOHTPOJIb IEHCTBUH 110
BHECCHMIO M3MEHEHUH B 0a30BYI0 KOH(Urypaluio MHPOPMALMOHHON CHCTEMbI M €€ CHCTEMBbl 3allUThI
uHpOpMaLNH;

aHaJM3 MOTEHIMAILHOTO BO3JCHCTBUSA IUIAHUPYEMBIX H3MEHEHUH B 0a30BOH KOH(HUryparuu
MH(POPMAIIMOHHON CUCTEMBI M €€ CUCTEMBbI 3aIllUThl HHPOPMAIIMK Ha 00ecTIedeHne 3alUThl HHPOpPMaIUH,
BO3HUKHOBEHHE JIOMOJNHHUTENBHBIX yrpo3 Oe3omacHOCTH HMHPOpMAanUM U pabOTOCIIOCOOHOCTH
MH(POPMAIIMOHHOIN CHCTEMBI;

OIpeJieJIeHNe TapaMeTpoB HACTPOHKM MPOrpaMMHOrO OOECIeYeHHs, BKJIOYash MpPOTrpaMMHOE
o0ecriedeHrne CpeACTB 3allUThl HMH(OPMAIMM, COCTaBa W KOH(PUIypaluu TEXHHUUYECKHX CpPEACTB U
IPOrPaMMHOTO 00ECHeueHHUs] 10 BHECEHUsT M3MEHEHUH B 0a30BYI0 KOH(puUTypauuio MHPOPMALUOHHON
CHCTEMBI U €€ CUCTEMBI 3alIUThl MH(pOpMaIHH;



BHeCeHHE MH(OpManuu (AaHHBIX) 00 M3MEHEHUSIX B 0a30BON KOH(UTYpaluu WHGOPMAIMOHHON
CHCTEMBI U €€ CUCTEMBI 3alIUThl HHPOPMALIUU B IKCILTYaTAIIMOHHYIO TOKYMEHTALMIO HA CHCTEMY 3alllUThI
uHpopMauy HHPOPMALMOHHON CUCTEMBI;

NPUHATUE PELICHUS MO pe3yNbTaTaM YIpaBJICHHs KOH(HUrypalueid O MOBTOPHOM aTTeCTalluu
MH(POPMAIIMOHHON CUCTEMbI HJIH MIPOBEJCHUHN JOTIOJHUTEIBHBIX aTTECTAMOHHBIX UCIIBITAHUH.

18.4. B xone KOHTpOJsI (MOHUTOPUHTA) 32 00ECIIEYEHUEM YPOBHSI 3alIUIIEHHOCTH MH(POPMALUH,
coJieprKarieiicss B THQOPMAIIMOHHOM CUCTEME, OCYIIECTBIISIFOTCS:

KOHTPOJIb 32 COOBITHUSIMH O€30MacCHOCTH M JICHCTBUAMHU MOJb30BaTelneld B WH(GOPMAIMOHHOMN
CHCTEME;

KOHTPOJIb (aHAIN3) 3AIUIIEHHOCTH HH(POPMAINH, COAeprKalieiics B MHPOPMALIMOHHOM CUCTEME;

aHaM3 M OIeHKa (YHKIMOHUPOBAHMUA CHCTEMBl 3alIMThl HMHGOpPMAMU HHPOPMALMOHHOM
CHCTEMBI, BKJIIOYas BBbISBJICHUE, aHAIN3 W YCTPAaHEHHE HEJIOCTATKOB B (DYHKIIMOHMPOBAHUU CHCTEMBI
3anuThl MHGOpMaI HHPOPMALIMOHHON CHCTEMBI;

NEPUOMYECKU aHaNW3 HM3MEHEeHUs yrpo3 OezomacHOCTH HH(OpManuu B WHGOPMAIMOHHOMN
crCTeMe, BO3ZHHMKAIOIIUX B XOJI€ €€ IKCIUTyaTalid, ¥ MPUHATHE MEp 3alluThl WH(POpPMAIMU B CIIydae
BO3HUKHOBEHHSI HOBBIX YIpo3 6€30MacHOCTH MH(POPMAIIUH;

JOKYMEHTHPOBAaHUE TPOLETYP U PE3yIbTaTOB KOHTPOJIs (MOHUTOPHUHTA) 32 00ECIIEYCHUEM YPOBHS
3alIUIEHHOCTH HH(POPMALINH, COAepIKaIIencss B UH(OPMAIIMOHHON CUCTEME;

NPUHATUE PEUICHUS 10 pe3yjibTaTaM KOHTPOJs (MOHUTOPHUHIA) 3a OOECIIEYCHHEM YpPOBHS
3alIUIIEHHOCTH MHPOpPMAaLUMH O J0paboTKe (MOAEpPHM3ALMHU) CHCTEMBl 3aIlUThl  HMH(OpMaIH
MH(POPMAIIMOHHON CHCTEMBI, TOBTOPHOM aTTeCTallMM WH(POPMALMOHHOM CHCTEMBbl WM MPOBEICHHH
JONOJTHUTEIBHBIX aTTECTAIIMOHHBIX UCTIBITAHUH.

ObecneueHne 3aIUTH HHPOpMANUHU MTPU BEIBOJE U3 IKCITyaTallii aTTEeCTOBAHHOM
MHPOPMAITHOHHOM CUCTEeMEI UIIU TTOCIIe MPUHATHS PEeMeHns 00 OKOHIaHUHU 00paboTKH
“HPOpMaIUu

19. OGecrnieuenne 3amThl WHGOPMAMKM TPU BBIBOJAEC M3 OKCIUIyaTalldd aTTECTOBAHHOM
MH(POPMAIIMOHHON CHUCTEMBl WJIM TIOCIIE TPUHATUS peuieHus o0 OKOHYaHUM 00paboTku HHpOpMaIuu
OCYILECTBIISIETCS] ONIEPATOPOM B COOTBETCTBHU C AKCILTYaTAI[MOHHON JOKYMEHTAIIMEH Ha CUCTEMY 3alllUThI
uHpopManuu HHPOPMAIMOHHON CHCTEMBl W OPraHU3aLUOHHO-PACTIOPSAUTEIBHBIME JTOKYMEHTAMHU 10
3anIuTe HHPOPMALIMU U B TOM YHCIIE BKIIIOYAET:

apXMBHPOBaHKUE HH(POPMAIINH, CoAepKaIeiics B MHPOPMALIMOHHOHN CUCTEME;

YHUUYTOXXEHHE (CTUpaHUE) MAaHHBIX M OCTAaTOYHOM WH(OPMALMU C MAIIUHHBIX HOCUTENEH
uHbopMauy ¥ (WIM) YHUUTOKEHHE MAIIMHHBIX HOCUTENEH HH(pOpMaIUH.

19.1. ApxuBupoBaHue uH(pOpMAIMHU, COAepKaleiics B MHPOPMALMOHHOW CHCTEME, TOJIKHO
OCYIIECTBIIATECS TPU HEOOXOAWMOCTH JalbHEHIIero HCIONb30BaHus HMH(OpMauu B JEATEIbHOCTH
omeparopa.

19.2. YauuToXeHue (CTUpaHWe) NAHHBIX U OCTATOYHON MH(POPMALUHU C MAIIMHHBIX HOCUTENEH
uHpOpPMAllUM TPOU3BOJUTCA TPU HEOOXOAMMOCTH TepeAadd MAIIMHHOTO HOCHUTENS HH(OpMAINH
JIpYyroMy TIOJIb30BATEN0 MH()OPMAIIMOHHONW CHUCTEMbl WJIM B CTOPOHHHE OpPraHM3alUHU Uil PEMOHTA,
TEXHUYECKOTO O0CTY>KUBAHUS UM JaTbHEHIIIEro YHHUTOXKCHHSL.

[Ipu BBIBOAE W3 OKCIUIyaTallMd MAIIMHHBIX HOCUTeNnedl uH(poOpMalMM, Ha KOTOPBIX
OCYILECTBIISUIMCH XpaHEeHHe 1 00paboTka MHPOPMAIIH, OCYIIECTBISAETCA (PU3MUECKOE YHHUTOXKECHUE ITUX
MAIIMHHBIX HOCUTENEH HH(POPMAIIUH.

ITI. TpeGoBaHMsA kK MepaM 3aIIUTHEL HHPpOpMALNH, coAepkameiics B UHPOpMAaIIHOHHOM CHCTeMe



20. OpraHuzallMOHHBIE W TEXHHYECKHME MeEpbl 3aIIUThl HMHGPOpPMALUM, pealu3yeMble B
MH(POPMAIIMOHHON CHCTEME B PaMKax €€ CHUCTeMBbl 3alUThl MH(pOpMaIuu, B 3aBUCUMOCTH OT YIpoO3
0e30macHOCTH uHpOpMaIny, UCTIOJIb3yEMBIX MH(POPMALMOHHBIX TEXHOJIOTUI u
CTPYKTYPHO-(D)YHKIIHOHAJIBHBIX XapaKTEPUCTUK HHPOPMALIMOHHOMN CUCTEMBI TOJDKHBI 00€CTIeYnBaTh:

UACHTU(DHUKAIMIO U ayTEHTH(PUKALNIO CYyObEKTOB IOCTYIAa M OOBEKTOB JIOCTYTIA;

yIpaBJeHUE JOCTYIIOM CYOBEKTOB JIOCTYyIa K 00BbEKTaM J0CTYIIa;

OrpaHUYEHHUE MPOTPAMMHON CpEJIbI;

3alIUTY MALIUHHBIX HOCUTENEH nH(popMaIuu;

perucTpanuio cCoObITUI OE30MaCHOCTH;

AHTUBHUPYCHYIO 3aIIUTY;

oOHapy>keHHe (IPeJOTBPAICHNE) BTOPKECHUH;

KOHTPOJIb (aHAJIN3) 3AIIUIIEHHOCTH HH(pOpMaIHH;

IEJIOCTHOCTh MH(OPMALIMOHHON CUCTEMBI U HH(POPMAIIUH;

JIOCTYIHOCTh HH(pOpMaInH;

3alIUTY CPE/Ibl BUPTYAINU3aLUY;

3alIUTY TEXHUYECKHX CPE/ICTB;

3a1IUTy MH()OPMAITMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3U U NIepeadn JaHHbIX.

CocraB mep 3ammThl WHGpOpMAMKU U UX 0a30BbIe HAOOPHI Al COOTBETCTBYIOIIMX KIJIACCOB
3alIUIEHHOCTH WH(OPMAIIMOHHBIX CHCTEM MPHUBEIEHBI B IpriiokeHnd N 2 kK HacTosmuM TpeboBaHUsAM.

20.1. Mepsl no uaeHTH(PUKALUK U ayTeHTH(PUKAUU CyOBEKTOB JOCTyHna M OOBEKTOB JOCTyIa
JOJDKHBI  00ecreunBaTh TNPUCBOCHHE CYOBEKTaM M O0BEKTaM JOCTyla YHHKAJIBHOI'O IPHU3HAKA
(umentuduKaTopa), CpaBHCHHE MPEABIBIAEMOro CyObEKTOM (0OBEKTOM) JOCTyIa HACHTH(]HUKATOpa C
NEPEeYHEM NPUCBOCHHBIX HJICHTH(PUKATOPOB, a TAKKE MPOBEPKY MPUHAUIEKHOCTH CYOBEKTY (0OBEKTY)
JOCTYyIa MPEAbIBICHHOTO UM HIeHTH(PUKATOpa (TOATBEPKACHUE TOATUHHOCTH).

20.2. Mepsl 1O YIPaBICHUIO JTOCTYNOM CyOBEKTOB JOCTyma K OOBEKTaM JOCTYIa JOJKHBI
obecrieunBaTh YIpPaBICHHE IpaBaMH M TNPUBWIETUAMU CyOBEKTOB JIOCTYIa, pasrpaHUYeHHE JOCTYIa
CyOBEKTOB JOCTYIAa K 00BEKTaM JOCTyIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B MH(POPMALMOHHOM
cHCTEME MPaBUJI Pa3TPAaHUUEHUS JOCTYIIA, @ TAKXKE 00eCIIeYnBaTh KOHTPOJIb COONIIOJICHUS ITHX MPABUIL

20.3. Mepbl MO OrpaHMYCHHUIO MPOTPAMMHOM CpeAbl MOJDKHBI 0OECreyrBaTh YCTAaHOBKY U (MIIN)
3allyCK TOJBKO Ppa3pelIeHHOr0 K HCIOJb30BAaHUIO B HH(POPMALMOHHON CHCTEME MpOTrpaMMHOTO
oOecriedeHnsT WM HCKIIOYaTh BO3MOXHOCTh YCTaHOBKM M (WMJIM) 3allycKa 3alpelieHHOro K
UCTOJIH30BAHUIO B MHPOPMALIMOHHON CHCTEME MPOrPaMMHOI0 00ECTICYSHHSI.

20.4. Mepsl MO 3allMTe MAIIMHHBIX HOCHTENEeH MH(popmanuu (cpeacrBa oOpabOTKH (XpaHEHUSs)
uHpOpMAllUK, CHEMHBbIE MAIIMHHBIE HOCHUTENHM WH(POpPMAIMK) JOJDKHBI HCKII0YaTh BO3MOXKHOCTD
HECAHKIIMOHUPOBAHHOTO JIOCTYTA K MAIIMHHBIM HOCUTEJISIM M XpaHslIeics Ha HUX UH(OpMAIUH, a TaKKe
HECAHKIIMOHHPOBAHHOE UCIIOJIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTENEH MH(POpMAIUH.

20.5. Mepbl 1Mo perucrpanuu COOBITHI 0€30MacHOCTH JOJDKHBI oOecrednBaTh cOOp, 3aIuCh,
XpaHeHHE U 3alUTy MHPOpPMALUU O COOBITHSIX 0€30MacHOCTH B MH(OPMAIMOHHOW CHUCTEME, a TaKKe
BO3MOKHOCTB IIPOCMOTpA U aHaNu3a HH(POPMAIIH O TAKUX COOBITUSAX U PearupoBaHUE HA HUX.

20.6. Mepbl 10 aHTUBHPYCHOM 3aIUTE JOJDKHBI 0OecrieunBaTh OOHApYKEHHE B MH(POPMALMOHHOM
CHCTEME KOMIIBIOTEPHBIX MPOrpaMM JIMOO MHOW KOMITBIOTEPHOM HH(OpMAIUMH, NMpeAHA3HAYCHHOW s
HECAHKIIMOHHPOBAHHOTO YHUYTOXKEHUS, OJOKUPOBaHUS, MOIU(PHUKAIMH, KOMUPOBAHHS KOMIIBIOTEPHOM
uHbOpMAlMM WM HEUTpalM3aluu CpeACTB 3allUThl HMH(OpMAIMHM, a TaKKe pearupoBaHHE Ha
oOHapy>KeHHe ITHX MPOrpaMM U UH(OPMAITHH.

20.7. Mepbl 1o oOHapyXeHHIO (MPEAOTBPAIICHUIO) BTOPKCHHH JOJKHBI 00ECIeYrBaTh
oOHapykeHHe JelcTBU B HWHGOPMALMOHHOM CHUCTEME, HaNpaBJICHHbIX HAa MpeIHaMEpeHHBIN
HECAaHKIIMOHUPOBAHHBIM J0OCTYNn K HH(OpMauM, crenualbHble BO3JICHCTBUA Ha HH()OPMAITMOHHYIO
cucreMy W (uiau) MHGOpMAIUIO B IENAX €€ JAO0ObIBaHMS, YHHUUTOXCHHS, MCKKCHHUS M OJOKHMPOBAHUS
J0CTyna K MH(pOpMaIuy, a TakKe pearupoBaHUe Ha 3TH JICHCTBHSL.

20.8. Mepbsl 10 KOHTPOJNIO (aHANW3Y) 3alIUIIEHHOCTH WHGOPMAIUM JOJDKHBI 00ECIeurBaTh



KOHTPOJIb YPOBHS 3alllMIIEHHOCTH MH(POPMALUH, COAEpKallelcs B MH(OOPMAIIMOHHON CHUCTEME, IyTeM
MPOBEACHUST MEPONIPHUATUN N0 aHATU3Y 3ALIUIIEHHOCTH WH(POPMAIIMOHHON CUCTEMBbI M TECTHUPOBAHUIO €€
CHCTEMBI 3aIIUThI HH(OPMALINH.

20.9. Mepsl o 06ecreueHuIo EeTOCTHOCTH WH(POPMAIIMOHHON CUCTEMBbI U UH(POPMALIUHU JTOJKHBI
obecrieunBath  OOHapyXeHHe  (PAKTOB  HECAHKIMOHMPOBAHHOTO  HApPYIIEHHS  LEJIOCTHOCTH
MHPOPMAIIMOHHON CHCTEMBI M COJAEpKalielcss B Hel wuHpoOpMamMu, a Takke BO3MOXKHOCTD
BOCCTAHOBJICHHSI HH(OPMAIIMOHHON CUCTEMBI U cofepKaleiicss B Hell nH(OopMaIiH.

20.10. Mepbl 1O oOECHeYeHHI0 JOCTYNMHOCTH WHGOpPMAIMK  JOJDKHBL  0OecreyuBaTh
aBTOPM30BAHHBIA JIOCTYN TMOJb30BATENCH, HMMEIOMIMX IpaBa MO TaKOMY JOCTYyNy, K HH(pOpMaIHH,
colepkamieiics B~ MH(POPMALIMOHHOM  CHUCTeMEe, B  IITaTHOM  peXUME  (YHKIHOHHPOBAHUS
MH(POPMAIIMOHHON CUCTEMBI.

20.11. Mepsl mo 3amuTe cpeabl BUPTyalIM3alUM JIOJDKHBI HCKIIOYaTh HECAHKI[MOHWPOBAHHBIN
noctyn K wuHpopmaruu, oOpabaTeiBaeMOil B BUPTyaldbHOH HH(QpacTpykType, M K KOMIIOHEHTaM
BUPTYaJIbHOM MHPPACTPYKTYPHI, a TaKKe BO3ACHCTBHE HAa MH(POPMALIMIO U KOMIIOHEHTHI, B TOM YHCIE K
CpeACTBaM  yIpaBJICHHUA BHUPTYaIbHOH  HWHQPPACTPYKTYpOH, MOHUTOPY BHUPTYQJIbHBIX  MAalllWH
(rumepBU3OpYy), CHUCTEME XpaHEHUs MIaHHBIX (BKJIIOYas CHUCTEMY XpaHEHHs o00pa3oB BUPTyaTbHOU
UHQPACTPYKTYpHl), CETH TMepeJayd JaHHBIX 4Yepe3 dSJEMEHThl BUPTYyalbHOW WM (PU3MUECKON
UHQPACTPYKTYpbl, TOCTEBBIM OIEPALMOHHBIM CHCTEMaM, BHUPTYAJIbHbIM MallMHaM (KOHTEHHepam),
CHCTEME M CETH pEeIUIMKAllMM, TePMUHAJIBHBIM M BUPTYaJbHBIM YCTPOMCTBaM, a TaKKe CHCTEME
PE3EPBHOTO KOMTUPOBAHUS U CO3/IaBAEMbBIM €10 KOIHSIM.

20.12. Mepbl NmO 3allUTE TEXHUYECKUX CPENCTB JOJDKHBI HCKIHOYATh HECAHKI[MOHUPOBAHHBIN
JIOCTYN K CTAallMOHAapHBIM TEXHUYECKUM CpeacTBaM, 0OpalaThIBAIOIIMM HH(GOPMAIMIO, CPEICTBAM,
obecrnieunBalOIMUM (YHKITMOHUPOBAHHE WH(GOPMAIMOHHON CHUCTEMBI (Jajee - CpeiacTBa OOecredeHHs
(YHKIIMOHMPOBAHUS), U B MIOMEIIEHHSI, B KOTOPbIX OHHU MOCTOSHHO PACHOJIOXKEHBI, 3alIUTy TEXHUYECKUX
CpPEACTB OT BHEIIHMX BO3JCHCTBHI, a Takke 3alUTy HWH(POpPMAIUKM, TPEACTABICHHOW B BHUJE
MH(POPMATHUBHBIX JIEKTPUUECKUX CUTHAJIOB U (PU3MUECKUX MOJIEH.

20.13. Mepsl no 3ammte WHGOPMALMOHHONW CHCTEMBI, €€ CPEIICTB, CHCTEM CBS3U M MEpelaqu
TAHHBIX JIOJDKHBI 00€CIeuynBaTh 3alUTy WH(OPMALUU TPU B3aMMOACHCTBUN MH(POPMALIMOHHON CUCTEMBI
WIH ee OTIENBHBIX CEerMEHTOB C UHBIMU MH(POPMAIIMOHHBIMH crCTeMaMH u
MH(POPMAIIMOHHO-TEIEKOMMYHUKAMOHHBIMUA ~ CETSIMH ~ TIOCPEICTBOM  NPHUMEHEHHS  apXUTEKTYpPbI
MH(POPMAIIMOHHON CUCTEMBI, IPOCKTHBIX PEIICHUH M0 €€ CUCTeME 3aIlUThl HMH(OPMAIMH, HAIIPABJICHHBIX
Ha oOecrieueHue 3auThl HHPOpMaIuu.

21. Beibop Mep 3amuThl HHGOPMALUHU IS UX peaTu3alii B MHPOPMAIIMOHHOW CUCTEME B paMKax
€e CUCTEMBbI 3alUThl HH()OpMAIK BKIIIOYAET:

orpeneneHue 06azoBoro Habopa Mep 3amMThl HMHGOPMAIMHM JUIS YCTaHOBJIEHHOTO Kiacca
3alIUIIEHHOCTH HMH(OPMAIIMOHHONW CHUCTEMBI B COOTBETCTBHHM C 0a30BbIMH HaOopamMH Mep 3aIlHThI
uHOpMaLnH, MTPUBEIECHHBIMH B rpuiiokenny N 2 K HacTosmuM TpeOoBaHUsAM;

ajanTauuio  06a3oBoro  Habopa  Mep  3amMThl  MHGOpPMAIMKM ~ NPUMEHUTENBHO K
CTPYKTYPHO-(DYHKIIHOHQJIbHBIM ~ XapaKTepUCTUKaM HWH(GOPMALIMOHHON CHUCTEMbl, HWH(POPMALMOHHBIM
TEXHOJIOTUSIM, OCOOEHHOCTSIM (PYHKIHMOHMPOBAHUS HMH(POPMALMOHHOM CHUCTEMBI (B TOM 4HCIE
NpeIyCMaTpUBAIOIIYI0 HCKJIIOUeHHMEe u3 0a3oBoro Habopa Mep 3amuThl HHGOpMAIMU  Mep,
HETMOCPEJCTBEHHO CBSA3aHHBIX € MH()OPMAIMOHHBIMH  TEXHOJOTHSIMHM, HE HCIOJIb3YEMBIMH B
WHPOPMALIMOHHON  CHUCTeME, WM  CTPYKTypHO-QYHKIMOHAJIBHBIMU  XapaKTEpPUCTHKaMH,  HE
CBOWCTBEHHBIMH HH()OPMAIIIOHHON CUCTEME);

YTOYHEHHUE aJalnTUPOBAaHHOTO 0Oa30Boro Habopa Mep 3amMThl HH(POpPMAIMM C y4eTOM He
BBIODaHHBIX paHee Mep 3alUThl WHGOpPMAIMM, NPUBEAECHHBIX B MpuiokeHun N 2 K HaCTOAIIMM
TpeboBanusiM, B pe3yibTaTe 4Yero ONPEACIAIOTCS Mepbl 3aIlUThl MHPOpMaLuu, 00ecreunBaroue
O70KMpOBaHUE (HEHUTpAIM3alUIo) BCeX yrpo3 0e30MacHOCTH MH(POPMAlLMK, BKIIFOYCHHBIX B MOJIENb yIPo3
6e30macHOCTH WH(OPMAIIHH;

JONOJTHEHWE YTOYHEHHOI'O aJalTHPOBAaHHOrO 0a30BOro Habopa Mep 3alMThl HH(pOpMaIUu



MepaMu, 00eCIIeYnBAIOLIMMHU BHITIOJIHEHUE TPeOOBAaHUH O 3alIUTe HHPOPMALIUH, YCTAHOBICHHBIMU HHBIMH
HOPMaTHUBHBIMH NPABOBBIMHM aKTaMU B 00JAaCTH 3alIMThl MH(OpMAIH, B TOM YUCIIE B 00JACTH 3aIIHUTHI
MEPCOHATBHBIX JJAHHBIX.

Jns BeIOOpa Mep 3amuThl HMHGOPMAIMHM Ui COOTBETCTBYIOLIETO KJlacca 3allUIEHHOCTH
MH(POPMAIIMOHHON CUCTEMBI PUMEHSIOTCS METOINYECKNE JIOKYMEHTHI, pa3padOTaHHbIe U YTBEP)KICHHBIC
®CTIK Poccun B coorBercTBUU ¢ moanyHKToM 4 myHkra 8 ITomoxkenust o @enepanbHOi cityxbe 1Mo
TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEpKAeHHOTO Yka3zom IIpesunenra Poccuniickoit denepanuu
ot 16 aBrycra 2004 r. N 1085.

22. B uH}OPMALMOHHON CHCTEME COOTBETCTBYIOIIErO Kjacca 3allMIIEHHOCTH B paMKax ee
CHCTEMBI 3aIIUTHl HH(POPMAIIUU JOJKHBI OBITh peaTu30BaHbl MEPHI 3aIIUTHl HH(POPMaIIUH, BEIOpaHHBIE B
COOTBETCTBMU C TyHkToM 21  Hacrosmux TpeOoBanuit u  oOecrmeunBaromue OJOKHpPOBAHUE
(HeTpanu3aIio) Bcex yrpo3 0e30macHOCTH HH(DOpPMAIIHH.

I[Ipu »>TOM B HHPOPMAIIMOHHOW CHCTEME JIOJDKEH ObITh, KaK MHUHUMYM, pealu30BaH
aJlanTHPOBAHHBIM 0a30BBIA HA0Op Mep 3amuThl HWHGOPMAIMK, COOTBETCTBYIOIIUN YCTaHOBICHHOMY
KJIaccy 3allUIIeHHOCTH HH()OPMAITMOHHON CHCTEMBI.

23. Ilpu HEBO3MOXKHOCTH PeAIN3alui B MHPOPMAITMOHHOW CUCTEME B PaMKaX €€ CUCTEMBbI 3aIUThI
MH(OPMAIUK OTAETbHBIX BHIOPAHHBIX MEp 3alIUThl MHPOPMALIMU HA dTanax ajanTtanuu 0a3oBoro Habopa
Mep 3alMThl MHPOPMALMU WM YTOYHEHHs aJaNTHPOBAHHOTO 0a30BOro Habopa Mep 3alluThl
uHpOpMallMM MOTYT pa3pabaTeiBaTbcs HWHBIE (KOMICHCHUPYIOIIME) MEphl 3alluThl HMHG(OpMAaIuu,
o0ecrieunBaroNue aeKBaTHOE OJOKUPOBaHUE (HEHTpain3aluio) yrpo3 6e30macHOCTH HH(OPMAITHH.

B sTom ciyuae B xojie pa3pabOTKU CHUCTEMBI 3aIUTHl UH(OpMAIMA UH(OOPMAIIMOHHONH CHUCTEMBI
JOJDKHO OBITH TPOBEIEHO OOOCHOBaHHME MPUMEHEHHUs KOMIICHCHUPYIOIIMX MEp 3alluThl MHPOpPMAIUH, a
IIPU aTTECTAI[MOHHBIX MCHBITAHUSX OLEHEHA JOCTaTOYHOCTh M aJIeKBATHOCTh JAHHBIX KOMIIEHCUPYIOIIUX
Mep Ui OJIOKMPOBaHUs (HEUTpaIn3alun) yrpo3 06e30MacHOCTH HH(OPMAIIHH.

24. Mepbl 3auMThl UHGOPMAIMKM BBHIOMPAIOTCA U PEATM3YIOTCS B MH(POPMAIMOHHON cHUCTeME B
paMKax ee CUCTEeMBbI 3alIUThl HH(POPMAIUU C yUETOM YIrpo3 0e30macHoCTH UH(OpMAIMU TPUMEHHUTEIBHO
KO BCeM 00BEKTaM U CyObeKTaM J0CTyIa Ha almapaTHOM, CHCTEMHOM, MPHKIJIAHOM M CETEBOM YPOBHSIX, B
TOM YHCJIE B CpeJie BUPTYaIU3alUK U 00JauHBIX BEIYUCICHUH.

Wndopmarus 06 N3MEHEHHSX:
Iprkazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 nyHKT 25 H3/105K €H B HOBOH peJjaKIHH

CM. T eKxcT IyHKT a B NpeJblIYVILEH pejaKiiH

25. OpranuzaioHHBIE MeEpbl M CpeACTBa 3alIMThl  MHGOpPMAlUHM, MpHUMEHSEMbIE B
MH(POPMAIIMOHHOH cUCTEMe, JOJKHBI 00eCTIeUnBaTh:

B MH(QOPMALMOHHBIX cHUCTeMax | Kiacca 3allMIIEHHOCTH - 3allUTy OT Yrpo3 Oe30MacHOCTH
nH(pOpPMAIINH, CBSI3aHHBIX C ICHCTBUAMHU HAPYIIUTEIEH C BBICOKMM MOTEHIIHAIIOM;

B MH(QOPMALMOHHBIX CHCTeMax 2 Kjacca 3allUIIEHHOCTH - 3allUTy OT Yrpo3 Oe30MacHOCTH
nH(pOPMAIINH, CBSI3aHHBIX C ICHCTBUAMHU HapYIIUTENEH C OTEHIMAIOM HE HIDKE YCHUIIEHHOT'O 6a30BOro;

B MH(QOPMALMOHHBIX CHCTEMax 3 Kjacca 3allUIIEHHOCTH - 3allUTy OT Yrpo3 Oe30MacHOCTH
uH(pOpPMAIINH, CBSI3aHHBIX C ICHCTBUAMU HAPYUIUTENEH C MOTECHIIMAIOM He HIKe 0a30BOrO.

IloTeHnman HapylIUTENIEH ONPENENIeTCs B XOA€ OLCHKM MX BO3MOXHOCTEH, ITPOBOJMMOM IIpH
OTpeNieIeHuH  yrpo3 0e30macHOCTH MH(OpMAnMu B COOTBETCTBHHM C IIYHKTOM 14.3 HacTOsIuX
TpeboBanmii.

OmnepatopoM MOXET OBITh NPUHATO pELICHHE O NPUMEHEHHH B WH(POPMALMOHHON cHUCTeMe
COOTBETCTBYIOIIETO KJIacca 3AIIMIIEHHOCTH MEp 3aIlMThl MHPOPMALUH, OOECIEUMBAIOIIUX 3AIIUTy OT
yrpo3 0e30macHOCTH HH(OPMAIMH, PEATU3YEMBIX HAPYIIUTENSMU C 00JIe€ BEICOKUM ITOTSHIIUAIOM.

Wndopmarus 06 N3MEHEHHSX:
Iprrxazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N 27 nyHKT 26 H37105K €H B HOBOH peJjaKIHH

CM. T eKxcT IyHKT a B NpeJblyINEH pejaKiiH
26. TexHuueckue Mephl 3alIUTHl UH(GOPMAIIMK PEATU3YIOTCS MOCPEACTBOM IPUMEHEHHUSI CPEJICTB
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3alIUThl UH(OPMAIMK, B TOM YHCJIE MPOrPaMMHBIX (IIPOrpaMMHO-ANIAPATHBIX) CPEACTB, B KOTOPBIX OHH
peann30BaHbl, UMEIOMUX HeoOxoauMble GyHKIMH 6e30nacHocTu. [1pu sTom:

B WH(POPMAIMOHHBIX cHcTeMax | Kiacca 3allMIICHHOCTH MPUMEHSIIOTCS CpPEJCTBA 3alIUTHI
uHpOpMaIUK He HUXKE 4 Kilacca, a TakKe CPeJICTBA BHIYMCIUTEIbHOM TEXHUKN HEe HUXKE 5 Kiacca;

B MH(POPMAIMOHHBIX CHCTEMax 2 Kiacca 3allMIIeHHOCTH MPUMEHSIIOTCS CpPEJCTBA 3alIUThI
uHpOpMaIMK He HUKE 5 Kilacca, a TakKe CPeJICTBA BHIYMCIUTEIbHOM TEXHUKN HEe HUXKE 5 Kiacca;

B MH(POPMAIMOHHBIX CHCTEMax 3 Kiacca 3allMIICHHOCTH MPUMEHSIIOTCS CpPEJCTBA 3alIUThI
uHpopManuu 6 Kiacca, a TaKKe CPeJCTBA BHIYMCIUTEILHON TEXHUKU HE HIDKE 5 Kiacca.

B undopmarmonnsix cucreMax 1 U 2 KIaccoB 3alIUILEHHOCTH HMPUMEHSIIOTCS CPEICTBA 3aLIUTHI
uHpOpMAlMK, NPOIIEAIINE TPOBEPKY HE HWKE YeM 10 4 ypOBHIO KOHTPOJIS OTCYTCTBHSA
HEIECKJIapUPOBAHHBIX BO3MOKHOCTEM.

Knaccsl 3amuThl ONpeAensoTcss B COOTBETCTBUM C HOPMAaTUBHBIMU NpaBoBbIMH akTamMu OCTOK
Poccun, n3naHHBIME B COOTBETCTBUH ¢ nojanyHkTom 13.1 nmynkra 8 Ilonoxenus o deaepanpHol ciayxoe
[0 TEXHUYECKOMY U DKCIIOPTHOMY KOHTpPOII, YyTBepxkaeHHOro Ykaszom IIpesunenra Poccuiickoit
®enepauuu ot 16 aBrycra 2004 r. N 1085.

B uHdopMammoHHBIX ~ cHcTeMax  NPHUMEHSIOTCS  CpeACTBAa  3allUThl  MH(OpMAINH,
CepTHU(HLIHUPOBAHHBIE HAa COOTBETCTBHE O00s3aTENbHBIM TpeOOBaHMAM MO OE30MacHOCTH HHG(OpMAaIHH,
ycranoBiieHHBIM PCTOK Poccum, wim Ha cOOTBETCTBHE TpPEOOBaHMSIM, YKa3aHHBIM B TEXHUYECKUX
ycnoBHsX (3amaHusx mo OezomacHoctH). [Ipu 3TOoM (QyHKIMM OGe30MacHOCTH TaKUX CPEICTB JIOJKHBI
o0ecrieunBaTh BHIMIOJIHEHUE HACTOSAIMX TpeboBaHui.

Wndopmarus 06 N3MEHEHHSX:
Iprrxazom @CTIK Poccum ot 15 ¢pespasrg 2017 . N27 B nyHKT 27 BHECEHBI H3MEHCHHS

CM. T eKcT MYHKT 4 B OpeJblLAVIIeH peaaKiiy

27. B ciydae 00paboTKu B nH(GOPMAIIMOHHON crcTeMe HH(pOpMaIiy, coeprKalleil IepcoHalbHbIe
JaHHBIE, peali3yeMble B COOTBETCTBUM C IMyHKTamu 21 u 22 Hactosmmx TpeOoBaHUII MEpHI 3alIUTHI
uH(pOpMaINU:

Uit THPOPMAITMOHHON cUcTeMbl | Kilacca 3amuiieHHOCTH obecneunBaroT 1, 2, 3 u 4 ypoBHUH
3aIMILEHHOCTH NEPCOHANBHBIX TaHHBIX (1);

s uHGOPMAIMOHHONW CHCTEMBI 2 Kiacca 3allUIeHHOCTH obecrednBaioT 2, 3 u 4 ypoBHHU
3aIUIIIEHHOCTH MMEPCOHATBHBIX TaHHBIX*;

s WH(QOPMAIMOHHON CHCTeMbl 3 Kiacca 3allMIIeHHOCTH obecreunBaloT 3 u 4 ypOBHHU
3aIUIIIEHHOCTH MEPCOHATBHBIX JaHHBIX*.

28. Ilpu ucnonp30BaHUH B WH(GOPMAIMOHHBIX CUCTEMAaX HOBBIX MH(POPMAIMOHHBIX TEXHOJIOTHNA U
BBISIBIICHUH JIOTIOJHUTENBHBIX yTpo3 0€30MacHOCTH HWH(POPMAIUH, JUISI KOTOPBIX HE OIMPEIeICHBI MEpPbI
3amuTel  UH(pOpPMAIMU, JOJKHBI pa3padaThiBaThCs KOMIICHCUPYIOIIHE MEpPhl B COOTBETCTBUU C
nyHkToMm 23 Hactosmux TpeOoBaHuit.

(1) YcranaBnuBaercsi B COOTBETCTBHH € TpeOOBaHMSIMY K 3aIUTe NEPCOHAIBHBIX JaHHBIX MPH UX
00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX IAHHBIX, YTBEPKACHHBIMU ITOCTAHOBICHUEM
[TpaBurensctBa Poccuiickoit @eneparuu ot 1 HosiOps 2012 . N 1119.

IIpunoxenne N 1

K TpeboBanusim o0 3amuTe UHPOpMaANHH,

He COCTaBIAIoM el ToCyAapCTBEHHYIO TaliHy,
cozepxameics B rocyJapCTBEHHBIX
HHPOpMAITMOHHEIX CUCTEMAax

Omnpenenenue Kiacca 3a0IUMIEHHOCTH HH)OPMAIMOHHONW CHCTEMEL
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C M3MEHEHUSIMH 1 JAOIMOJHCHWSIMM OT:

15 despamns 2017 1.

Wndopmarus 06 N3MEHEHHSX:
Ilprrkazom @CTIK Poccum ot 15 ¢pespag 2017 . N27 B nyHKT | BHECEHbI H3MEHECHHUA

CM. T eKcT MYHKT 4 B OpeJblLAVIIeH peaaKiiy
1. Knacc 3amumienHocty nHpopMannoHHoi cuctemsl (miepBbrii kiacc (K1), Bropoit kmace (K2),
tpetnii  knacc (K3)) ompepensiercss B 3aBHCHMOCTH OT YpoOBHS 3HaunmMocTH uHbopmamuu (Y3),
oOpabareiBaeMOil B 3TOHM HMH(POPMALMOHHOM cucTeMe, W MaciuTaba HHGOPMAIMOHHONH CHCTEMbI
(enepanbHbIi, perHOHAIBHBINA, 0OBEKTOBBIN).

Knacc 3ammmennoctu (K) = [ypoBeHb 3HaUMMOCTH HHPOPMALIH; MACIITA0 CUCTEMBI].

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccrm ot 15 ¢pespag 2017 . N27 B nyHKT 2 BHECEHbI H3MEHECHHUA

CM. T eKcT MYHKT 4 B OpeJblLAVIIeH peaaKiiy

2. YpoBeHb 3HAYUMOCTH HWH(GOpPMAIMU OIpPEENeTCS CTENEeHbI0 BO3MOXKHOIO yiiepda Juis
obmamarens wHpoOpManuu (3aKkazuumka) W (WIKM) oOmeparopa OT HAPYMIEHUS KOHQPHUACHIIMATHHOCTH
(HempaBOMEpHBIE JIOCTYI, KONHMPOBAHWE, NPEAOCTABICHUE WM PACHpPOCTPAHEHHUE), LEIOCTHOCTU
(HempaBOMEpHbIE YHUYTOXKEHHWE WU  MOAU(PUIIMPOBAHWE) WIH JOCTYIMHOCTH (HEIpaBOMEpHOE
6710KMpOBaHNE) UH(DOPMALIHH.

V3 = [(koHOUACHIIMATHEHOCTD, CTETIEHD yilep0a) (LIeT0CTHOCTh, CTENEeHb YIepOa) (JOCTYIMHOCTS,
CTeTeHb yiiepoa)],

r/ie CTENeHb BO3MOXKHOTO yIepOa onpenensercs odnanareneM nHGopmauu (3aKa34uKom) 1 (HITH)
OIEPaTOPOM CAMOCTOSATEIBHO SKCIEPTHBIM MIIM HHBIMH METOJIAMU U MOXKET OBITh:

BBICOKOM, €clM B pe3ysibTaTe HapylLIeHUs OJHOTO M3 CBOMCTB Oe3omacHOCTH HH(opMarmu
(KOH(UACHIIMAIBHOCTH,  IEJIOCTHOCTH, JIOCTYMHOCTH) BO3MOXHBI ~ CYIIECTBCHHbIE  HETaTUBHBIC
MOCTIC/ICTBHUS B COLMAIBLHOM, OJUTUYECKON, MEXITyHAPOJHON, SKOHOMUYECKOH, (PMHAHCOBOM WJIM MHBIX
obmactax gestensHOCTH U (W) uWHGOPMANMOHHAs cucreMa W (Wiam) omneparop (obmamarenb
nH(pOpPMAaIINK) HE MOTYT BBITIOJIHATH BO3JI0KEHHBIE HA HUX (DYHKITHH;

CpelHeHl, ecinM B pe3ylbTaTe HapyIIEHUs OJHOTO U3 CBOWCTB 0€30mMacHOCTH HH(pOpMAINH
(KOH(MACHIINAIBHOCTH, LIEIOCTHOCTH, JOCTYITHOCTH) BO3MOKHBI YMEPEHHbIE HETaTHBHbIE TIOCIEACTBHS B
COLIMAJIBHOM, TOJMTUYECKOH, MEXIYHApOAHOH, SKOHOMUYECKOH, ()MHAHCOBOW WIJIM MHBIX OO0NACTAX
JEATeNbHOCTH U (Mi1) nHPOpPMAaLMOHHAs cucTeMa U (WIn) onepaTop (o0nagarens HHGOPMAIMK) HE MOTYT
BBITIOJIHATE XOTsI OBl OJTHY M3 BO3JIOKEHHBIX HA HUX (DYHKITHIA;

HU3KOH, ecnu B pe3yibTaTe HapyUIeHHs OJHOTO M3 CBOMCTB 0€30MacHOCTH HH(POpPMALUU
(KOH(UACHIIMAIBHOCTH, LEJIOCTHOCTH, JIOCTYIIHOCTH) BO3MOJKHBI ~HE3HAUUTENbHBbIE HETaTUBHBIC
MOCTIE/ICTBUS B COLMAIBHOM, OTUTUYECKON, MEXKITyHAPOJHON, SKOHOMUYECKOH, (PMHAHCOBOM WJIM MHBIX
obmactax gesrenbHOCTH U (W) uWHGOPMANMOHHAas cucreMa W (Wiam) omneparop (obmamarenb
MH(OPMAIIMK) MOTYT BBIIOJHATH BO3JIOKEHHBIE HA HUX (DYHKIIMH C HEOCTaTOYHOH 3(h(heKTHBHOCTHIO TN
BBITNIOJTHEHUE (PYHKIMI BOZMOKHO TOJIBKO C TPUBJICYCHUEM JIOTIOTHUTEIBHBIX CHJI U CPEACTB.

WNudopmanus umeeT BHICOKHIA ypoBeHb 3HauuMocTH (Y3 1), eciau XoTs ObI 1711 OTHOTO U3 CBOMCTB
6e3onacHocTH MHPOpPMALUU (KOHPHUICHIMAIBHOCTH, IIEIOCTHOCTH, AOCTYIHOCTH) OIpeaesieHa BBICOKas
cTenenp ymepoa. Madopmaius umeer cpenHuil ypoBeHb 3HauuMocTd (Y3 2), eciau XoTst Obl IJIs1 OJTHOTO
U3 CBOWCTB Oe3omacHocT wuH(pOpManuu (KOH(OUICHIMATILHOCTH, IIEIOCTHOCTH, JOCTYITHOCTH)
orpeJiesieHa CPeIHss CTENeHb yuiepOda M HeT HU OJHOTO CBOMCTBA, JJISI KOTOPOTO OINpE/eeHa BbICOKas
crenienp ymepba. Mudopmanus nMmeer HU3KUK ypoBeHb 3HauuMmoctTd (Y3 3), ecnu A BCEX CBOWCTB
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6e3onacHocti MH(popMarK (KOH(QUAESHIIMATBHOCTH, LIEIOCTHOCTH, JOCTYIMHOCTH) ONpEICTICHb HU3KUE
CTETeHH yIiepoa.

[Ipu obpaboTke B mMH(DOpMAMOHHOW cHcTeMe ABYX U Ooniee BHIOB MH(poOpMmarmu (ciyxkeOHas
TailHa, HAJOroBas TallHa W HWHBIE YCTAHOBJIEHHBIE 3aKOHONATENLCTBOM Poccuiickorn denepauuu BUIBI
uH(pOpPMAIMK OTPaHUYEHHOrO JI0CTyNa) YPOBEeHb 3HaunMocTu HH(popMaruu (Y3) onpeaensaTcs OTAeIbHO
s Kaxaoro Buaa uH(opmaruu. WMTOroBelii ypoBeHb 3HAYMMOCTH HH(pOpManuu, oOpabdaTrbiBaeMoOil B
MH(POPMAIIMOHHOHN CHCTEME, YCTAaHABIMBACTCS 110 HAWBBICIIUM 3HAUYEHUSM CTETIEHH BO3MOXHOIO yIepoa,
OIpeNICIEHHBIM U KOH(MICHIMANBHOCTH, IENOCTHOCTH, AOCTYHHOCTH HH(OpMAaIrM Ka)XJ0ro BHIA
uHpOpMaIUH.

3. NudopmammonHas cucrtema uMmeeT ¢enepaiabHbIi MacmTad, eciii OHa (PyHKIMOHUpPYET Ha
tepputopun Poccuiickoii ®Depeparuu (B mpenenax (eaepambHOrO0 OKpPyra) MU HMEET CETMEHTHl B
cyobekrax Poccuiickoit @denepannu, MyHUIMIIATBHBIX 00pa30BaHUAX U (MIJIM) OpraHU3aLUsAX.

NudpopmanvoHHas cucTeMa HMEET PerHoHaJbHBIA Macimitad, ecid OHa (QYHKIMOHHUPYET Ha
Tepputopun cyobekTa Poccuiickoit ®enepaniii W MMEET CErMEHTHI B OJHOM WM HECKOJIBKHX
MYHHULUTIATBHBIX 00pa30BaHUAX U (MITH) OBEOMCTBEHHBIX U MHBIX OPraHU3aLUsX.

WNudopmanronHas cucteMa UMeeT 00beKTOBBIA MaciTad, eciy oHa (YHKIHMOHHUPYET Ha 00beKTax
OJHOTO (heepaabHOr0 OpraHa TOCYJapCTBEHHOM BIIACTH, OpraHa rOCYyAapCTBEHHOW BIAcTH CyObeKTa
Poccuiickoit @eaepanuu, MyHUIUITATEHOTO 00pa30BaHus U (WJIH) OPTaHU3AIMHA U HE UMEET CErMEHTOB B
TEPPUTOPUATBHBIX OPTaHaX, MPeACTaBUTENbCTBAX, (prHanax, moABeJOMCTBEHHBIX U HHBIX OPraHU3aIHIX.

Wndopmarus 06 N3MEHEHHSX:

Ilprrkazom @CTIK Poccum ot 15 ¢pespag 2017 . N27 B nyHKT 4 BHECEHbI H3MEHECHHUA

CM. T eKxcT IyHKT a B OpeJblIyVINEH pejaKiiH
4. Knacc 3auiuieHHOCTH HH(OPMALMOHHOM CUCTEMBI ONPEIENSIETCS B COOTBETCTBHH C TaOIUIIEH:

YpOBEHb 3HAUNMOCTH Macmtad nHQOPMAIIMOHHON CUCTEMBI
uHbopMaIu denepanbHbIf PervonanbHbiil OOBEKTOBBII
Y31 K1 K1 K1
y32 K1 K2 K2
¥33 K2 K3 K3

Wndopmarus 06 N3MEHEHHSX:
Iprrkazom @CTIK Poccum ot 15 ¢pespasrg 2017 r. N 27 npriiox eHHE H3I0K €HO B HOBOH PENAKIHH

CM. T eKcT MpHIoK eHHA B IPEABLIYINCH peaakiuu
IIpunoxenue N 2
K TpeboBanusiv 0 3amuTe UHPOpMaAHH,
He COCTaBIAIoM el ToCyAapCTBEHHYIO TaliHy,
cozepxameics B rocyJapCTBEHHBIX
HHPOpMAITMOHHEIX CUCTEMAax

Cocrar Mep 3amuTE HHPOpMANHHU U UX 6a30BhIe HAOOPHI I COOTBETCTBYIOMETo Kilacca
3aMMUIIEHHOCTH HHPOPMAITUOHHOW CUCTEMBI

C M3MEHEHUIMH 1 JAOIMOJHCHWSIMM OT:

15 despamns 2017 1.

YcnoBHoe Meps! 3auThl HHGOPMAIHH B Knaccel 3amumieHHocT!
o003HaYeHHE MH(POPMALIMOHHBIX MH(POPMALIMOHHON CHCTEMBI
U HOMEP MEPBI cUcTeMax 3 2 1



http://ivo.garant.ru/document?id=10800200&sub=102
http://ivo.garant.ru/document?id=71529276&sub=1021
http://ivo.garant.ru/document?id=57318990&sub=1104
http://ivo.garant.ru/document?id=71529276&sub=1003
http://ivo.garant.ru/document?id=57318990&sub=1200

I. UnenTudukanus 1 ayreHTUPUKANUA CyOBEeKTOB AocTyna U 00bekToB aocryna (MAD)

NAD.1

WNnentuduxarms 1 ayTeHTHPUKAIUS
MOJIb30BATENEH, SIBISIOMUXCS paOOTHUKAMHU
oreparopa

+

+

+

NAD.2

WNnentuduxarms u ayTeHTUPUKAIUS
YCTPOMCTB, B TOM YHUCJIE CTAI[MOHAPHBIX,
MOOUITBHBIX U IOPTATUBHBIX

NAD.3

VYnpasieHue uiIeHTHPHUKATOpaMH, B TOM YHCIIe
CO3JIaHKe, TPUCBOCHUE, YHUUTOXKECHUE
UACHTU(PHUKATOPOB

NAD.4

VYrpaBieHue cpecTBaMH ayTeHTU(HUKAIINY, B
TOM YHCJIE XpaHEHHE, BblJ1aua,
WMHUIMATU3a1Hs, OJJOKMPOBAHUE CPENICTB
ayTeHTU(DUKALUKU U IPUHATUE MEP B CIIydae
yTpaThl U (WJIM) KOMIIPOMETALIUU CPEICTB
ayTeHTU(UKALTUT

NAD.5

3amuTa 00paTHOM CBS3U IPU BBOJIE
ayTeHTU()UKALMOHHON nH(pOopMaIu

NAD.6

WNnentuduxarus 1 ayTeHTHPUKAIUS
MOJIb30BATENEH, He SABISIONINXCS PAOOTHUKAMU
oneparopa (BHEIIHHUX MOJIb30BaTENECH)

NAD.7

Wnentudukanus u ayreHTHPUKALNS 00bEKTOB
(baiinoBoi CHCTEMBI, 3aITyCKaeMbIX U
UCTIOJHSIEMBIX MOJYJIeH, 00bEKTOB CUCTEM
ynpaBieHus: 6a3aMu TaHHBIX, 00HEKTOB,
CO3/IaBaeMbIX MPHUKJIAIHBIM U CIIELUATBHBIM
IIPOrpaMMHBIM oOecrieueHeM, HHBIX 00BEKTOB
J0CTyIa

I.y

IpaBleHHe TOCTYNOM CyObheKToB focTymna k oosekTam pocryna (YII)

YITA.1

VYrpasnenue (3aBeieHHE, AKTUBALIUS,
OJIOKUPOBAHNE U YHUUYTOKEHHE) YICTHBIMU
3aIUCIMHU MMOIb30BATEINICH, B TOM YHCIIC
BHEIIIHHX ITOJIL30BaTelIeH

+

+

VIIA.2

Peanu3zanus HeOOXOAMMBIX METOIOB
(AMCKPEIMOHHBIN, MaHJATHBIHN, POJIEBON WK
WHOM METOJ), TUNIOB (UTE€HHUE, 3aIHKCh,
BBITTOJTHEHUE WJIM UHOM THUI) U MPABUII
pasrpaHuyeHus J0CTyna

VIII.3

VYrpasnenue (puabTparys, MappyTu3amus,
KOHTpPOJIb COEJUHEHUH, OJIHOHAIIPABJICHHAs
nepeaaya U MHbIe CIIOCOOBI YIIPaBIICHHS)
MH(POPMALIMOHHBIMH ITOTOKAMHU MEXITY
yCTpPOHCTBaMHM, CETMEHTaMHU MH()OpMaITMOHHON
CHCTEMBI, a TAKXKe MEX1y UH(OPMAIIMOHHBIMHU
CUCTEMAMHU

VITA.4

Paznenenne noaHomouuit (poeil)
MOJIb30BaTENEH, a/IMUHUCTPATOPOB U JIULL,
obecrnieunBarOIMUX QYHKITMOHUPOBAHHE




MH(POPMALIMOHHON CHCTEMBI

VIII.S5

Ha3nauenue MMHUMaJIBHO HEOOXOAUMBIX IpaB
Y TIPUBUJIETHHA MTOJIH30BATEISIM,
aJIMUHUCTPATOPaM U JIUIaM,
obecrieunBarOmUM (GYHKIIMOHUPOBAHUE
MH(POPMALIMOHHON CHCTEMBI

VII.6

OrpanuyeHre HEYCHEITHBIX MOMBITOK BX0/Ia B
MH(POPMALMOHHYIO CHCTEMY (JI0CcTyma K
MH(OPMALIMOHHOHN CUCTEME)

VIIA. 7

[IpenynpexaeHre noap30BaTeNs PU ero
BXO/i¢ B MH(OPMAIIMOHHYIO CUCTEMY O TOM,
4TO B UH()OPMAIIMOHHOH CHCTEME
pean30BaHbl MEpPhI 3aIUTHl HH)OPMALIUH, H O
HEOO0XOIMMOCTHU COOIOACHUS UM
YCTaHOBJICHHBIX OIEPATOPOM HPABUII
00paboTKu HHpOpMAITUU

VII.8

OnoBelieHre MOJIb30BATENS MOCIIE YCIEIIHOIO
BX0J1a B UHQOPMAIIMOHHYIO CUCTEMY O €TO
MPEbIAYIIEeM BX0/ie B MH()OPMAIMOHHYIO
CUCTEMY

VIIJ.9

OrpanudeHue ymciia napamuieibHbIX CEaHCOB
JOCTYIIA JUIsl KaXIOW y4EeTHOU 3aIUCU
M10J1b30BaTENs] UH()OPMAIITMOHHON CHCTEMBbI

VIII.10

brnokupoBanue ceanca 1octyna B
MH(POPMALIMOHHYIO CHCTEMY TOCe
YCTQHOBJICHHOT'O BpeMEHH Oe31eHCTBUS
(HEaKTUBHOCTH) MOJb30BATENS WM 110 €r0
3ampocy

VITA.11

Pa3pemenue (3anper) necTBuit
MOJIb30BATEeNeH, pa3pelIeHHbIX 10
UICHTHU(HUKAIIMY U ayTCHTHQHUKAITIT

VIIA.12

[Moanepkka U coxpaHeHHe aTpuOyTOB
Oe3omacHoCTH (METOK O€30MaCHOCTH),
CBSI3aHHBIX ¢ HH(pOpMaLUEil B mporecce ee
XpaHeHUs U 00paboTKH

VIIJ.13

Peanu3arus 3aiumeHHOro yaaaeHHOTo
J0CTyMa CyOBEKTOB JOCTYIA K 00beKTaM
JIOCTYTIa Yepe3 BHEIIHNE
WH(OPMAIIMOHHO-TEIIEKOMMYHUKAIMOHHEIE
ceTH

VIIJL14

PernamenTanust 1 KOHTPOJIb UCTIOJIB30BAHUS B
MH()OPMAIIMOHHON CUCTEME TEXHOJIOTHI
0ecIpOBOTHOTO JTOCTYIIA

VIII.15

PermamenTalus u KOHTPOIb UCTIOIB30BAHUS B
UH(OPMAIIMOHHON CUCTEME MOOHITLHBIX
TEXHUYECKUX CPEJICTB

VIII.16

VYipaBineHue B3auMOACUCTBUEM C
MH(POPMAIMOHHBIMHU CUCTEMaMHU CTOPOHHHUX
opranu3zaiuii (BHemHue MH(HOPMAIIMOHHbBIE




CUCTEMBI)

VIIA.17 ObecnieueHne JOBEPEHHOM 3arpy3Ku CPECTB
BBIUMCIIUTEIBHON TEXHUKHU

II1. Orpannuenune nporpammHoii cpeasl (OIIC)

OIlC.1 Ynpasnenue 3amyckom (0OparieHusMun)
KOMITOHEHTOB ITPOrPaMMHOT0 OOEeCTICUeHUs, B
TOM YHCJIE ONPEJIEIICHNE 3aITyCKAeMbIX
KOMITOHEHTOB, HACTPOIKa MMapaMeTPOB 3aITyCcKa
KOMITOHEHTOB, KOHTPOJIb 32 3aIyCKOM
KOMITOHEHTOB ITPOrPAMMHOT0 00eCTICUeHUsI

OIIC.2 VYrpaBneHue yCTaHOBKOM (MHCTAIUIALIUEH )
KOMITOHEHTOB ITPOTPaMMHOT0 OOEeCTICUeHus, B
TOM YHCJIE ONpPE/IEICHNe KOMIIOHEHTOB,
MOJIJICKAIUX YCTAHOBKE, HACTPOHKa
MapaMeTpoB YCTAHOBKU KOMIIOHEHTOB,
KOHTPOJIb 32 YCTAHOBKOW KOMITOHEHTOB
MPOrPAMMHOTO OOECTICUEHUS

OIIC.3 VYcraHoBKa (MHCTAJLIISUA) TOJILKO +
Pa3peLIeHHOT0 K UCTIOIb30BAHUIO
MIPOrPaMMHOTO OOeCTIeueHus U (HIIN) ero
KOMITOHCHTOB

OIlC 4 VYrpasieHue BpeMEeHHBIMH (aiijiaMu, B TOM
qHcIIe 3aMpeT, pa3pelieHue, nepeHanpaBiIeHue
3aIlCH, yIaJIeHUE BPEMEHHBIX (hailyioB

IV. 3amura MamuHHBIX HocuTeneit napopmanuu (3HN)

3HU.1 VYueT MalMHHBIX HOCUTENeH nHpopMalu +

3HN.2 VYipasineHue JOCTyIIOM K MAaIIMHHBIM +
HOCHUTEIISIM UH(OpMaITUU

3HUN.3 KoHTponb nepemenienns MalMHHbIX

HOcHTEeNeH MHPOPMAIIH 32 TPECITbI
KOHTPOJIUPYEMOW 30HBI

3HN.4 HckmroueHne BO3MOKHOCTH
HECaHKI[MOHUPOBAHHOT'O O3HAKOMIICHHUS C
coJiepkaHueM UHGOpMAITUH, XPAHSIIEHCS Ha
MAILUHHBIX HOCUTENSAX, U (KUITN)
WCIOJIb30BAHUS HOCUTEINEH HH(POPMAIIH B
MHBIX HHHOPMAIIMOHHBIX CUCTEMAX

3HU.5 Kontpons ucnonszoBanus nHTepeiicoB BBOIA
(BBIBOZIA) MH(OpMAIK HA MAlTMHHbIE
HOCUTENN UH(pOpMaITUU

3HU.6 Kontpons BBoaa (BbIBOJa) MHPOPMALIUU HA
MAaIIMHHBIE HOCUTEIN UH(OpMAIHH

3HN.7 KoHTponb noaximoueHns MaluHHbIX
HOcUTeNIeH MHPOpPMALUU

3HN.8 YHuuTOXKEeHHE (CTUpaHue) HHPOpMALUU Ha +

MallIMHHBIX HOCUTCIIAX IIPU UX MEPCAAYC
MCXKAY MOJIBb30BATCIAMHA, B CTOPOHHUC
OpraHu3aluu jigd pCMOHTA WJIM YTUJIIM3alluH, d




TaK)K€ KOHTPOJIb YHUUTOKEHHUS (CTUpaHUs)

V. Perucrpanus cobuituii 6esonacaoctu (PCB)

PChb.1

Omnpenenenue coObITHIT 0€30MACHOCTH,
MoIC)KAIUX PEruCTpaiiu, 1 CpOKOB UX
XpaHEHHUs.

+

PCb.2

Omnpenenenne cocTaBa U COACpKaHUSA
uHpOpMAaIUU O COOBITUSAX OE30MaCHOCTH,
MOJUIeXKAIIUX PETUCTPAINH

PCB.3

C6op, 3anmuce 1 XpaHeHHe HHPOPMALIUH O
COOBITHSIX O€30MaCHOCTH B TECUCHHE
YCTQHOBJICHHOT'O BPEMEHH XpaHEHHS

PCb.4

PearupoBanue Ha cOou pu perucTpanuu
COOBITHI 0€30MacCHOCTH, B TOM YHCIIE
anrmaparHble U IporpaMMHbIe OLIHOKH, cOOH B
MexXaHu3Max cOopa HHPOPMALUU U
TOCTHIKEHHE TpeJiesia MU TePETIOTHEHUS
o0BbeMa (EMKOCTH) MMaMSITH

PCB. 5

MonuTopuHT (IPOCMOTP, aHATU3) PE3YIHTATOB
perucTpanuu coObITHI 0€30MaCHOCTH U
pearupoBaHue Ha HUX

PCBb.6

['enepupoBaHne BpeMEHHBIX METOK U (HJIN)
CUHXPOHM3ALUSI CHCTEMHOIO BPEMEHH B
nH(POPMALIMOHHOH cucTeMe

PCB.7

3amuTa nH(pOpMAaLUU O COOBITUSIX
Oe3omacHoCTU

PCB.8

ObecnieueHre BO3MOKHOCTH TIPOCMOTpaA U
aHaIM3a MHPOPMAIMH O IEHCTBUAX OTAEIbHBIX
10JIb30BaTeNe B MHPOPMALIMOHHOM cucTeMe

VI. AaTuBupycHas 3amuta (AB3)

AB3.1

Peanusanus aHTUBUPYCHOM 3aILUTHI

AB3.2

OoOHoBiieHue 0a3bl JaHHBIX TPU3HAKOB
BPEIOHOCHBIX KOMIBIOTEPHBIX IPOTpaMM

(BUpYyCOB)

VII. O6napyxenue Bropxkenuii (COB)

COB.1

OO6Hapy>keHHe BTOPKEHUI

+

COB.2

OoOHoBIyieHHE 0a3bl PEHIAONINX TPABUI

+

VIII. KonTpons (aHanu3) 3amumesHocTH HHpopmanuu (AH3)

AH3.1

BeiaBrnenue, ananus ysa3BUMOCTEN
MH(POPMAIIMOHHON CUCTEMBI M OTIEPaTUBHOE
YCTPAaHEHHUE BHOBB BBISBJICHHBIX YS3BUMOCTEN

+

+

AH3.2

KonTtpons ycTaHOBKHM OOHOBICHHUI
IIPOrPaMMHOT0 00eCIIeueHus], BKITIOYast
OOHOBJICHHE MTPOrPaMMHOT0 OOECTICUEHUS
CpPEACTB 3alIUTHI MH(OpMAIH

AH3.3

Kontpons paboTocnocoOHOCTH, TapaMeTpoB
HAaCTPOMKU U IPABUIBHOCTU




(YHKIMOHUPOBAHUS TIPOTPAMMHOTO
o0ecrieyeHusl U CPEICTB 3alUThHI HH(OpMAIUU

AH3.4 KoHTponb cocTaBa TEXHUYECKUX CPEJICTB, + +
MIPOrPaMMHOTO 00ECIICUeHUs U CPEJICTB
3anIuThl HHQOpMaIHH

AH3.5 KoHTponb npaBui reHepanuy 1 CMEHbI + +

MapoJIeN MMOIB30BATENEMN, 3aBEACHUS U
YAAIEHUs YYETHBIX 3alIMCEH 0JIb30BaATEIICH,
peanu3anuy NpaBuil pa3rpaHUdCHUs TOCTYIIOM,
ITOJIHOMOYUH I10JI30BATEIICH B
MH(POPMAIIMOHHOH cUcTeMe

IX. OGecriedenue meaocTHOCTH HH(popMauoHHOH cucTeMsl U uHpopmamuu (OLJI)

OLUJI.1

KoHTpob 11e10CTHOCTH TPOrPaMMHOT0
o0ecrieyeHus1, BKII04asi IpOrpaMMHOE
o0ecrieyeHne CpeICTB 3alIUThl HH(OpMaIUU

+

+

OLlJL.2

KonTpons nenoctHocTr nHpOpMaIuu,
coJieprKareiicst B 6a3ax JaHHBIX
WH(OPMAIIMOHHON CUCTEMBI

OLJL.3

ObecnieueHre BO3MOKHOCTH BOCCTAHOBJICHUS
IIPOrPaMMHOT0 00eCIIeueHus], BKITIOYast
IporpaMMHOE 00ecrieueHHe CPEICTB 3aIUThI
nH(pOpMaIUU, TPU BOZHUKHOBEHUHU
HEIITAaTHBIX CUTyallul

OLJL.4

OOHapy>keHue 1 pearupoBaHHue Ha
MOCTYTIJICHUE B MH(POPMAITMOHHYIO CUCTEMY
HE3aIpaIIMBaeMbIX JIEKTPOHHBIX COOOIICHUN
(mcem, TOKYMEHTOB) U MHOW MH(OPMALIIH, HE
OTHOCAUINXCS K QYHKIMOHUPOBAHUIO
MH(POPMALMOHHOM CUCTEMBI (3alIUTa OT
crama)

OLJL.5

Kontpons copepxanus uHGopMaium,
nepeaaBaeMoi u3 HH(POPMAIIMOHHON CHCTEMBI
(KOHTEWHEpHBIN, OCHOBAaHHBIN Ha CBOMCTBAX
00BEeKTa TOCTYIIA, U KOHTEHTHBIN, OCHOBAHHBIHA
Ha [TIOMCKE 3aIPEIICHHON K Ilepeayde
MH(OPMAIIUU C UCTIOIF30BaHUEM CHTHATYD,
MacoK ¥ UHBIX METO/IOB), U UCKIIIOYEHHE
HEMpaBOMEpPHOH Mnepenaun nHpopMaIuy U3
MH(GOPMALIMOHHON CUCTEMBI

OLJI.6

OrpanuyeHue mpaB MoJIb30BaTENCH 0 BBOAY
uHpopMaKK B HHPOPMAITMOHHYIO CUCTEMY

OLJI.7

KoHTpOJIb TOYHOCTH, TTOJHOTHI U
MPAaBUILHOCTH JAHHBIX, BBOJUMBIX B
MH(OPMALIMOHHYIO CHCTEMY

OLJL.8

KoHTpob ommbOouHbIX JeCTBHIA
10JIb30BaTeNEH 10 BBOAY U (MJIM) Iepenade
nH(OpMALIUY U TIPEIYIIPEKICHUE
[I0JIB30BaTEIEN 00 OMIMOOYHEIX AEHCTBUIX




X. Obecneuenue nocrynaocru uHpopmanuu (OAT)

OAT.1 Hcnonp30BaHKue 0TKa30yCTONYNBBIX
TEXHUYECKHUX CPEJICTB
OAT.2 PesepBupoBaHue TEXHUYECKUX CPEICTB,

IPOrPaMMHOTO 0OecreueH s, KaHaJIOB
nepenayn uHGopMamuu, CpeicTB 00ecreUeHUS
(bYHKIMOHUPOBAHUS MHPOPMALMOHHOM
CHCTEMBI

OAT.3 Kontpomns 6e30Tka3zHOro ()yHKIIMOHHUPOBAHUS
TEXHUYECKHUX CPEJICTB, OOHAPYKEHHUE U
JIOKAJIM3alHsl OTKa30B (PyHKIIMOHUPOBAHMS,
MPUHATUE MEP 110 BOCCTAHOBIICHUIO
OTKa3aBIIUX CPEJCTB U UX TECTUPOBAHHE

ONT.4 Ileproauueckoe pe3epBHOE KOMMPOBAHUE
uH(pOpPMAalLIUY Ha pe3epBHBIC MAIIMHHBIE
HOCUTENIU UH(pOpMAITUU

OJT.5 OO0ecrieueHre BO3MOXKHOCTH BOCCTAHOBJICHHUS
MH(OPMAIINU C PE3EPBHBIX MAIIMHHBIX
HocuTenel nHdopmarn (pe3epBHBIX KOMHii) B
TEYEHUE YCTAHOBJICHHOI'O BPEMEHHOT'O

MHTEpBaa

ONT.6 Knacrepusauus nHpopManMoHHON CUCTEMBI U
(1K) ee CerMeHToB

ONT.7 KoHTponb cocTosiHMS U KauecTBa

MIPEIOCTABIIEHUS] YIIOJTHOMOYEHHBIM JINLIOM
BBIYHMCIIUTEIBHBIX PECYPCOB (MOILIHOCTEN), B
TOM YHCJIE 110 Mepeiaue HHPopMaluu

XI. 3amuTa cpexarl Bupryanusanuu (3CB)

3CB.1 Wnentudukanus u ayreHTHGUKALUSA +
CyOBEKTOB JIOCTYyIa U 0OBEKTOB JI0CTYyIA B
BUPTYaJIbHOM HHPPACTPYKTYpPE, B TOM UUCIIE
aJIMUHUCTPATOPOB YIIPABICHHS CPEICTBAMU
BUPTYQJIN3ALUN

3CB.2 VYrpaBieHue 10CTynoM CyObEeKTOB I0CTyTa K +
00BbEKTaM JI0CTyIa B BUPTYAIbHOU
UHPPACTPYKTYpE, B TOM YUCIIE BHYTPH
BUPTYaJIbHBIX MAIIUH

3CB.3 Peructparus coOpITHi 6€30MTaCHOCTH B +
BUPTYQJIbHOU HHPPACTPYKTYpE
3CB.4 VYrpasnenue (puabTparys, MappyTu3amus,

KOHTPOJIb COEJUHEHUS, OJIHOHAIIPABIICHHAs
nepeaaya) moToKaMu MH(GOpMaIH MEX Ty
KOMIIOHEHTaMH BUPTYalIbHOU
UHPPACTPYKTYPHI, a TAKXKE MO IEPUMETPY
BUPTYQJIbHOW HHPPACTPYKTYPHI

3CB.5 JloBepeHHas 3arpy3ka cepBEpOB
BUPTYaJIN3aLUH, BUPTYyaJbHONU MAITMHbBI
(KoHTelHEepa), CEPBEPOB YIIPABJICHHUS




BUPTyaJIU3aLUCH

3CB.6

VYrpasieHue nepemMenieHueM BUPTyalbHbIX
MaIlvH (KOHTEHHEPOB) 1 00padaThIBaEMBbIX Ha
HUX JIAHHBIX

3CB.7

KoHTpOJIb 1IET0CTHOCTH BUPTYAJIbHOM
UHPPACTPYKTYPHI U €€ KOHUrypauu

3CB.8

Pe3epBHOE KOUPOBAHNE NAHHBIX,
pE3EepBUPOBAHNE TEXHUYECKUX CPENICTB,
IPOrPaMMHOTO 00ecrieueHs] BUPTYaJIbHOM
UHPPACTPYKTYPHI, a TAK)KE KAHAIOB CBSI3U
BHYTPH BUPTYaIbHOU HHPPACTPYKTYPHI

3CB.9

Peanusanus u ynpasiieHHEe aHTUBUPYCHON
3alIUTON B BUPTYAIbHOM HHPPACTPYKTYpE

3CB.10

Paz0Ouenue BupTyanbHONH HHPPACTPYKTYpPhI HA
CErMEHTHI (CerMEHTHPOBAHNE BUPTYaIbHOM
UHOPACTPYKTYPHI) U1t 00paboTKH
nH(OPMAaLUU OTAETHHBIM MOJIb30BaTENIEM U
(nyn) rpymnmnoil nonp3oBarenei

XII. 3amuTa TEXHUIECK X CPEACTB

(3TC)

3TC.1

3amuTa nHpopmanuu, oopadaTsiBaeMoit
TEXHUYECKUMHU CPEICTBAMH, OT €€ YTEUKH I10
TEXHUYECKUM KaHaJlaM

3TC.2

Opranuzanus KOHTPOJIUPYEMOW 30HBI, B
npeenax KOTOpoi MOCTOSHHO Pa3MelaloTCs
CTallMOHAPHBIE TEXHUYECKHUE CPEICTBA,
oOpabarsiBaronue HHGOPMaIUIO, U CPEICTBA
3alIUTHl MH(QOpPMAIH, a TAKXKE CPEJICTBA
obecrieyeHus: QYHKIIMOHUPOBAHUS

3TC.3

Kontpons u ynpasnenue Gpu3nueckum
JOCTYTIOM K TEXHUYECKHUM CPEJCTBaM,
CpeACTBaM 3aIlIUThl HHPOPMALIUH, CPEICTBAM
obecriedeHus1 (PYHKIIMOHUPOBAHUS, a TAKXKE B
IIOMEILEHUS U COOPY>KEHHUSI, B KOTOPBIX OHU
YCTaHOBJIEHBI, UCKJIFOYAIOIINE
HECAHKIMOHUPOBAHHBINA (PU3NYECKUN JOCTYH K
cpeacTBaM 00paboTKH HH(pOpMaIu,
CpeACTBaM 3aIlUThl HHPOPMALIUU U CPEJICTBAM
obecriedeHus: (PyHKIIMOHUPOBAHUS
MH(POPMAIIMOHHOIN CUCTEMBI M TOMEIICHUS U
COOPYKEHMsI, B KOTOPbIX OHHM YCTaHOBJIEHBI

3TC.4

Pa3merienue ycTpoiicTB BHIBOAA
(oToOpaxkenus) MH(pOpMAIUH, UCKITIOYAIOIEe
€€ HEeCAaHKIIMOHUPOBAHHBIM IPOCMOT]

3TC.5

3amuTa OT BHEIIHUX BO3JEHCTBUN
(BO31€HCTBUI OKpYXAIOLIEH Cpeibl,
HECTaOMIILHOCTH JICKTPOCHAOKEHMS,
KOHJAWIIMOHUPOBAHMSI U UHBIX BHEIIHUX
(baxTOpoB)




XIII. 3amuTa uHPOPMAITUOHHOH CUCTEMEI, €6 CPEACTB, CHCTEM CBSI3H U Mepefavyu JaHHBIX

(3UC)

3UC.1

Paznenenue B nH(pOpMAIMOHHOH cucTeMe
(GyHKUIMH TIO yTIpaBIICHUIO
(aIMHUHHCTPUPOBAHUIO) UH(OPMAITMOHHOMH
CUCTEMOH, YIIPABIICHUIO
(aAMUHUCTPUPOBAHUIO) CUCTEMOMN 3aIUThI
uHpopmanuu, GyHKIUH Mo oopadboTke
MH(OPMALIUU ¥ UHBIX QYHKIUI
MH(POPMALIMOHHON CHCTEMBI

+

+

3UC.2

IIpenoTBpaleHne 3aAepKKHA WK IIPEPHIBAHUS
BBITIOJTHEHUS IIPOLIECCOB C BEICOKUM
IIPUOPUTETOM CO CTOPOHBI IIPOLIECCOB €
HU3KHUM [IPUOPUTETOM

31C.3

ObecnieueHne 3auIUThl UHGOPMAIH OT
PacKpBITHs, MOAU(DUKALIUY U HABA3bIBAHUS
(BBOIIA JTOXKHOU MH(POPMALIUH) TIPU €€
nepeaaye (MOArOTOBKE K Mepeiaye) mo
KaHaJlaM CBSI3U, HIMEIOIINM BBIXO/I 32 TIPEAEIbI
KOHTPOJIUPYEMOH 30HBI, B TOM YHUCIIE
0ecIpOBOTHBIM KaHAJIAM CBSI3H

3UC.4

ObecrieyeHre TOBEPEHHBIX KaHasa, MapIIpyTa
MEXIy aIMUHUCTPATOPOM, TIOJIb30BATENIEM U
CpeICTBaMU 3alIUTHl HHPOPMAITIH
(pyHKIIESIMEU 0€30MTACHOCTH CPEICTB 3aIIUThHI
uHpOpMaIHN)

3UC.5

3anpeTr HECAaHKIIMOHUPOBAHHOM YJaJIEHHOMN
aKTHBAIIMM BUCOKaMep, MUKPO(QOHOB U UHBIX
nepuepuiHbBIX YCTPOMCTB, KOTOPhIE MOTYT
AKTUBUPOBATHCS yAAIECHHO, U OIIOBELICHUE
MOJIb30BaTeNe 00 aKTUBAIIMU TaKUX
YCTPOMCTB

3UC.6

[lepenaya 1 KOHTPOJIb LETOCTHOCTH aTPUOYTOB
Oe3omacHoCTH (METOK O€30MaCHOCTH),
CBSI3aHHBIX ¢ HHpOpMaLuei, mpu oOMeHe
uHpopManuei ¢ UHBIMU HHPOPMALMOHHBIMU
crucTeMaMu

3UC.7

KOHTpob CaHKIIMOHUPOBAHHOTO U
HCKJIFOYEHHUE HECAHKLIHOHUPOBAHHOT O
MCTOJIb30BAHUS TEXHOJIOT M MOOMIIBHOTO
KO/1a, B TOM YHUCJI€ PETUCTPALUs COOBITHH,
CBSA3aHHBIX C UCIIOJIb30BAHUEM TEXHOJIOIUHI
MOOMIJIBHOTO KOJ[a, X aHaJlu3 U pearupoBaHue
Ha HapyIIECHMs, CBA3aHHbBIE C UCIIOJIB30BAHUEM
TEXHOJIOTUH MOOMIIBHOTO KOJIa

3UC.8

KOHTpob CaHKIIMOHUPOBAHHOTO U
HCKJIFOUEHHE HECAHKLIHOHUPOBAHHOT O
HCIIOJIb30BAHUS TEXHOJIOIUH IIEpelay peun, B
TOM YHCJIE PErUCTpaIysi COOBITUH, CBSI3aHHBIX




C UCIIOJIB30BAaHUEM TEXHOJIOTU ITepeadn
peuu, UX aHaJIu3 U pearupoOBaHUE Ha
HapyIICHHUs, CBA3AHHBIE C UCIIOJIb30BAHUEM
TEXHOJIOTUH NIEpPEelayu peun

3UC.9

KoHTpoJib CAaHKIIMOHUPOBAHHOM U UCKIIIOUEHUE
HECaHKI[MOHUPOBAHHOU Mepeaaun
BUJICOMH(OPMAIINH, B TOM YUCJIE PETUCTPALIUS
COOBITHIA, CBSI3aHHBIX C TIepeaadeit
BUJICOMH(DOPMAIINH, UX aHATH3 U
pearupoBaHe Ha HAPYIICHUS, CB3aHHBIE C
nepeaayeil BuaeonHpopmManuu

31C.10

[ToaTBepx1eHNE TPOUCXOKICHUS UCTOYHUKA
uH(OpMaINH, TTOTy4aeMoii B Tipoliecce
OTIpeJICIIEHUS CETEBBIX aJIPECOB 110 CETEBBIM
HMCHaM HUJIU OMPCACIICHUSA CCTCBBIX UMCH I10
CETEBBIM ajJipecam

3UC.11

ObecrieyeHre MOTUHHOCTU CETEBBIX
COEJIMHEHM (CEaHCOB B3aUMOJCICTBHUA), B TOM
YUCJIe JUIS 3alIUTHI OT MOAMEHBI CETEBBIX
YCTPOMCTB U CEPBUCOB

31C.12

HckmoueHre BO3MOKHOCTH OTPHULIAHUS
noJib30BaTeneM (hakta OTHpaBKU HHPOPMALIUN
JAPYTrOMY TOJIb30BATEIIO

31C.13

HcxiroueHre BO3MOXKHOCTH OTPULIAHUS
noJib30BaTeNeM (hakta MmoxydeHus
uH(GOPMALMU OT APYTOro MOJIb30BATEIS

31C.14

Hcnons3oBanue yCTpOUCTB TEPMUHAIBHOTO
aocTyna Juist 06paboTku uHpopMaIH

3UC.15

3amuTa apxuBHBIX (hailyioB, MapaMeTpoB
HACTPOUKHU CPEJCTB 3alUThl MH(OpMAIK U
nporpaMmMHOI 0 obecrieueHus U NHBIX JaHHBIX,
HE MOJUIKAIINX U3MEHEHUIO B MIPOLIECCe
00paboTKu HHpOpMAITUH

3UC.16

BrisiBnenue, ananu3 U 6JOKMpOBaHUE B
MH()OPMAIIMOHHOW CUCTEME CKPBHITHIX KAaHAIOB
nepenaun uHGopmauu B 06x0.1
pealM30BaHHBIX MEp 3aIIUTHI HH)OpMAITHH
WM BHYTPH Pa3peIIeHHBIX CETEBBIX
MIPOTOKOJIOB

3UC.17

Pazbuenue nHbOpMaIMOHHON CHCTEMBI Ha
CETMEHTBHI (CerMEHTHPOBAHUE
MH(OPMALIMOHHOM CUCTEMBbI) U 00ecTrieueHne
3alIUTHI IEPUMETPOB CETMEHTOB
MH(GOPMALIMOHHON CHCTEMBI

3UC.18

ObecnieueHne 3arpy3Ku U UCTIOJIHEHUS
MPOrPAMMHOTO OOECTICUEHUS C MAIIMHHBIX
HocuTeNel HHPOPMaINK, JOCTYIHBIX TOJBKO
UL YTCHUSA, U KOHTPOJIb HCJIOCTHOCTU JAHHOT'O
IPOrpaMMHOT0 00ecTieUeHHsI




31C.19

N3omnsauus nporeccoB (BbIOIHEHUE
MIPOrpaMM) B BBIICJICHHOW 00JacTH MaMsTH

31C.20

3amuTa 6ecrpOBOHBIX COSAMHECHU,
MIPUMEHSIEMBIX B HHPOPMAIIMOHHOUW CUCTEME

31C.21

HcxiroueHne 10CTyIa 1mojas30BaTells K
uH(pOpMalKY, BOSHUKIIEH B pe3yibTarTe
JNEUCTBUN NPEBIIYIIETO II0JIb30BATEIIS Yepes
peecTpsl, ONEPATUBHYIO NIaMSATh, BHEIIHUE
3aIlIOMHMHAIONINE YCTPONUCTBA U HHBIE 00IIHe
JUISL TIOJIb30BATENIEU peCypChl
MH(OPMALIMOHHON CUCTEMBI

31C.22

3amuTa nHPOPMALIMOHHON CUCTEMBI OT YTPO3
6e3onacHOCTH MH(POPMALIUHY, HAITPABICHHBIX
Ha OTKa3 B 00CITy>KWBaHUH WH(POPMAIIMOHHOMN
CHCTEMBI

31C.23

3amura nepumerpa (puznyeckux u (Win)
JIOTUYECKUX T'PaHMI]) HTHPOPMALMOHHOM
CUCTEMBI IIPU €€ B3aUMOJACHUCTBUU C UHBIMU
MH(OPMALIMOHHBIMH CUCTEMaMU U
MH(POPMAIMOHHO-TEIEKOMMYHUKAMOHHBIMU
CETSIMU

31C.24

[IpekpaiieHue ceTeBbIX COEIMHEHUMN 110 UX
3aBEPILICHUH WU IO UCTEYEHUHU 3aJaHHOTO
OIepaToOpOM BPEMEHHOI'O MHTEpPBAJIA
HEAKTUBHOCTHU CETEBOI'O COCIMHEHUS

3UC.25

Hcnonb3oBanue B UHOOPMAIIMOHHON CHCTEME
WM €€ CETMEHTAaX Pa3JIM4HbIX TUIIOB
00IIECUCTEMHOT0, TPUKIIAJHOTO U
CIELUATBHOTO MMPOrPaMMHOI0 00eCTIeYeHHUs
(co3gaHue reTeporeHHoN Cpeibl)

31C.26

Hcnons3oBanue NPUKIAIHOTO U CIELUATIBHOTO
MPOrPaMMHOTO 00eCIIeUeHUsI, UMEIOIINX
BO3MOKHOCTh ()YHKIIMOHHPOBAHUS B Cpesiax
Pa3JIMYHBIX ONEPALMOHHBIX CUCTEM

31C.27

Coznanue (AMYJISIHS) JIOKHBIX
MH()OPMAIIMOHHBIX CHCTEM WITH UX
KOMITOHEHTOB, IIPETHA3HAYCHHBIX IS
OOHApYKEHHsI, PETHCTPAINH U aHAIIA3a
JNEUCTBUN HAPYILIUTENIEH B IIPOLIECCE
peanmzanuu yrpo3 6e3omacHocTi HHGOpMaIUU

31C.28

Bocnpoussenenue 10KHBIX U (MJIM) CKPBITHE
MCTHHHBIX OTAETIBHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTUH U (WJIN)
CTPYKTYPHO-(DYHKITHOHAJIBHBIX XapaKTEPHUCTUK
MH(POPMALIMOHHON CUCTEMbI MJIH €€ CETMEHTOB,
o0ecrieunBaroIee HaBSI3bIBAHUE HAPYIIUTEIIO
JIOXKHOT'O TIPECTaBICHUsI 00 HCTUHHBIX
MH(POPMAIIMOHHBIX TEXHOJOTHIX U (MIIN)
CTPYKTYpPHO-()yHKIIMOHAIBHBIX
XapaKTePUCTUKAX HHPOPMAITMOHHOM CUCTEMBI




3UC.29 [TepeBoa MHGOPMAITMOHHON CUCTEMBI WU €€
YCTPOMCTB (KOMIIOHEHTOB) B 3apaHee
OTIpeIeNIEHHYI0 KOH(HUTypaIHIo,
00eCTIeUnBaOINYIO 3alUTy WH()OpPMALIUU, B
clly4ae BOSHHMKHOBEHHUU OTKa30B (cOOEB) B
crcTeMe 3aIluThl HHPOpMaIuu
MH(POPMALIMOHHON CHCTEMBI

31C.30 3amuTa MOOMIBHBIX TEXHHUECKUX CPEICTB, + + +
MPUMEHIEMBIX B HHPOPMAIIMOHHOMW CUCTEME

"+" - Mepa 3amuThl HHQOPMAIMK BKIIIOYEHA B 0a30BbII HAOOP Mep AJIsl COOTBETCTBYIOIIETO Kilacca
3aUIUIEHHOCTH WH(POPMAIIMOHHON CUCTEMBI.

Mepsbl 3amuthl uHGOpMAIMU, HE O00O03HAYEHHBIC 3HAKOM '+, MPUMEHSIOTCS TpU aJanTaIuu
6a3oBoro Habopa Mep M YTOYHEHHMHU aJalTUPOBAHHOTO 0a30BOro Habopa Mep, a Takke Ipu pa3paboTKe
KOMIICHCUPYIOIIMX Mep 3alUThl HHPOpPMalui B MHPOPMALIMOHHONW CHCTEME COOTBETCTBYIOIIETO Kiacca
3alUIEHHOCTH.
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