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3apeructpupoBano B Muntocte Poccun 14 mag 2013 r. N 28375

OEONEPAJIbHAA CITYXBA N0 TEXHUHECKOMY U 3KCMOPTHOMY KOHTPOIJIHO

NMPUKA3
ot 18 cheBpans 2013 r. N 21

Ob YTBEPXOEHUN COCTABA U COOEPXAHUA
OPITAHU3AUNOHHbLIX U TEXHUYECKUX MEP NO OBECNEYEHUIO
BE3OIMNACHOCTWU NEPCOHAJIbHbLIX OAHHbLIX NMPU UX OBPABOTKE
B MUH®POPMALIMOHHbLIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbLIX

CrnuCcOK N3MEHSIONINX TOKYMEHTOB
(B pexn. Ilpukaza ®CTOK Poccun ot 23.03.2017 N 49)

B cootBercTtBuM ¢ yacThio 4 cTathu 19 denepanbHoro 3akona ot 27 utonst 2006 r. N 152-03 "O
nepcoHanbHBIX MaHHBIX" (Cobpanue 3akoHomarenscTBa Poccuiickoit @enepammu, 2006, N 31, cT. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, c1. 4173, ct1. 4196; N 49, ct. 64009;
2011, N 23, ct. 3263; N 31, cr. 4701) u Ilonoxenuem o DenepanbHON CIIyk0€ MO TEXHUYECKOMY M
SKCIIOPTHOMY KOHTPOJIIO, YTBEpKAeHHbIM YKa3zoM IIpesuaenta Poccuiickoit @enepaunu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akoHomarenscTBa Poccuiickoit @eneparuu, 2004, N 34, cr. 3541; 2006, N
49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, cT. 818), mpuka3biBaio:

1. YtBepauth mpunaraembie CocTaB M COAEp)KaHUE OPraHU3AIMOHHBIX U TEXHHYECKUX Mep 0
o0ecriedeHnIo 6e30MacCHOCTH NEePCOHANBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMALMOHHBIX CHCTEMAax
NEPCOHATBHBIX JJAHHBIX.

2. Ilpusnate yrpatuBmmM cuiy npukaz3 @CTIK Poccum ot 5 ¢espans 2010 r. N 58 "O6
yTBepkJIeHHH [lonoKeHns: 0 MeToax U crocodax 3amuThl HHPopMaIu B HH(HOPMAIIMOHHBIX CUCTEMAX

NEepCOHANBHBIX NaHHBIX" (3apeructpupoBan MunioctoM Poccun 19 despans 2010 r., perucTpainOHHBIH
N 16456).

Jupexrop

denepanbHOM CIykKOBI [0 TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepKICHBI
npukazoM ®CTIOK Poccun
ot 18 deBpans 2013 r. N 21
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COCTAB U COAEPXXAHUE
OPITAHU3AUMNOHHbLIX U TEXHUYECKUX MEP NO OBECNEYEHUIO
BE3OIMNACHOCTU NEPCOHAJIbHbLIX OAHHbLIX NMPU UX OBPABOTKE
B MUHPOPMALIMOHHBLIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CrnuCcOK N3MEHSIONINX TOKYMEHTOB
(8 pexn. Ilpukaza ®CTOK Poccun ot 23.03.2017 N 49)

1. O0wmume nonoxeHus

1. HacTosimmii TOKyMeHT pa3paboTaH B COOTBETCTBHHU € 4acThio 4 ctaThi 19 DenepanbHOro 3akoHa
ot 27 urons 2006 r. N 152-03 "O nepconanbubix AaHHbBIX" (CoOpanue 3akoHoAaTenscTBa Poccuiickoit
®epnepauun, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, cT. 6439; 2010, N 27, ct. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cr. 3263; N 31, ct. 4701) 1 ycTaHaBIMBAaEeT COCTaB U
COJZIep)KaHHE OPTaHM3AaLMOHHBIX U TEXHHUYECKHMX MEp MO O0eCledyeHHI0 Oe30MacHOCTH IMEePCOHATBHBIX
JAHHBIX TPU UX 00pabOTKE B MH(POPMALMOHHBIX CUCTEMax IMEPCOHAJBHBIX JAHHBIX (Janee - Mephbl 10
o0ecrieyeHnIo 0e30MacHOCTH TMEePCOHANBHBIX JAHHBIX) U1 KaXJO0TO M3 YPOBHEH 3allMIIEHHOCTH
NEPCOHATBHBIX JAHHBIX, YCTAHOBICHHBIX B TpeOOBaHMSAX K 3alUTe MEPCOHAIBHBIX NAHHBIX MPH HUX
00paboTke B MH(OPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX JaHHBIX, YTBEPKICHHBIX MOCTAaHOBJIECHUEM
[TpaButenbctBa Poccuiickoit @eneparuu ot 1 HosiOps 2012 r. N 1119 (CoOpanue 3aKoHOAATEIHCTBA
Poccuiickoit ®enepanuu, 2012, N 45, ct. 6257).

Mepbl o O0O0CCIeUYeHUI0 0e30MacHOCTH NEPCOHAJIBHBIX HOAHHBIX MPUHHUMAIOTCA [JIsI 3alllUThI
NEPpCOHANIBHBIX JAaHHBIX OT HCIOPABOMCPHOI'0 HIIN CquaﬁHOFO AOCTyIla K HHUM, YHHYTOKCHHA,
HU3MCHCHHUA, 6J'IOKI/IpOBaHI/I5I, KOIMMUPOBAHUA, MMPECAOCTABJIICHUSA, PACIIPOCTPAHCHUSA ICPCOHAJIIBHBIX HAHHBIX,
a TaK’KC OT MHBIX HCIIPABOMCPHBIX ,Z[CflCTBHfI B OTHOLICHUU NTCPCOHAJIBHBIX JaHHBIX.

B mHacrosimem JOKyMEHTE HE pacCMaTpUBAIOTCS BOMPOCHI oOecrieueHHss Oe30MacHOCTH
NEPCOHAJBHBIX JIAHHBIX, OTHECEHHBIX B YCTAaHOBJICHHOM TIOpPSJIKE K CBEIEHHSIM, COCTaBISIOIIUM
rOCYyJapCTBEHHYIO TaifHy, a TakKe Mepbl, CBS3aHHbBIE C MPUMEHEHHEM IIU(PPOBAIBHBIX
(xpunTorpadu4ecKrx) CpeaCTB 3aLIUTH HHOOPMAIIH.

2. be3onmacHOCTb NEPCOHAIBHBIX JAHHBIX IMPU HUX 00paboTKe B HMHMOPMAIIMOHHOM CHCTEME
NEPCOHATBHBIX JaHHBIX (Hanee - HMH(OpMAIMOHHAS cHcTeMa) O00eCHeuMBaeT OMepaTop WM JIUIO,
ocymIecTBIIstonIee 00pabOTKYy MEPCOHANBHBIX AAHHBIX MO TMOPYYEHHUIO OlepaTropa B COOTBETCTBHU C
3aKoHOaTenbCcTBOM Pocculickont denepanu.

s BeIMONHEHHs pPaboT To olecreueHnto Oe30MacHOCTH TEePCOHANBHBIX JAHHBIX MPH UX
00paboTke B MH(DOPMAIIMOHHOW CHCTEME B COOTBETCTBUU C 3aKOHOAATENhCTBOM Poccuiickoit denepammu
MOTYT TIPUBJIEKaTbCs HA JOTOBOPHOM OCHOBE IOPUAMYECKOE JMUO WM HWHAWBUIyaJIbHbIN
MpePUHIMATENh, UMEIOIIHNE JTUIICH3UIO Ha JeSTeNbHOCTD M0 TEXHUYECKOW 3aIUTe KOH(UICHIIHATLHOMU
uHpOpMaIKH.

3. MepsI o obecnieueHH0 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX PEATHU3YIOTCS B PAMKAX CHCTEMBI
3alIUTHl TEPCOHAIBHBIX JaHHBIX, CO3/1aBaéMOW B COOTBETCTBUM ¢ TpeOoBaHMAMHU K 3allIHTe
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NEPCOHATBHBIX JaHHBIX MpPU UX 00paboTke B MH(MOPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAHHBIX,
yTBEepKIEeHHBIMU TocTaHoBIeHHEM [IpaBurensctBa Poccuiickoit @eneparun ot 1 nHosiOps 2012 1. N
1119, 1 noKHBI OBITH HAIIPABIEHBI HA HEUTPAIM3AIMIO AKTYAJIBHBIX YIPO3 0€30IaCHOCTH NEPCOHATBHBIX
JAHHBIX.

4. Mepbl no oOecrnieyeHHI0 O€30MACHOCTH MEPCOHANBHBIX JAHHBIX PEATM3YIOTCS B TOM YHCIE
MOCPEJICTBOM IPUMEHEHHUsI B UH()OPMAIIMOHHON CUCTEME CPEACTB 3aIUTHl MH(POPMAIIUH, MPOIIEAIINX B
YCTAQHOBJICHHOM IIOPSIAKE IIPOLELYpPY OLICHKM COOTBETCTBHUS, B CIydasX, KOIJa IIPUMEHEHUE TaKUX
CpeACTB HEOOXOIMMO Il HEUTpalu3aliy akTyalIbHBIX Yrpo3 0€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX.

Koncynprantllntoc: npumeyanue.
Hyw™mepanust myHKTOB J1laHa B COOTBETCTBUU C OPHUIUAIBHBIM TEKCTOM JOKYMEHTA.

6. Ouenka 3(p(PeKTUBHOCTH pealM30BaHHBIX B paMKaX CHUCTEMBI 3aIIMThI MEPCOHAIBHBIX JAHHBIX
Mep 1o o0ecTeyeHn0 OEe30MaCHOCTH MEPCOHATIBHBIX JAHHBIX IMPOBOAUTCS ONEPATOPOM CaMOCTOSITEIHHO
WIM C TPUBJICYCHHMEM Ha JIOTOBOPHOW OCHOBE IOPUAMYECKUX JIMI M  WHAWBHUIYaJIbHBIX
IpeanpuHIMAaTeIel, UMEIOIMX JHUIEH3UI0 Ha OCYIIECTBICHHE IEATENbHOCTU 1O TEXHHYECKOH 3aIiuTe
KOH(pHICHIIMATBHON HHPOPMAIIUK. YKa3aHHAas OIICHKA IPOBOIUTCS HE peXe OJHOTro pas3a B 3 roja.

7. Mepsl mo o0ecredeHnI0 OE30MacCHOCTH MEepPCOHANBHBIX MJAaHHBIX IPH HX 00paboTke B
rOCYJapCTBEHHBIX MH(POPMALMOHHBIX CHCTEMax IMPHUHUMAIOTCS B COOTBETCTBHHM C TPeOOBaHHUAMHU O
3amTe  MHQOpPMALMM,  COJAEpKAaIleHCs B TOCYNAapCTBEHHBIX  HMH(GOPMAIMOHHBIX  CHCTEMaXx,
ycra"aBiuBaeMbiMu @CTOK Poccun B nipenenax cBOMX MOJTHOMOYUN B COOTBETCTBUU C YaCThIO 5 CTaTbU
16 ®enepanpHoro 3akona or 27 wutonsg 2006 r. N 149-03 "O6 undpopmanuu, HHPOPMALUOHHBIX
TexHoJorusx u o 3amute uHpopmarmu" (Cobpanue 3akoHonarenbcTBa Poccuiickoit @enepannu, 2006,
N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

II. CoctaB u cogepxanue Mep 1o obecrnedeHno 6e30MacHOCTH
NEPpCOHAIBHBIX JAaHHBIX

8. B cocraB mep mo obecnieueHNI0 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX, pEalu3yeMbIX B paMKax
CHCTEMBI 3aIUTHI MEPCOHATBHBIX JAHHBIX C YUYETOM aKTYaJbHBIX YIpo3 O€30MacHOCTH MEePCOHATBHBIX
JAHHBIX U IPUMEHSAEMBIX HH()OPMAIIMOHHBIX TEXHOJIOT UM, BXOIST:

UACHTU(UKAIMS U ayTeHTU(UKAIUS CyObEKTOB JIOCTYIAa M OOBEKTOB JIOCTYIIA;
yIpaBJIeHUE JOCTYIIOM CYOBEKTOB JIOCTYyIa K 00BbEKTaM JI0CTYTIa;
OrpaHUYEHHUE MPOTPAMMHOMN CpPEJIbI;

3alIUTa MaUIMHHBIX HOCHTENeH HH(OpMaluM, Ha KOTOPBIX XpaHATCS U (Win) oOpabaTbIBaroTCs
IIEPCOHANIbHBIE JAHHBIE (JaJIee - MAIIMHHBIE HOCUTENH IIEPCOHAIBHBIX IaHHBIX);

perucrparus coObITUI 6€30MaCHOCTH;

AHTUBUPYCHAs 3aILUTA;

KOHcyﬂbTaHTHJﬂOC www.consultant.ru Crpanuua 4 u3 20

HaJeKHAsl IPaBOBasl MOJAEPKKA


http://www.consultant.ru/
http://www.consultant.ru/

Ipuka3z ®CTIOK Poccun ot 18.02.2013 N 21
(pen. ot 23.03.2017)
"O6 ytBepxaennn CocTaBa U COEPIKaHHS OPTaHU3AHOHHBIX U TEXHH. ..

Joxyment npenoctasier Koncynsrantlloc
Jlata coxpanenus: 31.07.2018

oOHapy>keHHe (IPeJOTBPAICHNE) BTOPKEHUH;

KOHTPOJIb (aHaJIK3) 3aIlUIIEHHOCTH IEPCOHAIBHBIX TaHHBIX;

obecrieyeHre 1eT0CTHOCTH HH(POPMAITMOHHOW CHCTEMBI U MIEPCOHANIBHBIX JTAHHBIX;
o0ecrieyeHre TOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3allUTa CPebl BUPTyalu3aluy;

3alUTa TEXHUYECKUX CPEJICTB;

3anIuTa THPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepe/laun JaHHBIX;

BBISIBJICHHE MHLUACHTOB (OJHOTO COOBITUS WIJIM TPYMIBI COOBITHUIH), KOTOpPBHIE MOTYT MPUBECTH K
cOOsIM MITM HapyIIECHHIO (YHKIMOHMPOBAHUS MH()OPMAIIMOHHOW CHUCTEMBI M (WJIM) K BO3HHUKHOBEHHIO
yrpo3 0e30MacHOCTH NMEePCOHANBHBIX TAaHHBIX (J1aee - MHIMJICHTHI), 1 pearupoBaHKe Ha HUX;

yrnpaBieHue KoHpurypauueil MH(OPMAIMOHHONM CHUCTEMBI M CHCTEMBl 3aIIUTHI MEPCOHATBHBIX
JAHHBIX.

CoctaB u conepkanue Mep 1mo odecnedeHno 0€30MacHOCTH MEePCOHATBHBIX TaHHBIX, HEOOXOAMMBIX
Ui OOECTIeUeHUs] KaXKJIOTO W3 YPOBHEH 3alllUIIEHHOCTH TEPCOHAIBHBIX JaHHBIX, MPUBEACHHI B
MPUIOKEHUU K HACTOALIEMY TOKYMEHTY.

8.1. Mepsl mo uueHTH(PUKALUU U ayTEHTU(UKAUN CYyOBEKTOB JOCTyNa U OOBEKTOB JIOCTYIIa
JOJDKHBI  O0ecrieunBaTh MPUCBOCHUE CYObEKTaM M OOBEKTaM JIOCTyNa YHUKIBHOTO IpU3HAKa
(umentuduKaropa), cpaBHEHUE MPEIBIBILIEMOr0 CyOBEKTOM (0OBEKTOM) HOCTyIa HISHTHU(HUKATOpA C
NepeYHEM NPHUCBOCHHBIX HJICHTH(PUKATOPOB, a TaKXKe MPOBEPKY NMPHHAICKHOCTH CYOBEKTy (0OBEKTY)
JOCTYyIa MPEAbIBICHHOTO UM HIEHTH(UKATOpA (MTOATBEPKACHUE TOATUHHOCTH).

8.2. Mepbl 1HO YNpaBIEHHUIO JOCTYIIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTYyNa JOJDKHBI
o0ecrieunBaTh yMpaBJICHUE MpaBaMHU U TNPHUBHIETUSMU CYOBEKTOB JOCTYIA, pa3rpaHUuYEHHE JOCTyIa
CyOBEKTOB J0CTyna K 0OBbEKTaM JI0CTyIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B MH(OPMAIIMOHHOM
CHCTEME MpaBWJI PasTpaHUYEHUs JIOCTYINa, a TaKkKe oOecreynBaTh KOHTPOJb 3a COONIONECHHEM ATHUX
MpaBUIL.

8.3. Mepbl 10 OrpaHUYEHHUIO MPOTPAMMHON Cpelbl MOJDKHBI OOECIeYrBaTh YCTAHOBKY M (WJIH)
3allyCK TOJIBKO pa3pelIeHHOr0 K HCIOJIb30BAHUIO B HMH(DOPMAIMOHHOW CHCTEME MPOrpPaMMHOIO
oOecrieyeHnsT WM HCKJII0YaTh BO3MOXKHOCTh YCTAaHOBKM M (WJIM) 3alycKa 3alpelieHHOro K
UCTOJIb30BAHUIO B MHPOPMALIMOHHON CHCTEME MPOrPaMMHOI0 00ECTICYeHHUSI.

8.4. Mepbl 1O 3alUTe MAIIMHHBIX HOCHUTENIEH MEPCOHAJBHBIX JaHHBIX (CPEACTB OOpPabOTKH
(XpaHEeHMsI) IEPCOHAIBHBIX JAaHHBIX, ChEMHBIX MALIMHHBIX HOCUTENEH NEPCOHAIBHBIX JAHHBIX) AOJKHBI
HCKJII0YaTh BO3MO)KHOCTh HECAHKIIMOHMPOBAHHOIO JIOCTYIIA K MAIIMHHBIM HOCHUTEJSAM U XPaHALIMMCS Ha
HUX TIEPCOHAJIBHBIM JAaHHBIM, & TAKX€ HECAHKIIMOHUPOBAHHOE HCIIOJIb30BAHME CBHEMHBIX MAaIIMHHBIX
HOCHTEJIEH NEPCOHAIBHBIX JAHHBIX.

8.5. Mepbl MmO perucTpanuu CcoOBITHH 0€30MacHOCTH JIOJDKHBI obOecrednBaTh cOOp, 3alHCh,
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XpaHeHHEe M 3alUTy UHPOPMAIMU O COOBITHAX O€30MacCHOCTH B MH(POPMAIMOHHOW CHCTEME, a TaKkKe
BO3MOKHOCTB IIPOCMOTpA U aHaK3a HH(POPMAIIH O TAKUX COOBITUSAX U PearupoBaHUE HA HUX.

8.6. Mepbl 0 aHTUBUPYCHOM 3aIIMTE JOJDKHBI 00ecleunBaTh OOHapyKeHHE B MHPOPMALMOHHOM
CHCTEME KOMITBIOTEPHBIX MpOrpaMM JHOO WHOW KOMIBIOTEPHON HH(OpMALUU, MpeIHa3HAueHHON My
HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS, OJOKMPOBAaHUSA, MOAU(DUKAIIMHN, KOMMPOBAHUS KOMIBIOTEPHOU
uHbOpMAllUM WM HEHTpalM3aluil CpeJICTB 3alluThl HHGPOpPMAlMK, a TakXKe pearupoBaHHE Ha
oOHapy>KeHHe ITHX IPOrpaMM U HH(OPMAITHH.

8.7. Mepsl 10 O0OHapyXeHUIO (MIPEIOTBPAICHUIO) BTOPKEHUU JOJDKHBI  OOECTIeunBaTh
oOHapy>KeHHe JeHCTBHI B HMH()OPMALMOHHOW CHUCTEME, HANpPaBICHHBIX HA HECAHKLUMOHUPOBAHHBIN
IOCTYHn K HH(pOpMAIMH, CIeUUalbHble BO3JCHCTBUS Ha WH(POPMALMOHHYIO CUCTeMy W (WJIH)
NEpCOHAJbHBIC JAHHBIE B LEJSAX NOOBIBAHUS, YHHYTOXKEHUS, MCKAKEHHs M OJOKMPOBAaHHUS JOCTyMHa K
IIEPCOHAIBHBIM JAHHBIM, a TAKXKE PEarupOBaHUE HA AT JIEHCTBUS.

8.8. Mephbl 10 KOHTPOJIIO (aHAIN3Y) 3alUIIEHHOCTH MEPCOHATBHBIX JAHHBIX JOJKHBI 00eCcTIeYrBaTh
KOHTPOJIb YPOBHSI 3AIIMIIEHHOCTH IEPCOHAIBHBIX JaHHBIX, 00pabaThiBaéMbIX B HH(OpMAIIMOHHON
CUCTEME, IIyTeM IMPOBEACHUS CUCTEMAaTHYECKUX MEPOIPHUATUH 10 aHAIU3y 3allUIICHHOCTH
MH(POPMAIIMOHHON CHUCTEMBl M TECTUPOBAHUIO pabOTOCIIOCOOHOCTH CHUCTEMBI 3aIUTHl MEPCOHAIBHBIX
JAHHBIX.

8.9. Mepsbl 1o obecrieueHHIo eTOCTHOCTH MH(POPMALMOHHON CHCTEMBl U NMEPCOHAIBHBIX JTAHHBIX
JOJDKHBL  o0ecrieunBaTh OOHapy)XeHHE (PAKTOB HECAHKIMOHUPOBAHHOIO HAPYIICHHUS IEIOCTHOCTH
MH(POPMALIMOHHON CHCTEMBl U COJEPXKAIIUXCA B HEW MEPCOHAJBHBIX JAHHBIX, @ TaK)XE€ BO3MOKHOCTH
BOCCTAHOBJICHHSI HH(OPMAIIMOHHON CUCTEMBI M COJCPIKALUXCS B HEH NEPCOHATBHBIX JaHHBIX.

8.10. Mepsl mo oOecmeyeHHI0 JOCTYMHOCTH TNEPCOHAIBHBIX JaHHBIX JOJDKHBI 00€CIeunBaTh
aBTOPHM30BAHHBIA JOCTYI I0JIb30BATeNCH, UMEIOIUX IpaBa MO JOCTYNY, K MEPCOHAIBHBIM IaHHBIM,
colepkauuMcss B MHGOPMAIMOHHOM  cucTeMe, B  INTaTHOM peXuMe (YHKIHOHUPOBAHUS
MH(POPMAIIMOHHON CUCTEMBI.

8.11. Mepbl 1o 3amure cpeapl BUPTyaIM3alMU JOJDKHBl HMCKIIOYATh HECAHKLIMOHHPOBAHHbBIN
JIOCTYH K TIEpCOHANBHBIM JaHHBIM, O0pabaThiBaéMbIM B BHUPTYaJbHOH MHQpACcTpyKType, U K
KOMIIOHEHTaM BUPTyaJIbHOW MH(PACTPYKTYphl U (WJIK) BO3/EHCTBHE HAa HUX, B TOM YHCIE K CPEACTBAM
YIpaBJICHUS BUPTYATbHOH MHPPACTPYKTYPOH, MOHUTOPY BHPTYaIbHBIX MALIMH (TUIIEPBU30PY), CUCTEME
XpaHeHHs aHHBIX (BKJIIOYAsh CHUCTEMY XpaHEHUsT OOpa3oB BUPTyaJbHOW HH(PPACTPYKTYpHI), CETH
nepefayn JaHHBIX 4Yepe3 DJEMEHThl BUPTYyalbHOW WM (PU3MUECKOW HWHQPPACTPYKTYpPbI, T'OCTEBBIM
OINEpPAllMOHHBIM CHCTEMaM, BHUPTYaJbHbIM MAallMHAM (KOHTEHHEpaMm), CUCTEME U CETU peIUIMKalUH,
TEPMUHAJIBHBIM ¥ BUPTY&JIbHBIM YCTPOWCTBAM, a TaKXE€ CHUCTEME pPE3EPBHOTO KOMHPOBAHUS U
CO3/1aBAEMBIM €10 KOIUSM.

8.12. MepblI 110 3aIIUTE TEXHHYECKUX CPEJCTB JOKHBI UCKITIOYaTh HECAHKIIMOHUPOBAHHBIN TOCTYII
K CTaI[MOHAPHBIM TEXHUYECKUM CpeACTBaM, 0OpabaThIBAIOIIMM IEPCOHATBHBIC JaHHBIC, CPEICTBaM,
obecrnieunBalOIUM (PYHKIIMOHUPOBAHUE HHPOPMAIMOHHON CHCTEMBI (Jajiee - CpeicTBa 0OecredeHUs
(YHKITMOHUPOBAHUS ), ¥ B TIOMEIICHHSI, B KOTOPBIX OHU TMOCTOSIHHO PACIOJIOKEHBI, 3aIUTY TEXHUUECKUX
CPEICTB OT BHEIIHHMX BO3JICHCTBUI, a TakKe 3allUTy MEPCOHAIBHBIX NAaHHBIX, MPEJCTABICHHBIX B BUC
MH()OPMATHUBHBIX AMEKTPUUIECKUX CUTHAIIOB M (PH3UIECKUX TOJIECH.
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8.13. MepsI o 3anuTe HHPOPMAITMOHHON CUCTEMBI, €€ CPECTB, CUCTEM CBSI3H U MEpeIadn TaHHBIX
JOJDKHBI  00€CIeYrBaTh 3allUTy MEPCOHANBHBIX JAHHBIX MPH B3aUMOACUCTBHH HH(POPMAIIMOHHON
CUCTEeMBl WIJIM €€ OTHCIbHBIX CETMEHTOB C HHBIMH HWH(GOPMAIMOHHBIMU CHCTEMaMu H
WH()OPMAIIMOHHO-TEIICKOMMYHUKAIIMOHHBIMU ~ CETSIMU  TOCPEJICTBOM  MPUMEHEHHS  apXUTEKTYPHI
MH()OPMAIIMOHHOW CUCTEMBl M TMPOCKTHBIX PENICHUN, HAMpaBICHHBIX Ha obOecredeHrne Oe30MacHOCTH
MEPCOHANBHBIX JIAHHBIX.

8.14. Mepsl MO BBIABICHUIO HMHIUICHTOB M PEAarMpoOBAaHUIO HAa HUX JOJDKHBI OOecreYnBaTh
oOHapy KeHHe, UACHTHU(PHUKAINIO, aHAJTN3 UHIUJICHTOB B MH()OPMAIIMOHHON CHCTEME, a TaKXKe MPHUHATHE
Mep II0 YCTPAHEHUIO U NMPEAYNPEKICHUIO NHIIUICHTOB.

8.15. Mepsl mo ynpaBieHHI0 KOH(pUTypauueid MHPOPMALMOHHON CHCTEMBI M CHUCTEMBI 3aIllUTHI
NEPCOHANBHBIX  JAaHHBIX  JIOJDKHBI  OOecleurMBaTh  YIpPABICHWE W3MEHEHHSIMHU  KOH(Uryparuu
MH(POPMALIMOHHON CHUCTEMbl W CHCTEMBl 3alUTHl TEPCOHAIBHBIX TaHHBIX, AHAINU3 MOTEHIMAIBLHOTO
BO3/ICWCTBUS TUIAHUPYEMbIX U3MEHEHHI Ha o0ecrieueHnue 6e30IacHOCTH MEPCOHATBHBIX JAHHBIX, a TAKKE
JOKYMEHTUPOBAHUE 3TUX U3MEHEHUN.

9. Beibop Mep no obecriedeHno 6€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX, MOMAISKAIINX PeaTH3aliu
B MH(POPMAIMOHHOH CUCTEME B PaMKaX CUCTEMBbI 3aLIUThHI IEPCOHABHBIX TAaHHBIX, BKITIOYAET:

orpeneneHre 6a30Boro Habopa Mep Mo odecrneueHuIo 0e30MaCHOCTH MEePCOHANBHBIX JaHHBIX JUIS
YCTQHOBJICHHOT'O YPOBHSI 3alIMIIICHHOCTH NEPCOHAIBHBIX JAHHBIX B COOTBETCTBUH C 0a30BBIMH HabOpaMu
Mep 1o obecreueHHIo O€30MaCHOCTH TEePCOHAIBHBIX JAHHBIX, NPUBEJICHHBIMH B NPUIOKEHUU K
HACTOAILEMY JTIOKYMEHTY;

amanranuio 0a30Boro Habopa Mep MO O0ECNEeYeHHIO OE30MaCHOCTH IMEPCOHATBHBIX JAHHBIX C
Y4E€TOM CTPYKTYPHO-(QYHKIIMOHATBHBIX XapPAKTEPUCTUK HHPOPMAIMOHHON CHCTEMbI, HHPOPMAIIHOHHBIX
TEXHOJIOTUH, 0COOCHHOCTEH (YHKITMOHUPOBAHUS WH()DOPMAIIMOHHOW CHCTEMBI (B TOM YHUCIIE UCKITFOUECHUE
n3 0a3oBOro Habopa Mep, HEMOCPEICTBEHHO CBS3aHHBIX C WH(DOPMAIMOHHBIMU TEXHOJIOTUSIMHU, HE
HCIIOJIb3YEeMBIMHU B nH()OPMAIMOHHON cucTeMe, W CTPYKTYpHO-(DyHKIIMOHATbHEIMHU
XapaKTepUCTUKaMU, HE CBONCTBEHHBIMU HH(GOPMAITMOHHON CHCTEME);

YTOUHEHHE aJalTUPOBAaHHOrO 0Oa3oBoro Habopa Mep 1o obOecredyeHuto 0e30MacHOCTH
NEPCOHAJBHBIX JaHHBIX C YYEeTOM HE BBIOpAaHHBIX paHee Mep, NPHUBEACHHBIX B MPUIOKEHHU K
HACTOSIIIIEMY JIOKYMEHTY, B pe3yJbTaTeé 4ero OHpEeIeSIOTCs Mephl 1Mo oOecreyeHHio 0e30macHOCTH
NEPCOHAIBHBIX JIaHHBIX, HANpPABJICHHbIE HAa HEHUTPAIM3ALMUIO BCEX AaKTYaIbHBIX yrpo3 0e30macHOCTH
MEPCOHAIBHBIX JJAHHBIX JJIs1 KOHKPETHOM HH(POPMALIMOHHOMN CUCTEMBI;

JONOJTHEHWE  YTOYHEHHOTrO aJanTHpPOBAHHOrO 0Oa3oBoro Habopa Mep 10 0OECIEeYeHHIO
0€301acHOCTH MEePCOHANBHBIX JaHHBIX MEepaMH, 00ECIIeYMBAIOIIMMU BBITIOJHEHNE TPEOOBAHUH K 3aIlUTe
NEPCOHAIBHBIX JAHHBIX, YCTAHOBJICHHBIMH WHBIMH HOPMAaTHUBHBIMU IIPAaBOBBIMH aKTaMH B 00JacTH
obecrieyeHus1 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX M 3aLIUTHI HH()OPMAIIHH.

10. IIp1 HEBO3MOXKHOCTH TEXHUYECKOM peayn3aliy OTACIbHBIX BHIOPAHHBIX Mep M0 00ECIIeYeHUIO
0€30IaCHOCTH MEPCOHABHBIX JAHHBIX, & TAKXKE C YUETOM SKOHOMHUYECKOH 11e1eco00pa3HOCTH Ha 3Tarax
ajanTanuu 6a3oBoro Habopa mMep M (MJIM) YTOYHEHHS AJalTHPOBAHHOTO 0a30BOro HaboOpa Mep MOTYT
pa3pabaTbIBaTbcs HMHBbIE (KOMIICHCHUPYIOIINE) MEphl, HAIpaBICHHBIE HAa HEHTpaTM3allMI0 aKTyaJbHBIX
yrpo3 0€30MacHOCTH MEPCOHABHBIX TAHHBIX.
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B srom cinywyae B Xome pa3paOOTKM CHUCTEMbI 3aIIMUTHI NMEPCOHATBHBIX JAHHBIX JOJDKHO OBITH
IPOBEACHO OOOCHOBAaHME TPUMEHEHHUS KOMIIEHCHPYIOIIUX Mep [uid ofecrneueHus Oe301MacHOCTH
NEPCOHATBHBIX JJAHHBIX.

11. B cnyyae ompeneneHusi B COOTBETCTBUM ¢ TpeOOBaHMSAMHU K 3aIUTE MEPCOHAIBHBIX MPH UX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TAHHBIX, YTBEP)KICHHBIMH MOCTAHOBJICHUEM
[TpaBurensctBa Poccuiickoit ®eneparuu ot 1 HosOps 2012 r. N 1119, B kayecTBe aKTyalbHBIX Yrpo3
0€30IaCHOCTH MEPCOHAIBHBIX AAHHBIX 1-r0 W 2-TO THUMOB JOMOJHHUTEIHHO K MepaM IO 00ecreueHUIo
0€30IaCHOCTH TEPCOHAIBHBIX JIAHHBIX, YKa3aHHbBIM B IIyHKTE &8 HACTOSIIET0 JOKyMEHTa, MOTYT
IIPUMEHSTHCS CIEAYIOLINE MEPHI:

MPOBEpPKa CUCTEMHOTO U (WJIH) PHUKIIATHOTO MPOTPAMMHOT0 00€CIIeYeHHs, BKITOUasi TPOTPAMMHBII
KOJ, Ha OTCYTCTBHE HEACKIAPHUPOBAHHBIX BO3MOXXHOCTEH C HCIIOJIb30BAHHEM aBTOMATH3HPOBAHHBIX
CpencTB ¥ (Win) 0e3 UCTIONIb30BAHUS TAKOBBIX;

TECTUPOBAaHUE MH()OPMAITMOHHON CHCTEMBI Ha IPOHUKHOBEHUS;

UCIOJIb30BaHNE B WH(OPMAIMOHHONW CHCTEME CHUCTEMHOro W (WJIM) MPUKIAIHOTO MPOrPAMMHOTO
obecrieueHus1, pa3pabOTaHHOTO C HCIIOIH30BAHHEM METO/IOB 3alIUIIIEHHOTO MPOrPaMMHUPOBAHUSL.

12. TexHU4YecKre Mephl 3aIIUTHI MIEPCOHATBHBIX JTAHHBIX PEAU3YIOTCS MOCPEACTBOM MPUMEHEHHUS
CPeICTB 3amuThl MH(OPMALMK, B TOM YHUCIE MPOTPAMMHBIX (IIPOrPAMMHO-AINIAPATHBIX) CPEICTB, B
KOTOPBIX OHH PEAIM30BaHbI, UMEIOIIUX HEOOX0IMMbIe (PYyHKIIUU OE30MMaCHOCTH.

[Ipu wucnonb30oBaHUM B HWHGPOPMALMOHHBIX CHCTEMax CEPTHPUIMPOBAHHBIX MO TpPeOOBAHUAM
6e3onmacHOCTH MH(POPMALIUU CPEACTB 3aIUTHI HH(POPMALIUU:

B MH(POPMAIMOHHBIX CUCTeMax | ypOBHS 3alUINEHHOCTH MEPCOHATBHBIX NAaHHBIX MPUMEHSIOTCS
CpeacTBa 3amIuThl WHGOpMAlMKU HE HIbKe 4 Kjacca, a TaKkKe CPeACTBa BBIYUCIUTEIHHONW TEXHUKH HE
HIDKE 5 Kiacca;

B MH(OPMAIMOHHBIX CUCTEMax 2 YPOBHS 3alUIIEHHOCTH MEPCOHATBHBIX JAaHHBIX MPUMEHSIOTCS
CpelcTBa 3alIuThl WHGOPMAIMKM HE HIDKE 5 Kjlacca, a TaKkKe CPeACTBA BBIYUCIUTEIHHOW TEXHUKH HE
HIDKE 5 Kiacca;

B MH(OPMAIMOHHBIX CUCTEMAax 3 YPOBHS 3alUIIEHHOCTH MEPCOHATBHBIX NAHHBIX MPUMEHSIOTCS
CpeacTBa 3amIuThl WHGOpMAIMKU HE HIDKEe 6 Kjacca, a TaKkKe CPeACTBA BBIYUCIUTEIHHOW TEXHUKH HE
HIDKE 5 Kiacca;

B HH(bOpMaL[I/IOHHBIX CHUCTCMaX 4 ypOBHH 3AIUIIICHHOCTHU HepCOHaJIBHBIX JAaHHBIX HpI/IMeHHIOTCH
Cpe,Z[CTBa 3allIUThI HH(bOpMaHHH HC HHIXKC 6 KJj1acca, a TaKXKCE Cpe,Z[CTBa BBI‘IHCHHTCHBHOﬁ TCXHHUKHU HC
HIDKE 6 Ki1acca.

Knaccsl 3amuTsl  ONpEAENsoTCs B COOTBETCTBUM C HOPMATUBHBIMHM IIPaBOBBIMU aKTaMH,
U3JAHHBIMH B COOTBETCTBUM C moamyHKToM 13.1 mynkra 8 Ilonmoxkenust o @enepanbHOi ciyx0e 1Mo
TEXHUYECKOMY M DKCIOPTHOMY KOHTPOJIIO, YTBEpKIAEHHOro VYkazoM Ilpesunenra Poccuiickoit
®enepauuu ot 16 aBrycra 2004 r. N 1085.
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IIpu wucnonb3oBaHuM B HMH(POPMAIMOHHBIX CHUCTEMax CpEACTB 3allUThl  MH(OpPMAaLUH,
CepTHU(HUIHUPOBAHHBIX 110 TPEOOBAaHUAM 0€30MaCHOCTH MH(POPMAIINHU, YKa3aHHbBIE CPEICTBA JOJDKHBI OBITH
CepTHU(HIMUPOBAHBI HAa COOTBETCTBHE 00s3aTENbHBIM TPEOOBAHUSAM MO 0E30MacCHOCTH WH(pOpPMALHUH,
YCTQHOBJICHHBIM HOPMATHUBHBIMU IPAaBOBBIMH aKTaMM, WM TPEOOBAHUSAM, YKAa3aHHBIM B TEXHMUYECKHUX
YCTIOBHAX (3aJaHUAX 110 O€30IIaCHOCTH).

@yHKIMU 0€30MaCHOCTH CPEICTB 3alIUTHl HHPOPMAIMH JTOJDKHBI 00€CIIeUnBaTh BBIOJHEHUE MEp
1o obecrieyeHnIo 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX, COACPIKAIIMXCS B HACTOAIIEM JOKYMEHTE.

Jns obecrieyenuss 1 u 2 ypoBHEH 3alllMIIEHHOCTH NEPCOHAIBHBIX MJAaHHBIX, a TaKXKe JUIsd
obecriedeHus1 3 ypoOBHS 3alUIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX B MH(MOPMAIMOHHBIX CHUCTEMaXx, IS
KOTOPBIX K aKTyaJbHBIM OTHECEHbI yrpo3bl 2-TO THUIIA, MPUMEHSIOTCS CePTU(GUIMPOBAHHbIE CpPEACTBA
3aIUThl MHGOPMALKUK, MPOrpaMMHOE OOECreyeHHe KOTOPBIX MPOIUIO MPOBEPKY HE HIDKE 4eM 1o 4
YPOBHIO KOHTPOJISI OTCYTCTBHS HEAEKIAPUPOBAHHBIX BO3MOKHOCTEM.

(n. 12 B pen. IIpukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. IIpu ucmonb30BaHUKM B HHPOPMAITMOHHBIX CUCTEMaX HOBBIX MH(GOPMAIMOHHBIX TEXHOJIOTUH U
BBISIBIICHUH JIOTIOJHUTENBHBIX yrpo3 O€30MacHOCTH TEPCOHANBHBIX JaHHBIX, IS KOTOPBIX HE
oTpeaeneHbl Mephl o0ecreueHusT nxX 0€30MacHOCTH, TOJIKHBI pa3padaThIBATHCS KOMIICHCUPYIOIIHUE MEPHI
B COOTBETCTBUHU C IMyHKTOM 10 HacTosIero JOKyMeHTa.

IIpunoxxenue

k CocTaBy U coAepKaHHIO
OpraHU3alMOHHBIX ¥ TEXHUYECKHX
Mep 1Mo o0ecriedeHn 0 0e30MacHOCTH
NEePCOHATBHBIX JaHHBIX TPH UX
00paboTKe B MHPOPMAITMOHHBIX
CHCTEMaX MEePCOHATBHBIX JTaHHBIX

COCTAB 1 COHAEP>)XAHUE
MEP I10 OBECIIEYEHHMIO BE3OITACHOCTHU ITEPCOHAJIBHBIX JIAHHBIX,
HEOBXOJIMMBbIX JIJIS1 OBECIIEUEHUS KAXJIOI'O 13 YPOBHEN
SAHIMIIEHHOCTHU ITEPCOHAJIBHBIX TAHHBIX

YcinoBHoe Copneprxkanue Mep Mo o0ecrieueHn o 0e30MacHOCTH | YPOBHU 3alUIIIEHHOCTH
0603Ha‘leHI/Ie )41 NEPpCOHANIBHBIX JAaHHBIX NEPpCOHANIBHBIX JAaHHBIX

HOMEP MEpbI

4 3 2 1

I. Unentudukanus u ayreHTuduKanus cyobeKToB 10cTyna U 00beKkToB noctyna (MAD)

NAD.1 Wnentudukanus M ayTeHTHQHUKALMA TONb30BaTenei,| + + + +
SABIISIOIIMXCS] pAOOTHUKAMHU OTIepaTopa
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a U COACPIKaHNA OPTAaHU3AIlMOHHBIX U TEXHHU...

NAD.2

Wnentudukanus u ayTeHTU(DHUKAIHMS YCTPOICTB, B
TOM  YHCJIE  CTAallMOHAPHBIX,  MOOWJIBHBIX U
MOPTaTUBHBIX

NAD.3

VYrpaBieHue HACHTH(PUKATOpAaMH, B TOM YHUCIE
CO3/IaHUE, MIPUCBOCHUE, YHUUYTOXKECHUE
UACHTU(PHUKATOPOB

NAD.4

VYrpaBieHue CpeiacTBaMU ayTEHTH(HKALUU, B TOM
yuciae — XpaHEHHE,  BblJaya,  MHUIUAIU3AIMS,
OJIOKMpPOBAaHUE CPEJCTB ayTeHTU(UKALMU U TIPUHITHE
Mep B ciIy4dae yTparbl U (WJIM) KOMIIPOMETAIMU
CpeACTB ayTeHTH(PUKALIUN

NAD.5

3amura oOpaTHOH CBSI3U npu BBOJIE
ayTeHTU()UKAMOHHON nH(pOopMan

NAD.6

Wnentudukanus ¥ ayTeHTHPHUKALNS T10JIb30BaTeNei,
HE SBIISIOMIMXCS pabOTHUKAMH oreparopa (BHEIIHUX
MOJIb30BaTENEH )

II. Vi

paBlIeHUE JIOCTYNIOM CyOBEKTOB JOCTyIa K 00BEKTaM JOCTyIIa

(YL

YITA.1

VYupapienue (3aBeleHUE, aKTUBAIMS, OJOKUPOBaHUE
u YHUUTOXEHUE) YYETHBIMU 3aUCIMU
MMOJIb30BaTENICH, B TOM yHclie BHEIITHUX
MoJab30BaTene

+

VIIA.2

Peanuzamus HEOOXOIUMBIX METO/IOB
(AMCKPEMOHHBIM, MaHAATHBIN, POJEBOM WJIM HHOU
METOJ), TUIOB (YTCHHWE, 3aIUCh, BBIMOJHEHUE WIIU
WHOM THUI) U MPABWI pa3rpaHUYeHUs JOCTyna

VIII.3

VYpasnenue (punpTparnus, MapuUIpyTHU3aLHus,
KOHTpPOJIb COCIMHEHUM, OJHOHAIIPABIICHHAs IIepeaada
¥ HMHBIE CIOCOOBI yrpaBiieHus) WH(POPMAIMOHHBIMH
IIOTOKAMU  MEXJy  YCTPOMCTBAMH, CETMEHTaMHU
WHPOPMALIMOHHON  CHCTEMBI, a TaKXke MEKIY
MH(POPMAIIMOHHBIMHU CUCTEMaMU

VIIA.4

Paznenenne mnonaHOoMoOuui (posieil) moJib30BaTENEH,
aIMUHUCTPATOpPOB W JHMI,  OO0ECHEeYnBAIOLINX
(GYHKIMOHMPOBaHNE HH(POPMAITMOHHON CHCTEMBI

VIII.S5

Ha3nauenue MHHHMMalIbHO HEOOXOOUMBIX IpaB |
NPUBMJIETUH T0JIb30BATENSAM, AJAMUHUCTPATOpPaM H
aumaM, — oOecreyuBaromUM  (YHKIHOHUPOBAHHE
MH(POPMALIMOHHON CHCTEMBI
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VIII.6 OrpanvueHre HEYCHEIIHbIX MONBITOK BXxoaa B| + + + +
MH()OPMAITMOHHYO CUCTEMY (mocryna K
MH(POPMALIMOHHOH cUCTEME)

VIIA.7 [Ipenynpexnaenue mnosb30BaTeNsl MPU €ro BXOJAE B
WHPOPMALIMOHHYIO  CUCTEMYy O TOM, 4YTO B
MH(POPMALIMOHHON CHUCTEME peau30BaHbl MEpbl IO
o0ecrie4eHn o0 Oe30MaCHOCTH MEePCOHANBHBIX JTAaHHBIX,
U 0 HEOOXOOMMOCTH COOJIOZCHUS YCTaHOBJICHHBIX
orepaTopoM MpaBuUI O0OpabOTKH  TMEPCOHATHHBIX
TTAHHBIX

VITA.8 OnoBelieHre N0Jb30BaTENs MOCIE YCIEMHOro BX0Aa
B MH(QOPMALMOHHYIO CHUCTEMY O €ro MpeablaylieM
BXO/I€ B MH(OPMAIIMOHHYIO CHCTEMY

VITA.9 OrpanudeHue 4ncia napaulebHbIX CEaHCOB JIOCTyNa
JUIL  K&XIO0M  YYEeTHOM  3alKuCH  IO0Jb30BaTeNs
MH(POPMALIMOHHON CHCTEMBI

VIIA.10 bnokupoBanue ceanca aoctyna B MH()OPMAIIMOHHYIO + + +
CUCTEMY nocie YCTaHOBJIEHHOT'O BpEeMEHHU
Oe3melicTBUS (HEAKTUBHOCTH) TOJB30BATENS WIH IO
€ro 3arpocy

VIIA.11 Pazpemiennie (3amper) AeMCTBUN  MOJIb30BATENEH, + + +
pa3perIeHHbIX 10 UACHTUDUKAITIH u
ayTeHTU(UKAITUN

VIIA.12 [Tonnepxka M coxpaHeHHe aTpUOyTOB OE30MaCHOCTH

(MeTok 0e30MacHOCTH), CBSI3aHHBIX C MH(POpMAaLUEH B
MIPOLIECCE €€ XPaHeHUs U 00pabOTKH

VIIA.13 Peanmusanus 3amMINEHHOrO yNAJ€HHOTO JIOCTyma| -+ + + +
CyObeKTOB JocTyna K OOBEKTaM JIOCTyNa uyepes
BHEIIHUE HH(OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHBIE

CeTH
VIIA.14 PernameHranuss W KOHTPOJb MWCIOJIB30BaHUSA B| + + + +
nH(OpPMaMOHHON CHUCTEME TEXHOJIOTUI

6ecrpoBOIHOTO JIOCTYIIA

VIIA.15 PernameHranuss W KOHTPOJb MWCIOJIB30BaHUSA B| + + + +
MH(POPMALIMOHHOHN cHCTeMe MOOMIIBHBIX TEXHUUECKHX
CPEICTB
VIIA.16 VYnpasnenue B3aUMOJICUCTBUEM c| + + + +
MH(POPMAIIMOHHBIMHU CUCTEMaMHU CTOPOHHUX
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opranu3ainui (BHEIHuEe HH(HOPMAIIMOHHBIE CUCTEMBI)

VIII.17

OOecrieueHne  JOBEPEHHOHl  3arpy3ku  CpPEACTB
BBIUMCIIUTEIIEHOW TEXHUKH

III. Orpannuenue nporpamMmmHoii cpeasl (OIIC)

OIIC.1

YnpasiieHue 3armyckom (0OparieHusiMi ) KOMIIOHEHTOB
MpPOrpaMMHOTO  OOecre4YeHus, B TOM  YHCIE
ONpeJIelICHUE 3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOIKa
rapaMeTpoB 3alyCcKa KOMIIOHEHTOB, KOHTpPOJb 3a
3aIyCKOM KOMIIOHEHTOB IPOTPaAaMMHOT0 00eCTIeUeHUS

OIIC.2

VYnpasnenue YCTaHOBKOM (MHCTANIALIAEH )
KOMITOHEHTOB TPOTPAMMHOIO OOECICYeHHsS, B TOM
YHUCJIE OMNpEACNICHHEe KOMIIOHEHTOB, MOAJIEXKAIINX
yCTaHOBKE, HACTpOWKa IapaMeTpOB  YCTAaHOBKHU
KOMITOHEHTOB, KOHTPOJIb 3a YCTaHOBKOM
KOMITOHEHTOB ITPOrPAMMHOT0 O0EeCTICUeHUs

OIIC.3

VYcTaHoBKa (MHCTAJUIALMSA) TOJNBKO Pa3pelIeHHOro K
MCTOJIb30BAHUIO TPOTPAMMHOTO oOecrieueHus U (UJITH)
€ro KOMIIOHEHTOB

OIIC.4

VYrpaBieHue BpeMEHHbIMH (QailaMu, B TOM 4HUCIE
3amper, paspelleHue, IEepeHapaBiICHUE 3alllCH,
yJlaJleHue BpeMEHHBIX (hailiioB

IV. 3amura MalMHHBIX HOCUTENEH nepcoHanbHbIX JaHHBIX (3HI)

3HU.1

VYuyer MalIMHHBIX HOCUTEIIEH MEPCOHAIBHBIX TaHHBIX

3HU.2

YHpaBHCHI/IC AOCTYIIOM K MAIIWMHHBIM HOCHUTCIIAM
NEPpCOHANIBHBIX JAaHHBIX

3HN.3

KoHTponp nmnepemelieHuss MAaIIMHHBIX HOCHUTENEH
IIEPCOHAJIBHBIX JaHHBIX 3a MPEAEIIbl KOHTPOJIUPYEMOU
30HBI

3HU.4

HckitoueHre BO3MOXHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHUSI C  COJACpPXKAHUEM IEPCOHAIBHBIX
JNAHHBIX, XPAHSIMIMXCA HAa MAIIMHHBIX HOCUTENSX, U
(MnM) WCMONB30BaHUS HOCHUTENEH MEPCOHATBHBIX
JTAHHBIX B HHBIX UH()OPMAIIMOHHBIX CHCTEMAaxX

3HN.5

KonTtpons wucnonb3oBanus UHTEpGEHCOB  BBOJA
(BpIBOJa) WHGOpPMAIMM HA MAIIMHHBIE HOCHUTENH
MEPCOHANIBHBIX JAHHBIX
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3HI.6

Kontponr BBoma (BeIBOga) wuHGOpManuu Ha
MAIlIMHHBIE HOCUTEJIU MEPCOHAIBHBIX TaHHBIX

3HN.7

KOHTpOJII: IIOAKIOYCHHUSA  MAIIMHHBIX HOCHTENICH
NEPpCOHAIBHBIX JaHHBIX

3HN.8

YHuuTOXKEHHE (CTHpaHME) WIM 00e3THMYMBaHUE
NIEPCOHAIBHBIX JaHHBIX HA MAIIMHHBIX HOCUTENAX
IpU HUX Iepenade MexAy M[O0JIb30BaTelsIMH, B
CTOPOHHHME  OpraHM3allMM Ul PEMOHTa  WJIH
YTWIN3ALUM, a TaKKe KOHTPOJb YHUUYTOXECHHS
(cTupanus) WK 00E3TMIUBAHUS

V. Perucrparnus coowituii 6e3omacuoctu (PCB)

PChb.1

Omnpenenenne coObITHII 0€30MACHOCTH, MOJICKAIIUX
pETHUCTpAINH, U CPOKOB MX XpaHEHUS

PCb.2

Omnpenenenue cocTaBa U coaepkKaHusl UH(GOPMAIUU O
COOBITHSIX 0€30MAaCHOCTH, TIOUIKALTNX PErHCTPALUN

PCB.3

C6op, 3anuch U XpaHeHHe WH(OPMAIMH O COOBITHIX
0€30MacHOCTH B TEUCHHE YCTAHOBICHHOTO BPEMEHU
XpaHEHUS

PCb.4

PearupoBanue Ha cOOM MpHU PErHUCTPAlMU COOBITHIA
0e3omacHOCTH, B TOM 4YHCIE ammapaTtHble U
porpaMMHbIe OIIMOKH, cOOM B MeXaHu3Max cbopa
uHbOpMAlMM U JIOCTWKEHHE  Tpefena  WIH
MIEPETIOTHEHHS 00beMa (EMKOCTH ) TTaMSITH

PCB.5

MoHuTOpUHT  (IIPOCMOTP, AHAIU3) pE3YJIHTATOB
perucTpanuu COOBITHI 0e30ImacHOCTH u
pearupoBaHue Ha HUX

PCBb.6

['enepupoBanre BpEeMEHHbIX METOK U (WJIM)
CUHXPOHHU3ALM CHUCTEMHOT'O BpEMEHU B
MH(POPMAIIMOHHOH cucTeMe

PCB.7

3amuTa nHpOpMaLUU O COOBITUSAX OE30MACHOCTH

VI. AntuBupycHas 3amura (AB3)

AB3.1

Peanusanus aHTUBUPYCHOU 3aILUTHI

AB3.2

OOHoByieHNE 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX POTrpamMMm (BUPYCOB)

VII. O6napy:xenue Bropxxenuii (COB)
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COB.1 OOHapy>keHue BTOPKEHHH + +

COB.2 OOHoBIIeHNE 0a3bl PEHIAIOIINX TPABUI + +

VIII. KoHTpo:s (aHanu3) 3allUIIEHHOCTH IEPCOHAIBHBIX AaHHbIX (AH3)

AH3.1 BrlsiBieHue, aHaiu3 ysS3BUMOCTEH MH(POPMALMOHHOM + + +
CUCTEMBl M  ONEpPaTUBHOE YCTPaHEHHWE BHOBb
BBISIBJIEHHBIX YSA3BUMOCTEN

AH3.2 KoHTpons ycTaHOBKM OOHOBIIEHHII HporpaMMHOro| + + + +
oOecrieyeHus, BKIIIOYas OOHOBJIEHHWE MPOrPAMMHOIO
o0ecriedeHus: CPeACTB 3aUIUTH MH(pOpMaIu

AH3.3 Kontpois paboTocrnocoOHOCTH, napamMeTpoB + + +
HAaCTPOWKM ¥ TPABWIBHOCTU (PYHKIIMOHUPOBAHMS
nporpaMmmMHOI 0 obecrieueHuss u CpCACTB 3allUThI

uHpopMaLnn

AH3.4 Kontposnb cocTaBa TEeXHUUECKUX CpEJCTB, + + +
IPOrpaMMHOTO OOeCreueHuss M CpPEACTB  3aIlUThI
uHpoOpMaLun

AH3.5 KoHTponps mpaBwil TreHepalMu M CMEHBI [apojeit + +

[IOJI30BATEIICH, 3aBEACHUS U YAAJICHHUS YYETHBIX
3alMCed  IONb30BaTENed,  peaM3aldd  IIPABUII
pasrpaHu4eHus JOCTYIIa, ITOJTHOMOYH I
M0JIb30BaTeNe B MHPOPMALIMOHHOM cucTeMe

IX. Ob6ecrneuenue 1eI0CTHOCTH HH(POPMAIIMOHHON CUCTEMBI U IEPCOHANBHBIX AaHHBIX (OLLJT)

OLJI.1 KoHTpoOJIb 11eTI0CTHOCTH MPOTrPaMMHOT0 0OecrieueHMs, + +
BKJIIOYas  IMporpaMMHoe  oOecleyeHue  CpeicTB
3alIUThl MH(pOpMaIH

OILJL.2 KoHTposib 1I€TOCTHOCTM TMEpPCOHANBHBIX JIaHHBIX,
cozepkaniuxcss B 0a3zax JaHHBIX HMH(OpMaIMOHHON
CUCTEMBI

OLJL.3 OOGecrieuenne BO3MOXKHOCTH BOCCTaHOBJICHHS

IPOrPaMMHOTO OOecrieueH s, BKIII0Yasi pOrpaMMHOE
o0ecriedeHne CpeACTB 3alIUThl HMH(OpMANUM, TpU
BO3HUKHOBEHMH HEIUTATHBIX CUTYaLUH

OLL4 OOHapyXxeHHe W pearupoBaHHE Ha IOCTYIUICHHE B + +
MHPOPMALIMOHHYIO  CHCTEMY  He3alpaluBaeMbIX
AIIEKTPOHHBIX COOOIIEeHUH (THceM, TOKYMEHTOB) M
uHOW  uH(OpMamMK, HE  OTHOCALIMXCI K
(YHKIMOHMPOBAHUIO HMH(POPMALMOHHOW  CHUCTEMBI
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(3amuTa OT crama)

OLJL.5

KonTponb coxepxkanust uHbOpMaIy, MeperaBaeMoit
U3 UH(POPMAIMOHHONW CUCTEMBl (KOHTECHHEPHBIH,
OCHOBaHHBIN Ha CBOMCTBaX 00bEKTa JOCTYMA, U (HUITH)
KOHTEHTHBI, OCHOBAHHBIN HA MOKUCKE 3aIPELICHHON K
nepenavye HHGOPMAIMU C UCIOJIL30BAHUEM CHTHATYD,
MacOK Y  HMHBIX METOJIOB), M  HUCKIIOUYEHHUE
HEMpaBOMEpHOW  mepenaynt  WHPOpMAIMK W3
MH(POPMALIMOHHON CHCTEMBI

OLJI.6

OrpanuuyeHue TpaB MONb30BaTeNel IO  BBOJY
uHpopMalny B HHPOPMAITMOHHYIO CUCTEMY

OLJI.7

KOHTpOJII: TOYHOCTH, TIOJHOTBI W MPAaBHUIIBHOCTHU
JaHHBbIX, BBOOIUMBIX B HH(bOpMaHHOHHyIO CUCTCMY

OLJL.8

KoHTponb OmMOOYHBIX ASHCTBHUI MONB30BaTENCH MO
BBOJAY W (WJIM) Iepenaye MEepPCOHATbHBIX JIAHHBIX U
MpenynpexJaCHUe TOJb30BaTeNeld 00 OMUOOYHBIX
JNENUCTBUAX

X. ObecnieueHne JOCTYITHOCTH MEPCOHATBHBIX JAHHBIX

(OAT)

OAT.1

Hcnonb3oBaHue OTKa30yCTOMYMBBIX TEXHUYECKUX
CpPEACTB

ONT.2

PesepBupoBanue TEXHUYECKUX CpeACTB,
IPOrpaMMHOTO OOecreueHusl, KaHAJIOB Ieperadyu
nH(popManuu, CpEeICTB obecrieueHus
(YHKIMOHUPOBAHUS MHPOPMALMOHHON CUCTEMBI

OIT.3

KonTpons 0€30TKa3HOTO (bYHKIMOHHPOBAHUS
TEXHUYECKUX CPEJCTB, OOHAPYKEHHE U JIOKATU3AIUs
OTKa30B (YHKIIMOHHPOBAHUS, TPHUHATHE Mep IO
BOCCTQHOBJICHHIO  OTKAa3aBLIMX CPEACTB U  HX
TECTUPOBAHUE

OlT.4

ITepuonuueckoe pe3epBHOE KOIIMPOBaHUE
MEPCOHAJBHBIX JaHHBIX Ha pPE3epBHBIC MALIMHHBIC
HOCHUTEJIN TIEPCOHANBHBIX JaHHBIX

OHT.5

Obecnieuenue BO3MOYKHOCTH BOCCTaHOBJICHUS
[IEPCOHAJIBHBIX JAHHBIX C PE3EPBHBIX MAIIUHHBIX
HOCHUTENEH TNEPCOHAIBHBIX JaHHBIX (PE3EPBHBIX
KONMH) B TEYEHHE YCTAHOBJIEHHOI'O BPEMEHHOIO
UHTEpBaja

XI. 3amura cpeasl Buptyanuzanuu (3CB)
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3CB.1 Wnentudukanmss u  ayTeHTUQHUKAIMS CyOBEKTOB| + + + +
IocTyna #  OOBEKTOB JOCTyHma B BHPTYaIbHOU
UHOPPACTPYKTYpe, B TOM 4YHCIE aIMHUHHUCTPATOPOB
yIIpaBJICHUS CPEACTBAMH BUPTYAIU3ALUN

3CB.2 VYnpaBieHue J0CTynmoM CcyOBeKTOB jJocTyma K| + + + +
00BbEeKTaM JIOCTyIa B BUPTYaJbHOH MH(PPACTPYKTYpE,
B TOM YMCJI€ BHYTPH BUPTYAJIbHBIX MAIIHH

3CB.3 Perucrpanust coObITHII 6€30MMacCHOCTH B BUPTYAIbHOM + + +
UHPPACTPYKTYpE
3CB.4 VYpasnenue (punpTparus, MapuUIpyTHU3aLHUs,

KOHTPOJIb COEAMHEHNS, OJHOHAIIPABJICHHAs Iepeaaya)
NOTOKaMH  MHGOpMAIMU  MEXAY KOMIIOHEHTaMH
BUPTYQJIbHOM  MHQPACTPYKTYphl, a TaKke IO
NIEPUMETPY BUPTYAIbHOM HHPPACTPYKTYPHI

3CB.5 JloBepeHHass 3arpy3ka CEpBEpPOB BHPTYyaIU3alluHy,
BUPTyaIbHOM MalllMHbl  (KOHTEHEpa), CepBEPOB
yIpaBJIeHUs] BUPTYyaau3auen

3CB.6 VYnopaBiieHue NnepeMeleHneM BHPTYaIbHBIX MAalluH + +
(KoHTEWHEPOB) U 00padaThIBAEMBIX Ha HUX JAHHBIX

3CB.7 KonTpons L[EJIOCTHOCTHU BHUPTYaIbHOU + +
UHPACTPYKTYpPHI U €€ KoH(puUrypauui

3CB.8 Pe3epBHOE KONMMpOBAaHME MaHHBIX, PE3EPBUPOBAHUE + +
TCXHUYCCKHUX CPCACTB, NPOTrpaMMHOIO obecrieyeHus
BUPTYQJIbHOM HMH(PACTPYKTYpbI, a TaKKe KaHaJOB
CBSI3U BHYTPH BUPTYaJbHOU HHPPACTPYKTYPHI

3CB.9 Peanuszanus u ynpaBieHUE aHTUBUPYCHOM 3alIUTON B + + +
BUPTYAJIbHOU HHPPACTPYKTYpE

3CB.10 PazOuenne  BUpTyanbHOHM  HMHQPACTPYKTYpHl  Ha + + +
CErMEHTHI (cerMeHTUpOBaHUE BUPTYaJIbHOU
UHOPPACTPYKTYpbl) A7 OOpabOTKM MEpCOHATIBHBIX
JAHHBIX OT/EIbHBIM TO0Jb30BaTENEM U (MIJIM) TPYIION
II0JIb30BaTEIEH

XII. 3amura texuuueckux cpencts (3TC)

3TC.1 3amura uHpopManuu, oOpabaTeiBaeMOit
TEXHUYECKUMHU CpEICTBAMM, OT €€ YTEYKH IIO0
TEXHUYECKUM KaHaJlaM

3TC.2 Opranuzanys KOHTPOJUPYEMOW 30HBI, B Mpezenax
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KOTOPOH TMOCTOSIHHO pPa3MelIaloTcs CTallMOHAPHBIC
TEXHUYECKUE CpEeICTBa, oOpabarsiBaromne
uHpOpPMAILIMIO, M CPEACTBA 3aIIUTH MH(OpMaruu, a
TaKXke cpelIcTBa obecrieueHus (PyHKIIMOHUPOBAHUS

3TC.3 Kontpons u ynpasieHue (U3NYECKUM IOCTYIIOM K| + + + +
TEXHUYECKUM  CpPEICTBAaM,  CPEICTBAM  3alIHUTHI
nH(popManuu, cpelcTBam obecrieueHus

(YHKIIMOHMPOBAHHUS, a TaKKe B IMOMEUICHUS U
COOpY)KEHHsS, B KOTOPbIX OHHM YCTaHOBJIECHBI,
MCKITIOYAIOIINE HECAHKIIMOHUPOBAHHBIN (hu3nyeckuit
JIOCTYI K cpeacTtBaM o00pa®oTku HMH(pOpMAIUH,
CpeAcTBaM 3allUThl HMHPOPMALUU U CPEIACTBAM
obecrieyeHus1 (PYHKIMOHUPOBAHUS MH(DOPMAITMOHHON
CHCTEMBI, B TOMELICHUS U COOPYKEHHUS, B KOTOPBIX
OHHU yCTaHOBJICHBI

3TC.4 Pasmemenue ycrpoiicTB BbeiBoma (oToOpaskeHus)| -+ + + +
uHpOpMaInH, UCKJII0YAroIlEee ee
HECAHKIIMOHUPOBAHHBIN TPOCMOTP

3TC.5 3ammTa OT BHEIIHMX BO3JCUCTBUN (BO3JIEHCTBUMN
OKpY>KaroIen cpensl, HECTaOMIILHOCTH
AIIEKTPOCHAOKECHHSI, KOHIUIIMOHUPOBAHUS U WHBIX
BHEIIHUX (PAKTOPOB)

XIII. 3amuTa nHGOPMAIIMOHHON CHUCTEMBI, €€ CPEICTB,
cucTeM cBsi3u U nepenaun gaHueix (31C)

3UC.1 Paznenenne B MHPOPMALMOHHONW cucTeMe (DyHKITHMA +
o YIIPABJICHUIO (aIMHUHUCTPUPOBAHHUIO)
MH(pOPMAIIMOHHOMN CUCTEMOH, YIIPaBICHUIO
(aAMUHUCTPHUPOBAHHUIO) CUCTEMOU 3aIUTHI
NEPCOHANBHBIX JaHHBIX, (QYHKUUNA 1O 00paboTke
NEPCOHAJBHBIX  JAHHBIX WM HUHBIX  (QyHKIHHA
MH(POPMALIMOHHON CHCTEMBI

31C.2 IIpenoTBpaienne  3aA€pKKM  WIM  IIPEPHIBAaHUS
BBITIOJTHEHUS TPOLIECCOB C BHICOKMM IPUOPUTETOM CO
CTOPOHBI IPOILIECCOB ¢ HU3KUM MPUOPHUTETOM

31C.3 OOecrnieueHne 3amuUThl NEPCOHANBHBIX JaHHBIX OT| + + + +
pPacKpbITUSl, MOAM(HUKAIIMN W HaBS3bIBAaHUSA (BBOJA
TI0KHOM MH(pOpMaILK) TIpH ee nepenade (ToroTOBKE
K Iepeqaye) 1o KaHajaMm CBS3M, UMEIOIIUM BBIXOJ 32
npenensl  KOHTPOJIMPYEMOM 30HBI, B TOM 4HUCIE
OecIpoOBOTHBIM KaHAJIAM CBSI3H
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31C.4 ObecnieueHne TOBEpEHHBIX KaHalla, MapIIpyTa MEKIY
aJIMUHUCTPATOPOM, IIOJIb30BaTE€IeM U CpPEICTBAMU
3amuThl  vHGopManuu (PyHKIMSIMH 0€30MacHOCTH
CPEACTB 3aIUThI UH()OPMAIUN)

3UC.5 3anpet HECaHKLMOHUPOBAaHHOU yZlaJieHHON
aKTHBAaIlUM BHUJAEOKaMep, MHUKPOGOHOB M HHBIX
nepu(epuiHbIX  YCTPOMCTB,  KOTOpPBIE  MOTYT
aKTUBHUPOBATHCS YAAIEHHO, u OIIOBEIIECHUE
MoJIb30BaTeNe 00 aKTUBAIIMK TAKHX YCTPOMCTB

31C.6 Ilepenaya W KOHTPOJb LEJIOCTHOCTH aTpUOYTOB
Oe3omacHOCTH (METOK O€30MacHOCTH), CBSI3aHHBIX C
NEPCOHAJBHBIMU JaHHBIMM, IPH OOMEHE HMH C
MHBIMU UH()OPMAITMOHHBIMU CUCTEMaMHU

3UC.7 KOHTponb CaHKIMOHMPOBAHHOTO M  HCKIIIOUEHHUE
HECaHKI[MOHUPOBAHHOI'O HCIIOIb30BAHUS TEXHOJIOTUN
MOOUIBHOTO KOJIa, B TOM UYHCJIE pPErucTparus
COOBITHH, CBSI3aHHBIX C MCIIOJIBL30BAHHEM TEXHOIOTHI
MOOUIPHOTO KOJa, MX aHAJM3 W pearnpoBaHHE Ha
HapyIIeHHUS, CBSI3aHHBIC v HCIIOJb30BaHUEM
TEXHOJIOTMI MOOHILHOI'O KOJIa

3UC.8 KOHTponb CaHKIMOHMPOBAHHOTO M  HCKIIIOUEHHUE
HECaHKLMOHUPOBAHHOI'O0 MCIOJIb30BAaHUS TEXHOJIOTHIl
nepeaayn pedr, B TOM YHUCIIE PErucTpanus COOBITH,
CBSI3aHHBIX C MCIIOJIb30BAaHUEM TEXHOJIOIMH Ieperadn
peun, MX aHaIW3 WU pearupoBaHUE HA HapYIICHUS,
CBSI3aHHBIE C HMCII0JIb30BAHUEM TEXHOJIOTMH Ieperadn

peun

31C.9 KoHTponb  CaHKUMOHMpPOBAHHOW U  HCKIIIOUEHHUE
HECAHKIIMOHHUPOBAHHOM nepeaayn
BUJCOMH(POPMALIUK, B TOM YHUCIIE pPETUCTpaIUs
COOBITHI, CBsI3aHHBIX C nepenavyen
BUJICOMH(POPMALINY, MX aHAJIM3 M pearupoBaHUE Ha
HapyIIeHHs, CBSI3aHHbBIE C nepenaven
BUJICOMH(pOpPMALIUN

31C.10 ITonTBepxnenue IIPOUCXOXKACHHUS HCTOYHHKA

nH(OpMaIIUY, TTOTy4aeMO B MPOIECCE ONMPEACTICHUS
CEeTEBbIX aJpPECOB IO CETEeBbIM HUMEHaM WIIU
OTpPEJICTICHUS] CETEBBIX UMEH MO CETEBBIM aJpecam

31C.11 OO0ecrieyeHEe TOUIMHHOCTH CETEBBIX COCIUHEHUN + +
(ceaHCOB B3aUMOJICHCTBHSA), B TOM YHCIIC JIJIS 3AIUThI
OT MOJIMEHBI CETEBBIX YCTPOICTB U CEPBUCOB
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31C.12

Hckimouenue BO3MOYKHOCTH OTpHULIAHUS
nojib30BaTeneM (pakra OTHPaBKH  MEPCOHAIBHBIX
JAHHBIX IPYroMy I10JIb30BATEII0

31C.13

Hckimouenue BO3MOYKHOCTHU OTpHULIAHUS
nojib30BaTeneM (akTa TIOJyuYeHHUs IEepPCOHAIBHBIX
JAHHBIX OT APYroro Mojab30BaTessl

31C.14

Hcnons3oBanue yCTPOMCTB TEPMUHAIBHOIO JOCTYIIA
1151 00pabOTKHU MEPCOHAIBHBIX JaHHBIX

3UC.15

3ammTa apXuBHBIX (DailoB, MapaMeTpoB HACTPONKHU
CpeACTB 3allUThl HMHGOPMAIMH M MPOrPAMMHOIO
oOecriedeHUsT M WHBIX JAHHBIX, HE MOJUIeKALINX
M3MEHEHHIO B Ipolecce OOpabOTKH IMEepCOHATBHBIX
TTAHHBIX

3UC.16

BoisiBnenne,  aHanu3 U OJOKMpOBaHHUE B
WH(POPMALIMOHHON  CHUCTEME  CKPBITBIX  KaHaJoOB
nepeaayn nHGopMauu B 00X0J] peaTn30BaHHBIX MEp
WJIA BHYTPH Pa3pelIeHHBIX CETEBBIX MPOTOKOJIOB

3UC.17

Paz0uenne nHGOPMALIMOHHON CHCTEMBI Ha CErMEHTHI
(cermMeHTHpOBaHHE HWH(POPMALMOHHOM CHCTEMBI) U
o0ecriedyeHrUe  3aIIUTBl  HEPUMETPOB  CETMEHTOB
MH(POPMALIMOHHON CHCTEMBI

3UC.18

ObecnieueHne 3arpy3K U UCIIOIHEHUS TIPOrPAMMHOTO
o0ecrieyeHus ¢ MAIIMHHBIX HOCUTENIEH MepCOHAIBHBIX
JAHHBIX, TOCTYIHBIX TOJIBKO Ul YTCHHSI, © KOHTPOJIb
LEJIOCTHOCTU JAHHOTO MIPOrPaMMHOr0 00ecrieueHHs

31C.19

M3onsauust mporieccoB (BBIMOJIHEHHE MPOrpamMMm) B
BBIZICTICHHOM OOJIACTH MaMSITH

31C.20

3amuTa GecrpOBOAHBIX COSAMHEHUH, TPUMEHSIEMbIX B
MH(POPMAIIMOHHOH cucTeMe

XIV. BoIsiBI€HNE HHIIMAEHTOB U PEarupoOBAHUE HA HUX

(MHI

WHIL 1

OHpe,Z[CJICHI/IC JIUL, OTBCTCTBCHHBIX 3a BBIABJICHHC
HHOUACHTOB U pCarupOBaHUC HA HUX

WHIL.2

OOnapyxeHue, UACHTUPHUKAIMSA ¢  PErHCTpaLUs
MHIUICHTOB

WHIL3

CBoeBpeMEHHOE MH(POPMHUPOBAHUE iy,
OTBETCTBCHHBIX 32 BBIBJICHHE HMHIUACHTOB U
pearupoBaHKe HAa HUX, O BO3HUKHOBEHUH HHLUICHTOB
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B HH(OPMAIIMOHHON CHCTEME I0JIb30BATENsIMH U
aIMUHUCTPATOPaMHU

WNHII.4 AHali3 WHLHJIEHTOB, B TOM YHCIE OIpEAeIICHUE + +
HMCTOYHUKOB U IPUYUH BO3HUKHOBEHUS WHIUICHTOB,
a TaK)Ke OLICHKA UX IOCIEACTBUN

MHIIL.S5 [IpunaTHe Mep 1O YCTPAaHEHUIO IIOCIEIACTBUU + +
MHIHAJICHTOB

NHIL.6 [InanupoBaHue U IPUHATHE MEP 10 IIPEAOTBPALLECHUIO + +

MMOBTOPHOI'O BOBHUKHOBCHHA MHIIUICHTOB

XV. Ynpapnenue koHpUrypanueid "HHOPMAIMOHHON CHCTEMbI H CUCTEMBI 3alTUTHI

nepcoHaNbHBIX AaHHBIX (YKO)

YK®.1

Omnpenenenne UL, KOTOPBIM pa3pelieHbl JeUCTBUS
0 BHECEHHWI0O M3MEHEHHWH B  KOH(pUTypauuio
WH(POPMAIIMOHHON CHUCTEMBI M CHCTEMBI 3aIIUTHI
IIEPCOHANIBHBIX JAHHBIX

YK®.2

VYpasnenue U3MEHEHUSMHU KOH(UTypaIiu
WH(POPMALIMOHHON CHUCTEMBI M CHCTEMBI 3aIIUTHI
IIEPCOHANIBHBIX JAHHBIX

VK®.3

AHanu3 NOTEHIIMATIBLHOIO BO3JCHCTBUS IJIAHUPYEMBIX
W3MEHEHH B KOHQHUrypauuu HHPOPMALUOHHOU
CHCTEMBI U CUCTEMBbI 3aIUTHI IEPCOHATBHBIX JAHHBIX
Ha obOecreueHre 3allUThl MEePCOHATBHBIX JaHHBIX H
COTJIACOBAHME  W3MEHEHMH B  KOH(UTrypauuu
MH(POPMAIIMOHHON CHUCTEMBI C JIOJDKHOCTHBIM JIMIIOM
(paboTHUKOM), OTBETCTBEHHBIM 3a O00ECICYCHHE
0€30I1aCHOCTH MEPCOHATBLHBIX JJAHHBIX

YKo 4

JlokyMeHTupoBaHHe uHpOpMaUuu (JaHHBIX) 00
M3MEHEHHUsIX B KOH(QUTypaluud HHPOPMALUOHHON
CHCTEMBI U CHCTEMBI 3aIIUThI IEPCOHATBHBIX JAHHBIX

"+" - Mepa mo obecrie4eHnI0 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX BKIIOYEHa B 0a30BbIi HabOp

MCP AJid COOTBCTCTBYIOIICTO YPOBHA 3alIUIICHHOCTH IICPCOHAJIBHBIX JaHHBIX.

Mepsbl o obecnieueHHnI0 0e30MacHOCTH TIEPCOHATBHBIX TAaHHBIX, HE 0003HAYCHHBIE 3HAKOM '+,
MPUMEHSIOTCS TIPU aJanTanuy 06a30Boro Habopa Mep W yTOUHEHHH aJalTHPOBAHHOTO 6azoBoro Habopa
Mep, a TaKkXKe MpU pa3padOTKe KOMIICHCHUPYIOIIUX MEp MO 00eCreYeHnI0 0€30MacHOCTH NMEePCOHATbHBIX

JTAaHHBIX.
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